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SECTION B - CONTINUATION OF SF 1449 BLOCKS

Request for Quote (RFQ) 36C24125R0116

B.1 CONTRACT ADMINISTRATION DATA

1. Contract Administration: All contract administration matters will be handled by the following
individuals:

a. CONTRACTOR:

b. GOVERNMENT: Contracting Officer 36C241 Sarah Scott
sarah.scott1@va.gov
267-581-6318
Department of Veterans Affairs
Network Contracting Office 1 (NCO 1)
Contracting Officer (90C)
1 VA Center
Augusta ME 04330

2. CONTRACTOR REMITTANCE ADDRESS: All payments by the Government to the
contractor will be made in accordance with:

[X] 52.232-33, Payment by Electronic Funds Transfer—System For Award
Management, or
1 52.232-36, Payment by Third Party

3. INVOICES: Invoices shall be submitted in arrears:

a. Quarterly 1
b. Semi-Annually []

c. Other [X] Invoicing instructions will be included with delivery orders

4. GOVERNMENT INVOICE ADDRESS: All Invoices from the contractor shall be submitted

electronically in accordance with VAAR Clause 852.232-72 Electronic Submission of Payment
Requests.

ACKNOWLEDGMENT OF AMENDMENTS: The offeror acknowledges receipt of amendments
to the Solicitation numbered and dated as follows:

AMENDMENT NO DATE
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Description for solicitation# 36C24125R0116

This is a combined synopsis/solicitation for commercial items prepared in accordance with the
format in the Federal Acquisition Regulation (FAR) subpart 12.6, “Streamlined Procedures for
Evaluation and Solicitation for Commercial Products and Commercial Services” as
supplemented with additional information included in this notice. This announcement constitutes
the only solicitation. Proposals are being requested, and a written solicitation document will not
be issued.

The solicitation number 36C24125R0116 is issued as a “Request for Proposals” (RFP). The
solicitation document and incorporated provisions and clauses are those in effect through
Federal Acquisition Circular 2025-05 (effective 08/07/2025).

This solicitation is unrestricted and the associated North American Industrial Classification
System (NAICS) code for this procurement is 339112, with a small business size standard of
1,000 employees. The Product Service Code (PSC) is 6515.

The objective of this acquisition is to establish a multiple award IDIQ contract with Firm Fixed
Price (FFP) orders for a period of ten years. (Period of performance will be a five-year base
period with a five-year option period). The VA intends to award contracts capable of providing
one or more of the equipment, services, and consumables specified in the RFP and Statement
of Work (SOW). Contractors must identify the specific Anesthesia System requirements they
intend to satisfy. The scope of work consists of providing Anesthesia Systems, Associated
Maintenance Services, and Consumables to any VA site throughout the United States including
Alaska, Hawaii and Puerto Rico that provides Anesthesia treatment to Veterans. The capability
to furnish multiple systems is preferred but not required.

All interested companies shall submit proposals in accordance with instructions to offerors in
Section E.1 of this solicitation by the time and date specified on the cover page of this
solicitation.

Delivery shall be provided as agreed to in any resultant order placed as specified in the
Statement of Work. Delivery shall be F.O.B. Destination.

The provisions at FAR 52.212-1, Instructions to Offerors-Commercial Products and and
Commercial Services, FAR 52.212-2, Evaluation-Commercial Products and Commercial
Services, and at FAR 52.212-3, Offeror Representations and Certifications-Commercial
Products and Commercial Services, apply to this acquisition and addenda are attached in
SECTION E, as applicable.

Offerors shall include a completed copy of the provision at FAR 52.212-3, Offeror
Representations and Certifications-Commercial Products and Commercial Services with
their offer.

The clauses at FAR 52.212-4-Contract Terms and Conditions-Commercial Products and
Commercial Services, and at FAR 52.212-5-Contract Terms and Conditions Required to
Implement Statutes or Executive Orders-Commercial Products and Commercial Services, apply
to this acquisition and addenda are attached in SECTION C, as applicable.
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Interested companies may submit questions pertaining to the solicitation via email only to
melanie.stockman@va.gov and sarah.scott1@va.gov by 10AM CST on
. All questions will be answered and posted via an amendment.

B.2 Statement of Work (SOW) for Anesthesia Units
1.0 SCOPE

This statement of work ("SOW") details the Government's requirement relative to
the purchase, delivery, installation, maintenance, and testing of Anesthesia
Units. This requirement includes the purchase of required anesthesia units,
accessories, installation, training, consumables, and supplementary maintenance
service agreements. Each Anesthesia System shall come with a minimum 12-
month manufacturer's warranty and shall be FDA approved.

2.0 BACKGROUND

The VA is responsible for providing high-quality and timely medical and surgical
procedures to our Veterans and their families. Providing the best possible
medical equipment and associated service support is the goal of the Veterans
Health Administration ("VHA"). The anesthesia units/equipment being procured
by the VA is localized regarding facility requirements across VHA. This
procurement is to seek efficiencies and consistency in overall life-cycle costs
across all Veterans Affairs Medical Centers (VAMCs).

The Veterans Health Administration (VHA) surgeons seek to and provide our
Veterans advanced surgical techniques that are comparable to state-of the-art
commercial surgical and anesthetic solutions in the private sector.

3.0 APPLICABLE DOCUMENTS

In the performance of the tasks associated with this Statement of Work (SOW),
the Contractor shall comply with the following directives and handbooks:

a. VA Directive 6500 Information Security Program

b. VA Directive 0710 Personnel Suitability and Security Program.

C. VA Directive 6550 Pre-Procurement Assessment for Medical Devices
d. VHA DIRECTIVE 1080.01(1) “Data Use Agreements”

e. 36 C.F.R. Part 1194 "Electronic and Information Technology
Accessibility Standards," July 1, 2003

4.0 REQUIREMENTS
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The Contractor, their personnel, and any subcontractors shall be subject to the
Federal laws, regulations, standards, and VA Directives and Handbooks
regarding information and information system security as delineated in this
contract.

The Contractor shall deliver, install, and test Anesthesia Units and all related
equipment, accessories, consumables, training and warranty to the VAMC
locations in the quantities, locations and configurations as specified in the
individual Delivery/Task Order locations. Locations include Continental United
States (CONUS) or Outside Continental United States (OCONUS). In addition,
the Contractor shall provide the associated accessories, training and
maintenance services as specified in individual Delivery/Task Order(s) for
anesthesia units that are currently installed at VAMCs. Contractor shall provide
services, instruments, and accessories under the terms of this contract for
Systems previously procured (if applicable) to ensure the continuity of care.

Anesthesia Units are devices that continuously or intermittently administer a
mixture of gases (oxygen, nitrous oxide, and the vapor of a volatile liquid such as
halogenated hydrocarbon), varying the proportion of gases in order to control the
patient's level of consciousness. These devices are also designed to facilitate
spontaneous, controlled, or assisted ventilation with these gas mixtures. An
anesthesia system is typically comprised of four basic subsystems: a gas supply
and control circuit, a breathing and ventilation circuit, a scavenging system, and a
set of system function and breathing circuit monitors (e.g., inspired oxygen
concentration, breathing circuit integrity). Also included in some anesthesia
systems are a number of monitors and alarms that indicate levels and variations
of several physiologic variables and parameters associated with cardiopulmonary
function and/or gas and agent concentrations in breathed-gas mixtures. Some
anesthesia machines are designed specifically for use in magnetic resonance
imaging (MRI).

5.0 SYSTEM COMPONENTS AND ACCESSORIES

High-performance Anesthesia Systems are distinguished largely by their ability
to serve a wide range of patients and to operate with little or no supplemental
equipment. Features that make this possible include ventilator modes and tidal
volume ranges suitable for neonates and adults, as well as integrated gas and
sometimes physiologic monitoring capabilities. The Contractor shall deliver
Anesthesia Systems, system related documentation and any accessories,
training or maintenance services to the delivery points specified in the specific
associated Delivery/Task Orders.

Minimum safety features are essential for all anesthesia systems. Among these
features are O2 fail-safe and hypoxic mixture fail-safe systems, gas cylinder
yokes for O2 tanks if central supplies fail, and an internal battery (for units with
automatic ventilators) capable of powering the unit for at least 30 minutes.
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All anesthesia systems must be able to measure O2 concentrations, airway
pressures, and lung volumes. Continuous monitoring of End-tidal CO2 (ETCO2)
levels on all intubated patients is required. This can be accomplished via an
integrated ETCOZ2 monitor in the anesthesia system or with a separate,
standalone monitoring device (e.g., capnograph, multi-gas monitor).

6.0 SYSTEM DOCUMENT AND SITE SURVEY

Upon receipt of a Delivery/Task Order, the Contractor shall provide to the
Contracting Officer's Representative (COR) designated in the Delivery/Task
Order a pre-installation checklist with technical and clinical specifications that
include installation requirements (e.g., power, space and floor plan and facility
requirements), System specifications and requirements, and data pertinent to the
installation, operation, and use of the System.

Within 30 days of receipt of a Delivery/Task Order the Contractor shall provide a
field site survey for each site to the VA designated representative as designated
in the Delivery/Task Order. This documentation shall include the installation test
plan and procedures that the Contractor shall follow to conduct an initial pre-
acceptance test.

The Contractor shall document and deliver all necessary information,
including any and all manuals to operate and maintain the System by the end
users including on-site handling as well as service call events and
indications. The documentation shall include all procedures for the handling
and sterilization of the System to be performed by the end users as well as
procedures for the use of the System.

The Contractor shall provide manuals for operation of the System (two per
System) as applicable to the System and its components. Digital
documentation is acceptable. The Contractor shall provide all documentation
to the VA designated representative prior to the delivery of each System.

7.0 FDA REQUIREMENT

The Anesthesia System shall be compliant with the FDA requirement to
market and deliver medical products for use in the United States. Any
System must be approved for use in the United States by the FDA's Center
for Devices and Radiological Health (CDRH), the federal agency responsible
for regulating firms who manufacture, repackage, re-label, and/or import
medical devices sold in the United States. According to 21 Code of Federal
Regulations (CFR) Part 807 Subpart E, a manufacturer cannot commercially
distribute medical devices in the United States until the FDA authorizes them
to do so. The contractor shall provide proof that all Systems, instruments,
and accessories delivered under this contract have FDA clearance.

8.0 REMOTE MONITORING, VA NETWORK CONNECTIVITY, AND CLOUD
USAGE
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Systems with remote monitoring capability shall meet the following requirements
to connect to the VA network and transmit patient and device data to a cloud for
remote monitoring. The contractor shall be responsible for all costs associated
with meeting the following requirements.

- Shall meet VA Information and Information System Security and Privacy
Requirements

- Shall be capable of bi-directional communication with VA'’s electronic
health care record systems and anesthesia recordkeeping software

- Shall meet Digital Imaging and Communications in Medicine (DICOM)
Conformance Standards requirements and validated via VistA Imaging (as
applicable)

- The Contractor shall not release any data without the consent of VA in
writing. All requests for release must be submitted in writing to the Contracting
Officer's Representative (COR) and/or Contracting Officer (CO)

- The contractor shall work with VA Healthcare Technology Management
(HTM)/Biomedical Engineering to provide the following documents/material in
compliance with the VA Enterprise Risk Assessment (ERA) (cybersecurity risk
assessment) process (as applicable)

- For service that involves the storage, generating, transmitting, or
exchanging of VA sensitive information but does not require C&A or an MOU-
ISA for system interconnection, the contractor/subcontractor must complete a
Contractor Security Control Assessment (CSCA) within 30 days of contract
approval and on a yearly basis and provide it to the COTR in accordance with all
requirements outlined in Appendix B in VA HANDBOOK 6500.6

a. VA Form 6550 Appendix A

b. Manufacturer Disclosure Statement for Medical Device Security (MDS2)
C. Ports, Protocols, and Services (PPS)

d. Software/Device Inventory

e. Data Flow Topological Diagram

9.0 PERFORMANCE DETAILS

It is anticipated that the solicitation shall result in a Firm Fixed Price (FFP) FAR
Part 15 single-award IDIQ per original equipment manufacturer (OEM). This
requirement includes the purchase of required anesthesia units, accessories,
installation, training, consumables, and supplementary maintenance service
agreements and are considered commercial off-the-shelf (COTS). The
anticipated procurement will be awarded to a manufacturer or an authorized
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distributor for Anesthesia Systems. Any authorized distributor must provide an
authorized distribution letter (ADL) on OEM letterhead. Each VAMC will utilize
this contract vehicle for the purchase of the Anesthesia System with warranties
and any instruments, accessories, training, and maintenance services for that
vendor. Ordering Officers ("OQ") shall be appointed for the purpose of procuring
supply items and other deliverables. All OOs shall be registered in eCERT and
shall follow the policies as established in eCERT and follow-on guidance for
OO0s. Contingent upon Onsite connectivity, the Contractor shall supply up-to-
date statistics and other detailed information relative to each VAMC's system
inventory, consumable and attachment usage, and surgical procedures
performed so the VA can utilize this information to maximize and optimize its
Return on Investment ("ROI"). The CLIN structure breaks down all supply items
which can be purchased via this contract.

9.1 PERFORMANCE PERIOD

The ordering period for the subject Anesthesia Systems awards shall be
one five-year base year period with one five-year option year period.
Upon acceptance of each individual System order, the Contractor shall
provide the warranty as described in Section 8.0, on-site clinical support
as described in Section 5.1, and off- site training services as described in
Section 5.2 during the warranty period. All deliveries shall be made within
60 days of award of the Delivery/Task Order unless otherwise specified.
Expedited shipping and delivery of units may be requested; charges for
expedited Shipping will be indicated using a separate CLIN.

9.2 HOURS OF OPERATION

Normal hours of operation at VA are Monday through Friday, 7:00 AM to
4:30 PM excluding Federal Holidays. All services shall be performed
during normal hours of operation.

9.3 FEDERAL HOLIDAYS

Any scheduled work at the Government site shall not take place on
Federal holidays or weekends unless directed by the Contracting Officer
(CO). VA follows all Federal holidays that are set by law (USC Title 5
Section 6103).

9.4 PLACE OF PERFORMANCE

The Contractor shall deliver the specified Anesthesia System(s),
accessories, and services to VAMCs identified in each Delivery/Task
Order. Such locations may include both CONUS and OCONUS VAMC
locations.
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10.0 TRAVEL

The Government will not pay for any Contractor travel under this requirement.
Any VA personnel requiring off-site training will follow local applicable travel
policies.

11.0 TRAINING

111 On-site (VA Medical Center site) Clinical and Support Staff
Training

If specified in the applicable Delivery/Task Order, the Contractor shall
provide clinical training onsite and shall be responsible for training and
staff education for all clinical users on their application and use.

Education curriculum must include, but is not limited to the following:
a. Operations and set-up

b. User maintenance

c. Safety

d. User troubleshooting

e. Negotiating and understanding machine profiles to better serve the patient and
staff

Biomedical Engineering Training/Test Equipment Requirements: The Offeror
shall offer the training of in-house service biomedical engineering technicians.
This training shall be equal to the training provided by the manufacturer for their
service personnel and will train the designated in-house personnel on the
calibration, maintenance, and repair of the entire system purchased. This training
will occur at the location of the Offeror’s training facility and shall include
associated travel and lodging expenses. This training shall be provided prior to
expiration of the warranty period.

a. The Offeror shall include all necessary biomedical testing and
preventative maintenance equipment necessary for the system.

b. Training should, at a minimum, address the following topics:
i. Theory of Operation
ii. Use of schematics and circuit diagrams
iii. Use of Technical Service Mode
iv. Commissioning and Preventative Maintenance
v. Calibration procedures

vi. Troubleshooting
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12.0

vii. Interpreting and correcting alarm conditions
viii. Spare parts

DELIVERY AND ACCEPTANCE

121 Delivery

Upon the Contractor's receipt of a Delivery/Task Order from a VAMC, the
Contractor and the VA-designated representative from the ordering
VAMC will coordinate the delivery and installation date. To avoid delays or
wasted effort, the subject VAMC and Contractor shall mutually determine
a date certain for delivery and shall memorialize those logistical and
planning events to avoid wasted trips or System delays.

12.2 Special Delivery Instructions

Prior to shipping, the Contractor shall notify the local Point of Contact
(POC) by phone, followed by e-mail of all incoming deliveries, including
line-by-line details of all Contract Line-ltem Numbers (CLINS) being
shipped. The Contractor must coordinate deliveries with Site POCs cited
on the Delivery/Task Order before shipment of any equipment and
accessories to ensure sites have adequate storage space. All shipments,
either single or multiple container deliveries, will bear the VA Purchase
Order (PO) number on external shipping labels and associated manifests
or packing lists. In the case of multiple container deliveries, a statement
readable near the VA PO number will indicate a total number of
containers for the complete shipment (ex. Package of 2") clearly readable
on manifests and external shipping labels.

Shipping terms is FOB Destination. Any Order received by the Contractor from
the Government that does not have the FOB specified or is incorrectly
designated as FOB Origin is deemed superseded, as stated herein. Freight fees
are included in the pricing of systems; title transfers to the Government when the
Government has provided Acceptance to the Contractor.

12.3 Testing and Certification

Upon completing delivery and installation, the Contractor shall pre-test
the entire System to verify that the System meets the manufacturer's
technical specifications and performance capabilities as set forth in the
operator manuals, and passes all internal diagnostics tests and VA
requirements as set forth in this SOW. After successful pre- testing, the
Contractor shall notify the VA designated representative, the Biomedical
representative at the delivery site, in writing that the System meets all
requirements, passed the pre-test and that the System is ready for
Government testing and final acceptance by VA. Submission of this
notification of System readiness shall be accomplished by the Contractor
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prior to beginning the Government acceptance test. This shall be
accomplished pre delivery in the event that installation is not required.

12.4 Government Acceptance Testing

In the presence of the VA designated representative, the site Biomedical
representative, and designated VA site medical professionals, the
Contractor shall test each System using established procedures to
ensure that the System meets all System specifications and conforms to
System documentation and passes all internal diagnostics testing to fully
prove System performance and meets VA requirements as set forth in
this SOW. The Contractor shall provide final acceptance test results and a
summary signature page indicating completion by the Contractor. The
Contractor shall provide Contractor's Standard Form (Acceptance Letter)
to the VA designated representative for approval. The written approval by
the VA designated representative will indicate Government acceptance of
the System and the beginning of the warranty period for that System. In
the event the System does not pass the Government acceptance testing,
the Contractor shall return the Anesthesia System delivered and deliver a
new system at no additional cost to the Government. Testing will then be
performed on the new system delivered. Payments to the Contractor will
be made based on final written acceptance of each System by the VA
designated representative.

13.0 SOFTWARE LICENSES AND RESTRICTIONS

The Contractor grants to VA non-exclusive, non-transferrable licenses to use
Anesthesia Systems and all associated accessories and software, including any
documentation, for Systems intended purposes.

14.0 SYSTEM WARRANTY

The Contractor shall provide a warranty that includes product support for the
delivered Anesthesia System to ensure the System is operating at optimum
performance levels and in conformance with product documentation,
specifications and demonstrated claims, and is free from all defects. The
warranty shall include support, all parts, labor, and travel as well as all software
updates and upgrades at no additional cost to the VA for the duration of the
warranty period. The Contractor shall provide a warranty on all repairs and
service and certify that the System is fully operational after such repair or
service. The VA designated representative is the Contractor's reporting and
contact official for all service calls. The Contractor shall contact the designated
VA designated representative at the facility to schedule service Anesthesia
Systems. At completion of any service or repair, the Contractor shall provide all
documentation for System configuration and updates as well as all service
reports to the VA designated representative and Biomedical Engineer.
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141 System Service and Maintenance

Post Warranty Maintenance: For maintenance service after the warranty
period, the Contractor shall provide service agreement CLINS
addressing, at minimum, the following items:
i. Guaranteed period of availability of replacement parts
ii. Delivery time for replacement parts upon receipt of order
iii. Normal service hours for field service
iv. Qualified service personnel should be available to respond
onsite to issues within (2-4) hours from notification to the site.
a. Periodic software maintenance updates to the original software
investment;

b. Installation and configuration for the software maintenance updates;
c. Software diagnostics and troubleshooting

d. Updates to any documentation such as operation and maintenance
manuals;

e. Preventive maintenance service and inspections in accordance with
the manufacturer's specifications

f. Test/adjust/calibrate parts on the Anesthesia System as required;
g. Replace defective or malfunctioning parts
h. Repair operational malfunctions

i. Replace and install software, hardware, and mechanical equipment
for safety and reliability

j. Perform System preventative maintenance inspections as necessary
to maintain factory specifications.

14.2 Software Updates

During the warranty period, the Contractor shall provide and install
any and all software updates that become available for the device.
The Contractor shall coordinate the installation of any software
upgrades with the VA designated representative and Biomedical
engineer. The VA designated representative and Biomedical engineer
will notify and include the Information Security Officer (ISO) as
required.

14.3 Response

The Contractor shall maintain the Systems in accordance with the
warranty and service requirements as set forth in 8.0, 8.1 and 8.2 of
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15.0

this SOW. Response time for repair services during both the Warranty
and Maintenance periods is as set forth herein. The Contractor shall
provide telephone operational and technical support (Customer
Service Department) twenty-four (24) hours per day, seven (7) days
per week (24/7). The Customer Service Department assistance shall
be via a toll-free service and shall be operated by service personnel
who are qualified to operate, maintain, troubleshoot, and repair the
Anesthesia System. The Contractor shall respond within two (2) hours
for emergency service requests via notification to the Customer
Service Department to be provided to each site VA designated
representative. If the problem cannot be corrected by phone, or via
remote access, the Contractor shall commence work with on- site,
physical response within 24 hours of receipt of the first notification or
as approved by the VA designated representative. All required repairs
shall commence without undue delay with the System corrected to
include replacing malfunctioning parts and retesting the System within
48 hours. The vendor agrees and understands that before any
connection to these devices using vendor-supplied equipment (laptop
or USB drive devices), those devices must be scanned for malicious
code or other malware by the Biomedical engineer or ISO.

PRODUCT MODIFICATION, REMOVAL OR RECALL

If any product awarded under this solicitation requires modification, is removed, or
recalled by the Contractor or manufacturer, or if any required modification,
removal, or recall is suggested or mandated by a regulatory or official agency,
the following steps shall immediately be taken by the Contractor or manufacturer:

1) The Contractor shall notify the CO, in writing, in the most expeditious manner
possible. The Contractor shall provide two copies of the notification which
shall include, but not be limited to the following:

a.

b.

Complete item description and/or identification,

Order numbers from customers and the contract number assigned as a
result of an award on this solicitation;

Reasons for modifications, removal, or recall; and

necessary instructions for return for credit, replacement, or corrective
action.

The Contractor shall provide the above information to the VA-designated
representative at all VAMCs and facilities that purchased the product. The
Contractor shall provide the CO a copy of the notification and a list of all
agencies and/or VA facilities notified.

A copy of the notification will be provided to:
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Manager, Product Recall Office
National Center for Patient Safety
Veterans Health Administration

24 Frank Lloyd Wright Drive, Lobby M
Ann Arbor, MI 48106

Contractor shall be responsible for all costs associated with the above.
16.0 COMPLIANCE WITH GENERAL SAFETY REGULATIONS

All Contractors performing services for the Government shall comply with all
Occupational Safety and Health Administration (OSHA), State, County, and
Municipal Safety and Occupational Health Standards and any other applicable
rules and regulations. Also, all Contractors shall be held responsible for the
safety of their employees and any unsafe acts or conditions that may cause
injury or damage to any persons or property within and around the work site area
under this contract.

17.0 ACCESS TO VA INFORMATION AND VA INFORMATION SYSTEMS

As necessary, the Contractor shall request logical (technical) or physical access
to VA information and VA information systems for their employees,
subcontractors, and affiliates only to the extent necessary to perform the
services specified in the contract, agreement, or task order.

The contractor and associates working with VA information may be subject to the
same investigative requirements as those of VA appointees or employees who
have access to the same types of information. The level and process of
background security investigations for contractors must be in accordance with
VA Directive and Handbook 0710, Personnel Security and Suitability Program.
The Office for Operations, Security, and Preparedness is responsible for these
policies and procedures.

In the event that VA denies facility access to any Contractor personnel because
such personnel has not met the VA's Security Requirements, the Contractor shall
provide a fully trained substitute. The Contractor employee access to VA facilities
will be denied until such time as the individual meets VA Security Requirements.
The Contractor shall ensure that any individual performing work has successfully
completed a formalized training program in providing the type of service(s)
expected.

The Contractor agrees that none of its officers or employees shall use or reveal
any research, statistical, medical, or security information obtained in the
performance of the work required pursuant to this SOW without the written
consent of the Contracting Officer.
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The Contractor agrees that the appropriate Data Use Agreements (DUAs) in
accordance with the Health Insurance Portability and Accountability Act (HIPAA)
and with VHA privacy policy as outlined in VHA DIRECTIVE 1080.01(1).

The Contractor shall be professional at all times and shall take all necessary
precautions to maintain a safe environment for the occupants. The Contractor
shall minimize noise to the fullest extent possible while working in all buildings.

If VA determines that the Contractor has violated any of the information
confidentiality, privacy, and security provisions of the contract, it shall be
sufficient grounds for VA to withhold payment to the Contractor or third party or
terminate the contract for default or terminate for cause under Federal
Acquisition Regulation (FAR) Part 12.

18.0 CONFORMANCE STANDARDS

All work shall be performed, and equipment shall function in conformance with all
VA safety standards, manufacturer's/industry standards, the latest published
edition of NFPA-99, FDA, U.L., and other applicable state, local, national, and
industry standards. Equipment shall meet EMC (Electromagnetic Compatibility)
for IEC 60601-1-2 CE, CSA, and ETL Approved to U.L. 2601-1, second edition.

On a periodic basis, VA, including the Office of Inspector General, reserves the
right to evaluate any or all of the security controls and privacy practices
implemented by the Contractor under the clauses contained within the contract.
Within 10 working days' notice, at the request of the Government, the Contractor
must fully cooperate and assist in a Government-sponsored security controls
assessment at each location wherein VA information is processed or stored, or
information systems are developed, operated, maintained, or used on behalf of
VA, including those initiated by the Office of Inspector General. The Government
may conduct a security control assessment on shorter notice (to include
unannounced assessments) as determined by VA in the event of a security
incident or at any other time.

19.0 CONTRACT SECURITY

Information made available to the Contractor or subcontractor by VA for the
performance or administration of this contract or information developed by the
Contractor/subcontractor in the performance or administration of the contract
shall be used only for those purposes and shall not be used in any other way
without the prior written agreement of the VA. The Contractor/subcontractor's
firewall and Web services security controls, if applicable, shall meet or exceed
VA's minimum requirements. VA Configuration Guidelines are available upon
request.

Security Incident Investigation
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The term "security incident" means an event that has, or could have, resulted in
unauthorized access to, loss, or damage to VA assets, or sensitive information,
or an action that breaches VA security procedures. The Contractor/subcontractor
shall immediately notify the VA designated representative and simultaneously,
the designated ISO and Privacy Officer for the contract of any known or
suspected security/privacy incidents, or any unauthorized disclosure of sensitive
information, including that contained in System(s) to which the
Contractor/subcontractor has access.

Training

All Contractor employees and subcontractor employees requiring access to VA
information and VA information systems shall complete the following before
being granted access to VA information and its systems:

Sign and acknowledge (either manually or electronically) understanding
of and responsibilities for compliance with the Contractor Rules of
Behavior, Attachment A, relating to access to VA information and
information systems

Successfully complete the VA Cyber Security Awareness and Rules of
Behavior training and annually complete required security training

Successfully complete the appropriate VA privacy training and annually
complete required privacy training; and

Successfully complete any additional cyber security or privacy training,
as required for VA personnel with equivalent information system access
to be defined by the VA program official and provided to the contracting
officer for inclusion in the solicitation document.

The Contractor shall provide to the contracting officer and/or the VA designated
representative a copy of the training certificates and certification of signing the
Contractor Rules of Behavior for each applicable employee within 1 week of the
initiation of the contract and annually thereafter, as required.

Failure to complete the mandatory annual training and sign the Rules of
Behavior annually, within the timeframe required, is grounds for suspension or
termination of all physical or electronic access privileges and removal from work
on the contract until such time as the training and documents are complete.

20.0 QUARTERLY REPORTING

The Contractor shall accurately report the dollar value, in U.S. dollars and
rounded to the nearest whole dollar, of all sales under this contract by fiscal
quarter (October 1- December 31, January 1-March 31, April 1-June 30, and July
1-September 30). The dollar value of a sale is the price paid by the Delivery/Task
Order user for supplies/services on a Delivery/Task Order. The Contractor shall
maintain a consistent accounting method of sales reporting, based on the
Contractor's established commercial accounting practice.
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All Delivery/Task Orders issued shall be reported to the Contracting Officer and
Contracting Officer's Representative within thirty (30) calendar days following
the completion of each reporting quarter. The Contractor shall continue to
furnish quarterly reports through physical completion of the last outstanding
order of the contract.

The Contractor shall provide the quarterly dollar value of sales.
21.0 SYSTEM TRADE-IN

In the event the Government requests to trade in a previously purchased
System as part of a purchase transaction for a new System, and the
Contractor agrees to take such trade, the Contractor and Government will
determine fair and reasonableness of the Trade-in Value prior to the
issuance of the Task Order. The Contractor shall remove and dispose of any
existing Anesthesia Systems identified in the Delivery/Task Order under the
Contract Line-ltem Number (CLIN) "Consideration for Trade-in."

The Government will trade in the Trade-in System to the vendor and receive
the agreed Trade in Credit which will be applied toward the System price of
System purchased under the applicable Order. Title to the Trade-In System
passes to Contractor on Acceptance of the System purchased under the
applicable Order. Within thirty (30) days after Acceptance, the Government
will provide access to the Trade-in System at the Government's site to
enable Contractor to disconnect and remove the Trade-in System. The
Government is, and remains, responsible for costs related to the loss or
damage to the Trade-In System until it is removed by Contractor from the
Government's site. The Contracting Officer must approve all Trade-ins
unless trade-in values are pre-priced.

22.0 DEFINITIONS/ACRONYMS

Acceptance VA employee who is authorized to
Signature sign-off on the ESR which
indicates that the PM has been
concluded or is still pending
completion, or that the Emergency
Repair has been accomplished or
is still in a pending status.

AHIMA American Health Information
Management Association

CDRH Center for Devices and
Radiological Health

CFR Code of Federal Regulations

CO Contracting Officer

Page 19 of 88



COR Contracting Officer's

Representative
EMC Electromagnetic Compatibility
ESR (Vendor) Engineering Service
Report

Documentation of the services
rendered for each incidence of work
performance under the terms and
conditions of this contract

ETL Originally a mark of ETL Testing
Laboratories, now a mark of
Intertek Testing Services

FAR Federal Acquisition Regulation
FDA US Food and Drug Administration
FSE Field Service Engineer - A person

who is authorized, certified, and
trained by the Contractor to perform
maintenance (corrective and/or
preventive) services on the VA

premises

HIPPA Health Insurance Portability and
Accountability Act

ISO Information Security Officer

OAO Office of Acquisition Operations

OSHA Occupational Safety and Health
Administration

PHI Public Health Information

SOW Statement of Work

UL Underwriters Laboratory

USsSC United States Code

VA Department of Veterans Affairs

B.3 IT CONTRACT SECURITY
VA INFORMATION AND INFORMATION SYSTEM SECURITY/PRIVACY

1. GENERAL

Contractors, contractor personnel, subcontractors, and subcontractor personnel shall be
subject to the same Federal laws, regulations, standards, and VA Directives and Handbooks as
VA and VA personnel regarding information and information system security.

2. ACCESS TO VA INFORMATION AND VA INFORMATION SYSTEMS

a. A contractor/subcontractor shall request logical (technical) or physical access to VA
information and VA information systems for their employees, subcontractors, and affiliates only
to the extent necessary to perform the services specified in the contract, agreement, or task
order.
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b. All contractors, subcontractors, and third-party servicers and associates working with VA
information are subject to the same investigative requirements as those of VA appointees or
employees who have access to the same types of information. The level and process of
background security investigations for contractors must be in accordance with VA Directive and
Handbook 0710, Personnel Suitability and Security Program. The Office for Operations,
Security, and Preparedness is responsible for these policies and procedures.

c. Contract personnel who require access to national security programs must have a valid
security clearance. National Industrial Security Program (NISP) was established by Executive
Order 12829 to ensure that cleared U.S. defense industry contract personnel safeguard the
classified information in their possession while performing work on contracts, programs, bids, or
research and development efforts. The Department of Veterans Affairs does not have a
Memorandum of Agreement with Defense Security Service (DSS). Verification of a Security
Clearance must be processed through the Special Security Officer located in the Planning and
National Security Service within the Office of Operations, Security, and Preparedness.

d. Custom software development and outsourced operations must be located in the U.S. to
the maximum extent practical. If such services are proposed to be performed abroad and are
not disallowed by other VA policy or mandates, the contractor/subcontractor must state where
all non-U.S. services are provided and detail a security plan, deemed to be acceptable by VA,
specifically to address mitigation of the resulting problems of communication, control, data
protection, and so forth. Location within the U.S. may be an evaluation factor.

e. The contractor or subcontractor must notify the Contracting Officer immediately when an
employee working on a VA system or with access to VA information is reassigned or leaves the
contractor or subcontractor's employ. The Contracting Officer must also be notified immediately
by the contractor or subcontractor prior to an unfriendly termination.

3. VA INFORMATION CUSTODIAL LANGUAGE

a. Information made available to the contractor or subcontractor by VA for the performance or
administration of this contract or information developed by the contractor/subcontractor in
performance or administration of the contract shall be used only for those purposes and shall
not be used in any other way without the prior written agreement of the VA. This clause
expressly limits the contractor/subcontractor's rights to use data as described in Rights in Data -
General, FAR 52.227-14(d) (1).

b. VA information should not be co-mingled, if possible, with any other data on the
contractors/subcontractor's information systems or media storage systems in order to ensure
VA requirements related to data protection and media sanitization can be met. If co-mingling
must be allowed to meet the requirements of the business need, the contractor must ensure that
VA's information is returned to the VA or destroyed in accordance with VA's sanitization
requirements. VA reserves the right to conduct on site inspections of contractor and
subcontractor IT resources to ensure data security controls, separation of data and job duties,
and destruction/media sanitization procedures are in compliance with VA directive
requirements.

c. Prior to termination or completion of this contract, contractor/ subcontractor must not
destroy information received from VA, or gathered/ created by the contractor in the course of
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performing this contract without prior written approval by the VA. Any data destruction done on
behalf of VA by a contractor/subcontractor must be done in accordance with National Archives
and Records Administration (NARA) requirements as outlined in VA Directive 6300, Records
and Information Management and its Handbook 6300.1 Records Management Procedures,
applicable VA Records Control Schedules, and VA Handbook 6500.1, Electronic Media
Sanitization. Self-certification by the contractor that the data destruction requirements above
have been met must be sent to the VA Contracting Officer within 30 days of termination of the
contract.

d. The contractor/subcontractor must receive, gather, store, back up, maintain, use, disclose
and dispose of VA information only in compliance with the terms of the contract and applicable
Federal and VA information confidentiality and security laws, regulations and policies. If Federal
or VA information confidentiality and security laws, regulations and policies become applicable
to the VA information or information systems after execution of the contract, or if NIST issues or
updates applicable FIPS or Special Publications (SP) after execution of this contract, the parties
agree to negotiate in good faith to implement the information confidentiality and security laws,
regulations and policies in this contract.

e. The contractor/subcontractor shall not make copies of VA information except as authorized
and necessary to perform the terms of the agreement or to preserve electronic information
stored on contractor/subcontractor electronic storage media for restoration in case any
electronic equipment or data used by the contractor/subcontractor needs to be restored to an
operating state. If copies are made for restoration purposes, after the restoration is complete,
the copies must be appropriately destroyed.

f. If VA determines that the contractor has violated any of the information confidentiality,
privacy, and security provisions of the contract, it shall be sufficient grounds for VA to withhold
payment to the contractor or third party or terminate the contract for default or terminate for
cause under Federal Acquisition Regulation (FAR) part 12.

g. If a VHA contract is terminated for cause, the associated BAA must also be terminated and
appropriate actions taken in accordance with VHA Handbook 1600.01, Business Associate
Agreements. Absent an agreement to use or disclose protected health information, there is no
business associate relationship.

h. The contractor/subcontractor must store, transport, or transmit VA sensitive information in
an encrypted form, using VA-approved encryption tools that are, at a minimum, FIPS 140-2
validated.

i. The contractor/subcontractor's firewall and Web services security controls, if applicable,
shall meet or exceed VA's minimum requirements. VA Configuration Guidelines are available
upon request.

j- Except for uses and disclosures of VA information authorized by this contract for
performance of the contract, the contractor/subcontractor may use and disclose VA information
only in two other situations: (i) in response to a qualifying order of a court of competent
jurisdiction, or (ii) with VA's prior written approval. The contractor/subcontractor must refer all
requests for, demands for production of, or inquiries about, VA information and information
systems to the VA contracting officer for response.
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k. Notwithstanding the provision above, the contractor/subcontractor shall not release VA
records protected by Title 38 U.S.C. 5705, confidentiality of medical quality assurance records
and/or Title 38 U.S.C. 7332, confidentiality of certain health records pertaining to drug addiction,
sickle cell anemia, alcoholism or alcohol abuse, or infection with human immunodeficiency virus.
If the contractor/subcontractor is in receipt of a court order or other requests for the above
mentioned information, that contractor/subcontractor shall immediately refer such court orders
or other requests to the VA contracting officer for response.

I. For service that involves the storage, generating, transmitting, or exchanging of VA sensitive
information but does not require C&A or an MOU-ISA for system interconnection, the
contractor/subcontractor must complete a Contractor Security Control Assessment (CSCA) on a
yearly basis and provide it to the COR.

4. INFORMATION SYSTEM DESIGN AND DEVELOPMENT

a. Information systems that are designed or developed for or on behalf of VA at non-VA
facilities shall comply with all VA directives developed in accordance with FISMA, HIPAA, NIST,
and related VA security and privacy control requirements for Federal information systems. This
includes standards for the protection of electronic PHI, outlined in 45 C.F.R. Part 164, Subpart
C, information and system security categorization level designations in accordance with FIPS
199 and FIPS 200 with implementation of all baseline security controls commensurate with the
FIPS 199 system security categorization (reference Appendix D of VA Handbook 6500, VA
Information Security Program). During the development cycle a Privacy Impact Assessment
(PIA) must be completed, provided to the COR, and approved by the VA Privacy Service in
accordance with Directive 6507, VA Privacy Impact Assessment.

b. The contractor/subcontractor shall certify to the COR that applications are fully functional
and operate correctly as intended on systems using the VA Federal Desktop Core Configuration
(FDCC), and the common security configuration guidelines provided by NIST or the VA. This
includes Internet Explorer 7 configured to operate on Windows XP and Vista (in Protected Mode
on Vista) and future versions, as required.

c. The standard installation, operation, maintenance, updating, and patching of software shall
not alter the configuration settings from the VA approved and FDCC configuration. Information
technology staff must also use the Windows Installer Service for installation to the default
"program files" directory and silently install and uninstall.

d. Applications designed for normal end users shall run in the standard user context without
elevated system administration privileges.

e. The security controls must be designed, developed, approved by VA, and implemented in
accordance with the provisions of VA security system development life cycle as outlined in NIST
Special Publication 800-37, Guide for Applying the Risk Management Framework to Federal
Information Systems, VA Handbook 6500, Information Security Program and VA Handbook
6500.5, Incorporating Security and Privacy in System Development Lifecycle.

f. The contractor/subcontractor is required to design, develop, or operate a System of Records
Notice (SOR) on individuals to accomplish an agency function subject to the Privacy Act of
1974, (as amended), Public Law 93-579, December 31, 1974 (5 U.S.C. 552a) and applicable
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agency regulations. Violation of the Privacy Act may involve the imposition of criminal and civil
penalties.

g. The contractor/subcontractor agrees to:

(1) Comply with the Privacy Act of 1974 (the Act) and the agency rules and regulations
issued under the Act in the design, development, or operation of any system of records on
individuals to accomplish an agency function when the contract specifically identifies:

(a) The Systems of Records (SOR); and

(b) The design, development, or operation work that the contractor/ subcontractor is to
perform;

(1) Include the Privacy Act notification contained in this contract in every solicitation and
resulting subcontract and in every subcontract awarded without a solicitation, when the work
statement in the proposed subcontract requires the redesign, development, or operation of a
SOR on individuals that is subject to the Privacy Act; and

(2) Include this Privacy Act clause, including this subparagraph (3), in all subcontracts
awarded under this contract which requires the design, development, or operation of such a
SOR.

h. In the event of violations of the Act, a civil action may be brought against the agency
involved when the violation concerns the design, development, or operation of a SOR on
individuals to accomplish an agency function, and criminal penalties may be imposed upon the
officers or employees of the agency when the violation concerns the operation of a SOR on
individuals to accomplish an agency function. For purposes of the Act, when the contract is for
the operation of a SOR on individuals to accomplish an agency function, the
contractor/subcontractor is considered to be an employee of the agency.

(1) "Operation of a System of Records" means performance of any of the activities
associated with maintaining the SOR, including the collection, use, maintenance, and
dissemination of records.

(2) "Record" means any item, collection, or grouping of information about an individual that
is maintained by an agency, including, but not limited to, education, financial transactions,
medical history, and criminal or employment history and contains the person's name, or
identifying number, symbol, or any other identifying particular assigned to the individual, such as
a fingerprint or voiceprint, or a photograph.

(3) "System of Records" means a group of any records under the control of any agency from
which information is retrieved by the name of the individual or by some identifying number,
symbol, or other identifying particular assigned to the individual.

i. The vendor shall ensure the security of all procured or developed systems and technologies,
including their subcomponents (hereinafter referred to as "Systems"), throughout the life of this
contract and any extension, warranty, or maintenance periods. This includes, but is not limited
to workarounds, patches, hotfixes, upgrades, and any physical components (hereafter referred
to as Security Fixes) which may be necessary to fix all security vulnerabilities published or
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known to the vendor anywhere in the Systems, including Operating Systems and firmware. The
vendor shall ensure that Security Fixes shall not negatively impact the Systems.

j- The vendor shall notify VA within 24 hours of the discovery or disclosure of successful
exploits of the vulnerability which can compromise the security of the Systems (including the
confidentiality or integrity of its data and operations, or the availability of the system). Such
issues shall be remediated as quickly as is practical, but in no event longer than 4 days.

K. When the Security Fixes involve installing third party patches (such as Microsoft OS
patches or Adobe Acrobat), the vendor will provide written notice to the VA that the patch has
been validated as not affecting the Systems within 10 working days. When the vendor is
responsible for operations or maintenance of the Systems, they shall apply the Security Fixes
within 7 days.

I. All other vulnerabilities shall be remediated as specified in this paragraph in a timely manner
based on risk, but within 60 days of discovery or disclosure. Exceptions to this paragraph (e.g.
for the convenience of VA) shall only be granted with approval of the contracting officer and the
VA Assistant Secretary for Office of Information and Technology.

5. INFORMATION SYSTEM HOSTING, OPERATION, MAINTENANCE, OR USE

a. For information systems that are hosted, operated, maintained, or used on behalf of VA at
non-VA facilities, contractors/subcontractors are fully responsible and accountable for ensuring
compliance with all HIPAA, Privacy Act, FISMA, NIST, FIPS, and VA security and privacy
directives and handbooks. This includes conducting compliant risk assessments, routine
vulnerablity scanning, system patching and change management procedures, and the
completion of an acceptable contingency plan for each system. The contractor's security
control procedures must be equivalent, to those procedures used to secure VA systems. A
Privacy Impact Assessment (PIA) must also be provided to the COR and approved by VA
Privacy Service prior to operational approval. All external Internet connections to VA's network
involving VA information must be reviewed and approved by VA prior to implementation.

b. Adequate security controls for collecting, processing, transmitting, and storing of Personally
Identifiable Information (PIl), as determined by the VA Privacy Service, must be in place, tested,
and approved by VA prior to hosting, operation, maintenance, or use of the information system,
or systems by or on behalf of VA. These security controls are to be assessed and stated within
the PIA and if these controls are determined not to be in place, or inadequate, a Plan of Action
and Milestones (POA&M) must be submitted and approved prior to the collection of PII.

c. Outsourcing (contractor facility, contractor equipment or contractor staff) of systems or
network operations, telecommunications services, or other managed services requires
certification and accreditation (authorization) (C&A) of the contractor's systems in accordance
with VA Handbook 6500.3, Certification and Accreditation and/or the VA OCS Certification
Program Office. Government- owned (government facility or government equipment)
contractor-operated systems, third party or business partner networks require memorandums of
understanding and interconnection agreements (MOU-ISA) which detail what data types are
shared, who has access, and the appropriate level of security controls for all systems connected
to VA networks.
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d. The contractor/subcontractor's system must adhere to all FISMA, FIPS, and NIST
standards related to the annual FISMA security controls assessment and review and update the
PIA. Any deficiencies noted during this assessment must be provided to the VA contracting
officer and the ISO for entry into VA's POA&M management process. The
contractor/subcontractor must use VA's POA&M process to document planned remedial actions
to address any deficiencies in information security policies, procedures, and practices, and the
completion of those activities. Security deficiencies must be corrected within the timeframes
approved by the government. Contractor/subcontractor procedures are subject to periodic,
unannounced assessments by VA officials, including the VA Office of Inspector General. The
physical security aspects associated with contractor/ subcontractor activities must also be
subject to such assessments. If major changes to the system occur that may affect the privacy
or security of the data or the system, the C&A of the system may need to be reviewed, retested
and re- authorized per VA Handbook 6500.3. This may require reviewing and updating all of the
documentation (PIA, System Security Plan, Contingency Plan). The Certification Program
Office can provide guidance on whether a new C&A would be necessary.

e. The contractor/subcontractor must conduct an annual self assessment on all systems and
outsourced services as required. Both hard copy and electronic copies of the assessment must
be provided to the COR. The government reserves the right to conduct such an assessment
using government personnel or another contractor/subcontractor. The contractor/subcontractor
must take appropriate and timely action (this can be specified in the contract) to correct or
mitigate any weaknesses discovered during such testing, generally at no additional cost.

f. VA prohibits the installation and use of personally-owned or contractor/ subcontractor-
owned equipment or software on VA's network. If non-VA owned equipment must be used to
fulfill the requirements of a contract, it must be stated in the service agreement, SOW or
contract. All of the security controls required for government furnished equipment (GFE) must
be utilized in approved other equipment (OE) and must be funded by the owner of the
equipment. All remote systems must be equipped with, and use, a VA-approved antivirus (AV)
software and a personal (host-based or enclave based) firewall that is configured with a VA-
approved configuration. Software must be kept current, including all critical updates and
patches. Owners of approved OE are responsible for providing and maintaining the anti-viral
software and the firewall on the non-VA owned OE.

g. All electronic storage media used on non-VA leased or non-VA owned IT equipment that is
used to store, process, or access VA information must be handled in adherence with VA
Handbook 6500.1, Electronic Media Sanitization upon: (i) completion or termination of the
contract or (ii) disposal or return of the IT equipment by the contractor/subcontractor or any
person acting on behalf of the contractor/subcontractor, whichever is earlier. Media (hard drives,
optical disks, CDs, back-up tapes, etc.) used by the contractors/ subcontractors that contain VA
information must be returned to the VA for sanitization or destruction or the
contractor/subcontractor must self-certify that the media has been disposed of per 6500.1
requirements. This must be completed within 30 days of termination of the contract.

h. Bio-Medical devices and other equipment or systems containing media (hard drives, optical
disks, etc.) with VA sensitive information must not be returned to the vendor at the end of lease,
for trade-in, or other purposes. The options are:
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(1) Vendor must accept the system without the drive;

(2) VA's initial medical device purchase includes a spare drive which must be installed in
place of the original drive at time of turn-in; or

(3) VA must reimburse the company for media at a reasonable open market replacement
cost at time of purchase.

(4) Due to the highly specialized and sometimes proprietary hardware and software
associated with medical equipment/systems, if it is not possible for the VA to retain the hard
drive, then;

(a) The equipment vendor must have an existing BAA if the device being traded in has
sensitive information stored on it and hard drive(s) from the system are being returned
physically intact; and

(b) Any fixed hard drive on the device must be non-destructively sanitized to the greatest
extent possible without negatively impacting system operation. Selective clearing down to
patient data folder level is recommended using VA approved and validated overwriting
technologies/methods/tools. Applicable media sanitization specifications need to be pre-
approved and described in the purchase order or contract.

(c) A statement needs to be signed by the Director (System Owner) that states that the
drive could not be removed and that (a) and (b) controls above are in place and completed. The
ISO needs to maintain the documentation.

6. SECURITY INCIDENT INVESTIGATION

a. The term "security incident" means an event that has, or could have, resulted in
unauthorized access to, loss or damage to VA assets, or sensitive information, or an action that
breaches VA security procedures. The contractor/ subcontractor shall immediately notify the
COR and simultaneously, the designated ISO and Privacy Officer for the contract of any known
or suspected security/privacy incidents, or any unauthorized disclosure of sensitive information,
including that contained in system(s) to which the contractor/ subcontractor has access.

b. To the extent known by the contractor/subcontractor, the contractor/ subcontractor's notice
to VA shall identify the information involved, the circumstances surrounding the incident
(including to whom, how, when, and where the VA information or assets were placed at risk or
compromised), and any other information that the contractor/subcontractor considers relevant.

c. With respect to unsecured protected health information, the business associate is deemed
to have discovered a data breach when the business associate knew or should have known of a
breach of such information. Upon discovery, the business associate must notify the covered
entity of the breach. Notifications need to be made in accordance with the executed business
associate agreement.

d. Ininstances of theft or break-in or other criminal activity, the contractor/subcontractor must
concurrently report the incident to the appropriate law enforcement entity (or entities) of
jurisdiction, including the VA OIG and Security and Law Enforcement. The contractor, its
employees, and its subcontractors and their employees shall cooperate with VA and any law
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enforcement authority responsible for the investigation and prosecution of any possible criminal
law violation(s) associated with any incident. The contractor/subcontractor shall cooperate with
VA in any civil litigation to recover VA information, obtain monetary or other compensation from
a third party for damages arising from any incident, or obtain injunctive relief against any third
party arising from, or related to, the incident.

7. LIQUIDATED DAMAGES FOR DATA BREACH

a. Consistent with the requirements of 38 U.S.C. 5725, a contract may require access to
sensitive personal information. If so, the contractor is liable to VA for liquidated damages in the
event of a data breach or privacy incident involving any SPI the contractor/subcontractor
processes or maintains under this contract.

b. The contractor/subcontractor shall provide notice to VA of a "security incident" as set forth
in the Security Incident Investigation section above. Upon such notification, VA must secure
from a non-Department entity or the VA Office of Inspector General an independent risk
analysis of the data breach to determine the level of risk associated with the data breach for the
potential misuse of any sensitive personal information involved in the data breach. The term
'data breach' means the loss, theft, or other unauthorized access, or any access other than that
incidental to the scope of employment, to data containing sensitive personal information, in
electronic or printed form, that results in the potential compromise of the confidentiality or
integrity of the data. Contractor shall fully cooperate with the entity performing the risk analysis.
Failure to cooperate may be deemed a material breach and grounds for contract termination.

c. Each risk analysis shall address all relevant information concerning the data breach,
including the following:

(1) Nature of the event (loss, theft, unauthorized access);
(2) Description of the event, including:
(a) date of occurrence;

(b) data elements involved, including any PII, such as full name, social security number,
date of birth, home address, account number, disability code;

(3) Number of individuals affected or potentially affected;
(4) Names of individuals or groups affected or potentially affected;

(5) Ease of logical data access to the lost, stolen or improperly accessed data in light of the
degree of protection for the data, e.g., unencrypted, plain text;

(6) Amount of time the data has been out of VA control;

(7) The likelihood that the sensitive personal information will or has been compromised
(made accessible to and usable by unauthorized persons);

(8) Known misuses of data containing sensitive personal information, if any;

(9) Assessment of the potential harm to the affected individuals;
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(10) Data breach analysis as outlined in 6500.2 Handbook, Management of Security and
Privacy Incidents, as appropriate; and

(11) Whether credit protection services may assist record subjects in avoiding or mitigating
the results of identity theft based on the sensitive personal information that may have been
compromised.

d. Based on the determinations of the independent risk analysis, the contractor shall be
responsible for paying to the VA liquidated damages in the amount of $37.50 per affected
individual to cover the cost of providing credit protection services to affected individuals
consisting of the following:

(1) Notification;

(2) One year of credit monitoring services consisting of automatic daily monitoring of at least
3 relevant credit bureau reports;

(3) Data breach analysis;

(4) Fraud resolution services, including writing dispute letters, initiating fraud alerts and credit
freezes, to assist affected individuals to bring matters to resolution;

(5) One year of identity theft insurance with $20,000.00 coverage at $0 deductible; and

(6) Necessary legal expenses the subjects may incur to repair falsified or damaged credit
records, histories, or financial affairs.

8. SECURITY CONTROLS COMPLIANCE TESTING

On a periodic basis, VA, including the Office of Inspector General, reserves the right to
evaluate any or all of the security controls and privacy practices implemented by the contractor
under the clauses contained within the contract. With 10 working-day's notice, at the request of
the government, the contractor must fully cooperate and assist in a government-sponsored
security controls assessment at each location wherein VA information is processed or stored, or
information systems are developed, operated, maintained, or used on behalf of VA, including
those initiated by the Office of Inspector General. The government may conduct a security
control assessment on shorter notice (to include unannounced assessments) as determined by
VA in the event of a security incident or at any other time.

9. TRAINING

a. All contractor employees and subcontractor employees requiring access to VA information
and VA information systems shall complete the following before being granted access to VA
information and its systems:

(1) Sign and acknowledge (either manually or electronically) understanding of and
responsibilities for compliance with the Contractor Rules of Behavior, Appendix E relating to
access to VA information and information systems;

(2) Successfully complete the VA Cyber Security Awareness and Rules of Behavior training
and annually complete required security training;
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(3) Successfully complete the appropriate VA privacy training and annually complete
required privacy training; and

(4) Successfully complete any additional cyber security or privacy training, as required for
VA personnel with equivalent information system access [to be defined by the VA program
official and provided to the contracting officer for inclusion in the solicitation document - e.g., any
role-based information security training required in accordance with NIST Special Publication
800-16, Information Technology Security Training Requirements.]

b. The contractor shall provide to the contracting officer and/or the COR a copy of the training
certificates and certification of signing the Contractor Rules of Behavior for each applicable
employee within 1 week of the initiation of the contract and annually thereafter, as required.

c. Failure to complete the mandatory annual training and sign the Rules of Behavior annually,
within the timeframe required, is grounds for suspension or termination of all physical or
electronic access privileges and removal from work on the contract until such time as the
training and documents are complete.

(End of Clause)
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SECTION C - CONTRACT CLAUSES

C.1 52.212-4 CONTRACT TERMS AND CONDITIONS—COMMERCIAL
PRODUCTS AND COMMERCIAL SERVICES (NOV 2023)

(a) Inspection/Acceptance. The Contractor shall only tender for acceptance those items that
conform to the requirements of this contract. The Government reserves the right to inspect or
test any supplies or services that have been tendered for acceptance. The Government may
require repair or replacement of nonconforming supplies or reperformance of nonconforming
services at no increase in contract price. If repair/replacement or reperformance will not correct
the defects or is not possible, the Government may seek an equitable price reduction or
adequate consideration for acceptance of nonconforming supplies or services. The
Government must exercise its post-acceptance rights—

(1) Within a reasonable time after the defect was discovered or should have been discovered,;
and

(2) Before any substantial change occurs in the condition of the item, unless the change is
due to the defect in the item.

(b) Assignment. The Contractor or its assignee may assign its rights to receive payment due
as a result of performance of this contract to a bank, trust company, or other financing
institution, including any Federal lending agency in accordance with the Assignment of Claims
Act (31 U.S.C. 3727). However, when a third party makes payment (e.g., use of the
Governmentwide commercial purchase card), the Contractor may not assign its rights to receive
payment under this contract.

(c) Changes. Changes in the terms and conditions of this contract may be made only by
written agreement of the parties.

(d) Disputes. This contract is subject to 41 U.S.C. chapter 71, Contract Disputes. Failure of the
parties to this contract to reach agreement on any request for equitable adjustment, claim,
appeal or action arising under or relating to this contract shall be a dispute to be resolved in
accordance with the clause at Federal Acquisition Regulation (FAR) 52.233-1, Disputes, which
is incorporated herein by reference. The Contractor shall proceed diligently with performance of
this contract, pending final resolution of any dispute arising under the contract.

(e) Definitions. The clause at FAR 52.202-1, Definitions, is incorporated herein by reference.

(f) Excusable delays. The Contractor shall be liable for default unless nonperformance is
caused by an occurrence beyond the reasonable control of the Contractor and without its fault
or negligence such as, acts of God or the public enemy, acts of the Government in either its
sovereign or contractual capacity, fires, floods, epidemics, quarantine restrictions, strikes,
unusually severe weather, and delays of common carriers. The Contractor shall notify the
Contracting Officer in writing as soon as it is reasonably possible after the commencement of
any excusable delay, setting forth the full particulars in connection therewith, shall remedy such
occurrence with all reasonable dispatch, and shall promptly give written notice to the
Contracting Officer of the cessation of such occurrence.
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(g9) Invoice.

(1) The Contractor shall submit an original invoice and three copies (or electronic invoice, if
authorized) to the address designated in the contract to receive invoices. An invoice must
include—

(i) Name and address of the Contractor;
(i) Invoice date and number;
(iii) Contract number, line item number and, if applicable, the order number;

(iv) Description, quantity, unit of measure, unit price and extended price of the items
delivered;

(v) Shipping number and date of shipment, including the bill of lading number and weight of
shipment if shipped on Government bill of lading;

(vi) Terms of any discount for prompt payment offered;
(vii) Name and address of official to whom payment is to be sent;
(viii) Name, title, and phone number of person to notify in event of defective invoice; and

(ix) Taxpayer Identification Number (TIN). The Contractor shall include its TIN on the invoice
only if required elsewhere in this contract.

(x) Electronic funds transfer (EFT) banking information.

(A) The Contractor shall include EFT banking information on the invoice only if required
elsewhere in this contract.

(B) If EFT banking information is not required to be on the invoice, in order for the invoice
to be a proper invoice, the Contractor shall have submitted correct EFT banking information in
accordance with the applicable solicitation provision, contract clause (e.g., 52.232-33, Payment
by Electronic Funds Transfer—System for Award Management, or 52.232-34, Payment by
Electronic Funds Transfer—Other Than System for Award Management), or applicable agency
procedures.

(C) EFT banking information is not required if the Government waived the requirement to
pay by EFT.

(2) Invoices will be handled in accordance with the Prompt Payment Act (31 U.S.C. 3903)
and Office of Management and Budget (OMB) prompt payment regulations at 5 CFR part 1315.

(h) Patent indemnity. The Contractor shall indemnify the Government and its officers,
employees and agents against liability, including costs, for actual or alleged direct or
contributory infringement of, or inducement to infringe, any United States or foreign patent,
trademark or copyright, arising out of the performance of this contract, provided the Contractor
is reasonably notified of such claims and proceedings.

(i) Payment.—
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(1) ltems accepted. Payment shall be made for items accepted by the Government that have
been delivered to the delivery destinations set forth in this contract.

(2) Prompt payment. The Government will make payment in accordance with the Prompt
Payment Act (31 U.S.C. 3903) and prompt payment regulations at 5 CFR part 1315.

(3) Electronic Funds Transfer (EFT). If the Government makes payment by EFT, see 52.212-
5(b) for the appropriate EFT clause.

(4) Discount. In connection with any discount offered for early payment, time shall be
computed from the date of the invoice. For the purpose of computing the discount earned,
payment shall be considered to have been made on the date which appears on the payment
check or the specified payment date if an electronic funds transfer payment is made.

(5) Overpayments. If the Contractor becomes aware of a duplicate contract financing or
invoice payment or that the Government has otherwise overpaid on a contract financing or
invoice payment, the Contractor shall—

(i) Remit the overpayment amount to the payment office cited in the contract along with a
description of the overpayment including the—

(A) Circumstances of the overpayment (e.g., duplicate payment, erroneous payment,
liquidation errors, date(s) of overpayment);

(B) Affected contract number and delivery order number, if applicable;
(C) Affected line item or subline item, if applicable; and
(D) Contractor point of contact.

(ii) Provide a copy of the remittance and supporting documentation to the Contracting
Officer.

(6) Interest.

(i) Al amounts that become payable by the Contractor to the Government under this
contract shall bear simple interest from the date due until paid unless paid within 30 days of
becoming due. The interest rate shall be the interest rate established by the Secretary of the
Treasury as provided in 41 U.S.C. 7109, which is applicable to the period in which the amount
becomes due, as provided in (i)(6)(v) of this clause, and then at the rate applicable for each six-
month period as fixed by the Secretary until the amount is paid.

(i) The Government may issue a demand for payment to the Contractor upon finding a debt
is due under the contract.

(i) Final decisions. The Contracting Officer will issue a final decision as required by 33.211
if—

(A) The Contracting Officer and the Contractor are unable to reach agreement on the
existence or amount of a debt within 30 days;
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(B) The Contractor fails to liquidate a debt previously demanded by the Contracting Officer
within the timeline specified in the demand for payment unless the amounts were not repaid
because the Contractor has requested an installment payment agreement; or

(C) The Contractor requests a deferment of collection on a debt previously demanded by
the Contracting Officer (see 32.607-2).

(iv) If a demand for payment was previously issued for the debt, the demand for payment
included in the final decision shall identify the same due date as the original demand for
payment.

(v) Amounts shall be due at the earliest of the following dates:
(A) The date fixed under this contract.

(B) The date of the first written demand for payment, including any demand for payment
resulting from a default termination.

(vi) The interest charge shall be computed for the actual number of calendar days involved
beginning on the due date and ending on—

(A) The date on which the designated office receives payment from the Contractor;

(B) The date of issuance of a Government check to the Contractor from which an amount
otherwise payable has been withheld as a credit against the contract debt; or

(C) The date on which an amount withheld and applied to the contract debt would
otherwise have become payable to the Contractor.

(vii) The interest charge made under this clause may be reduced under the procedures
prescribed in FAR 32.608-2 in effect on the date of this contract.

(j) Risk of loss. Unless the contract specifically provides otherwise, risk of loss or damage to
the supplies provided under this contract shall remain with the Contractor until, and shall pass to
the Government upon:

(1) Delivery of the supplies to a carrier, if transportation is f.0.b. origin; or

(2) Delivery of the supplies to the Government at the destination specified in the contract, if
transportation is f.0.b. destination.

(k) Taxes. The contract price includes all applicable Federal, State, and local taxes and duties.

(I) Termination for the Government's convenience. The Government reserves the right to
terminate this contract, or any part hereof, for its sole convenience. In the event of such
termination, the Contractor shall immediately stop all work hereunder and shall immediately
cause any and all of its suppliers and subcontractors to cease work. Subject to the terms of this
contract, the Contractor shall be paid a percentage of the contract price reflecting the
percentage of the work performed prior to the notice of termination, plus reasonable charges the
Contractor can demonstrate to the satisfaction of the Government using its standard record
keeping system, have resulted from the termination. The Contractor shall not be required to
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comply with the cost accounting standards or contract cost principles for this purpose. This
paragraph does not give the Government any right to audit the Contractor's records. The
Contractor shall not be paid for any work performed or costs incurred which reasonably could
have been avoided.

(m) Termination for cause. The Government may terminate this contract, or any part hereof, for
cause in the event of any default by the Contractor, or if the Contractor fails to comply with any
contract terms and conditions, or fails to provide the Government, upon request, with adequate
assurances of future performance. In the event of termination for cause, the Government shall
not be liable to the Contractor for any amount for supplies or services not accepted, and the
Contractor shall be liable to the Government for any and all rights and remedies provided by
law. If it is determined that the Government improperly terminated this contract for default, such
termination shall be deemed a termination for convenience.

(n) Title. Unless specified elsewhere in this contract, title to items furnished under this contract
shall pass to the Government upon acceptance, regardless of when or where the Government
takes physical possession.

(o) Warranty. The Contractor warrants and implies that the items delivered hereunder are
merchantable and fit for use for the particular purpose described in this contract.

(p) Limitation of liability. Except as otherwise provided by an express warranty, the Contractor
will not be liable to the Government for consequential damages resulting from any defect or
deficiencies in accepted items.

(q) Other compliances. The Contractor shall comply with all applicable Federal, State and local
laws, executive orders, rules and regulations applicable to its performance under this contract.

(r) Compliance with laws unique to Government contracts. The Contractor agrees to comply
with 31 U.S.C. 1352 relating to limitations on the use of appropriated funds to influence certain
Federal contracts; 18 U.S.C. 431 relating to officials not to benefit; 40 U.S.C. chapter 37,
Contract Work Hours and Safety Standards; 41 U.S.C. chapter 87, Kickbacks; 49 U.S.C. 40118,
Fly American; and 41 U.S.C. chapter 21 relating to procurement integrity.

(s) Order of precedence. Any inconsistencies in this solicitation or contract shall be resolved by
giving precedence in the following order:

(1) The schedule of supplies/services.

(2) The Assignments, Disputes, Payments, Invoice, Other Compliances, Compliance with
Laws Unique to Government Contracts, and Unauthorized Obligations paragraphs of this
clause;

(3) The clause at 52.212-5.

(4) Addenda to this solicitation or contract, including any license agreements for computer
software.

(5) Solicitation provisions if this is a solicitation.

(6) Other paragraphs of this clause.
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(7) The Standard Form 1449.
(8) Other documents, exhibits, and attachments
(9) The specification.

(t) [Reserved]

(u) Unauthorized Obligations.

(1) Except as stated in paragraph (u)(2) of this clause, when any supply or service acquired
under this contract is subject to any End User License Agreement (EULA), Terms of Service
(TOS), or similar legal instrument or agreement, that includes any clause requiring the
Government to indemnify the Contractor or any person or entity for damages, costs, fees, or any
other loss or liability that would create an Anti-Deficiency Act violation (31 U.S.C. 1341), the
following shall govern:

(i) Any such clause is unenforceable against the Government.

(ii) Neither the Government nor any Government authorized end user shall be deemed to
have agreed to such clause by virtue of it appearing in the EULA, TOS, or similar legal
instrument or agreement. If the EULA, TOS, or similar legal instrument or agreement is invoked
through an “l agree” click box or other comparable mechanism (e.g., “click-wrap” or “browse-
wrap” agreements), execution does not bind the Government or any Government authorized
end user to such clause.

(iii) Any such clause is deemed to be stricken from the EULA, TOS, or similar legal
instrument or agreement.

(2) Paragraph (u)(1) of this clause does not apply to indemnification by the Government that
is expressly authorized by statute and specifically authorized under applicable agency
regulations and procedures.

(v) Incorporation by reference. The Contractor’s representations and certifications, including
those completed electronically via the System for Award Management (SAM), are incorporated
by reference into the contract.

(End of Clause)

ADDENDUM to FAR 52.212-4 CONTRACT TERMS AND CONDITIONS—COMMERCIAL
PRODUCTS AND COMMERCIAL SERVICES

Clauses that are incorporated by reference (by Citation Number, Title, and Date), have the
same force and effect as if they were given in full text. Upon request, the Contracting Officer will
make their full text available.

The following clauses are incorporated into 52.212-4 as an addendum to this contract:

C.2 52.216-18 ORDERING (AUG 2020)

(a) Any supplies and services to be furnished under this contract shall be ordered by issuance
of delivery orders or task orders by the individuals or activities designated in the Schedule. Such
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orders may be issued from the effective date of the contract through the end of the effective
period..

(b) All delivery orders or task orders are subject to the terms and conditions of this contract. In
the event of conflict between a delivery order or task order and this contract, the contract shall
control.

(c) A delivery order or task order is considered "issued" when—

(1) If sent by mail (includes transmittal by U.S. mail or private delivery service), the
Government deposits the order in the mail;

(2) If sent by fax, the Government transmits the order to the Contractor’s fax number; or
(3) If sent electronically, the Government either—

(i) Posts a copy of the delivery order or task order to a Government document access
system, and notice is sent to the Contractor; or

(i) Distributes the delivery order or task order via email to the Contractor’s email address.

(d) Orders may be issued by methods other than those enumerated in this clause only if
authorized in the contract.

(End of Clause)

C.3 52.216-19 ORDER LIMITATIONS (OCT 1995)

(a) Minimum order. When the Government requires supplies or services covered by this
contract in an amount of less than one unit, the Government is not obligated to purchase, nor is
the Contractor obligated to furnish, those supplies or services under the contract.

(b) Maximum order. The Contractor is not obligated to honor—
(1) Any order for a single item in excess of $1 million;
(2) Any order for a combination of items in excess of $100 million; or

(3) A series of orders from the same ordering office within one days that together call for
quantities exceeding the limitation in paragraph (b)(1) or (2) of this section.

(c) If this is a requirements contract (i.e., includes the Requirements clause at subsection
52.216-21 of the Federal Acquisition Regulation (FAR)), the Government is not required to order
a part of any one requirement from the Contractor if that requirement exceeds the maximum-
order limitations in paragraph (b) of this section.

(d) Notwithstanding paragraphs (b) and (c) of this section, the Contractor shall honor any order
exceeding the maximum order limitations in paragraph (b), unless that order (or orders) is
returned to the ordering office within 5 days after issuance, with written notice stating the
Contractor's intent not to ship the item (or items) called for and the reasons. Upon receiving this
notice, the Government may acquire the supplies or services from another source.
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(End of Clause)

C.4 52.216-22 INDEFINITE QUANTITY (OCT 1995)

(a) This is an indefinite-quantity contract for the supplies or services specified, and effective for
the period stated, in the Schedule. The quantities of supplies and services specified in the
Schedule are estimates only and are not purchased by this contract.

(b) Delivery or performance shall be made only as authorized by orders issued in accordance
with the Ordering clause. The Contractor shall furnish to the Government, when and if ordered,
the supplies or services specified in the Schedule up to and including the quantity designated in
the Schedule as the "maximum." The Government shall order at least the quantity of supplies or
services designated in the Schedule as the "minimum."

(c) Except for any limitations on quantities in the Order Limitations clause or in the Schedule,
there is no limit on the number of orders that may be issued. The Government may issue
orders requiring delivery to multiple destinations or performance at multiple locations.

(d) Any order issued during the effective period of this contract and not completed within that
period shall be completed by the Contractor within the time specified in the order. The contract
shall govern the Contractor's and Government's rights and obligations with respect to that order
to the same extent as if the order were completed during the contract's effective period;
provided, that the Contractor shall not be required to make any deliveries under this contract
after the end of the effective period..

(End of Clause)

C.5 52.216-32 TASK-ORDER AND DELIVERY-ORDER OMBUDSMAN (SEP
2019)

(a) In accordance with 41 U.S.C. 4106(g), the Agency has designated the following task-order
and delivery-order Ombudsman for this contract. The Ombudsman must review complaints from
the Contractor concerning all task-order and delivery-order actions for this contract and ensure
the Contractor is afforded a fair opportunity for consideration in the award of orders, consistent
with the procedures in the contract.

Deeneen Akeo

810 Vermont Avenue NW
Washington DC 20420
202-461-4277
deeneen.akeo@va.gov

(b) Consulting an ombudsman does not alter or postpone the timeline for any other process
(e.g., protests).

(c) Before consulting with the Ombudsman, the Contractor is encouraged to first address
complaints with the Contracting Officer for resolution. When requested by the Contractor, the
Ombudsman may keep the identity of the concerned party or entity confidential, unless
prohibited by law or agency procedure.

(End of Clause)
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C.6 52.232-19 AVAILABILITY OF FUNDS FOR THE NEXT FISCAL YEAR
(APR 1984)

Funds are not presently available for performance under this contract beyond September 30,
2025. The Government's obligation for performance of this contract beyond that date is
contingent upon the availability of appropriated funds from which payment for contract purposes
can be made. No legal liability on the part of the Government for any payment may arise for
performance under this contract beyond September 30, 2025, until funds are made available to
the Contracting Officer for performance and until the Contractor receives notice of availability, to
be confirmed in writing by the Contracting Officer.

(End of Clause)

C.7 52.252-6 AUTHORIZED DEVIATIONS IN CLAUSES (NOV 2020)

(a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR
Chapter 1) clause with an authorized deviation is indicated by the addition of "(DEVIATION)"
after the date of the clause.

(b) The use in this solicitation or contract of any VAAR (48 CFR Chapter FEDERAL
ACQUISITION REGULATION (48 CFR Chapter 1)) clause with an authorized deviation is
indicated by the addition of "(DEVIATION)" after the name of the regulation.

(End of Clause)

C.8 SUPPLEMENTAL INSURANCE REQUIREMENTS

In accordance with FAR 28.307-2 and FAR 52.228-5, the following minimum coverage shall
apply to this contract:

(a) Workers' compensation and employers liability: Contractors are required to comply with
applicable Federal and State workers' compensation and occupational disease statutes. If
occupational diseases are not compensable under those statutes, they shall be covered under
the employer's liability section of the insurance policy, except when contract operations are so
commingled with a Contractor's commercial operations that it would not be practical to require
this coverage. Employer's liability coverage of at least $100,000 is required, except in States
with exclusive or monopolistic funds that do not permit workers' compensation to be written by
private carriers.

(b) General Liability: $500,000.00 per occurrences.

(c) Automobile liability: $200,000.00 per person; $500,000.00 per occurrence and $20,000.00
property damage.

(d) The successful bidder must present to the Contracting Officer, prior to award, evidence of
general liability insurance without any exclusionary clauses for asbestos that would void the
general liability coverage.

(End of Clause)
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C.9 VAAR 852.211-76 LIQUIDATED DAMAGES - REIMBURSEMENT FOR
DATA BREACH COSTS (FEB 2023)

(a) Definition. As used in this clause, “contract” means any contract, agreement, order or other
instrument and encompasses the definition set forth in FAR 2.101.

(b) Non-disclosure requirements. As a condition of performance under a contract, order,
agreement, or other instrument that requires access to sensitive personal information as defined
in VAAR 802.101, the following is expressly required—

(1) The Contractor, subcontractor, their employees or business associates shall not, directly
or through an affiliate or employee of the Contractor, subcontractor, or business associate,
disclose sensitive personal information to any other person unless the disclosure is lawful and is
expressly permitted under the contract; and

(2) The Contractor, subcontractor, their employees or business associates shall immediately
notify the Contracting Officer and the Contracting Officer's Representative (COR) of any security
incident that occurs involving sensitive personal information.

(c) Liquidated damages. If the Contractor or any of its agents fails to protect VA sensitive
personal information or otherwise engages in conduct which results in a data breach, the
Contractor shall, in place of actual damages, pay to the Government liquidated damages of
[$38.75] per affected individual in order to cover costs related to the notification, data breach
analysis and credit monitoring. In the event the Contractor provides payment of actual damages
in an amount determined to be adequate by the Contracting Officer, the Contracting Officer may
forgo collection of liquidated damages.

(d) Purpose of liquidated damages. Based on the results from VA’s determination that there
was a data breach caused by Contractor’s or any of its agents’ failure to protect or otherwise
engaging in conduct to cause a data breach of VA sensitive personal information, and as
directed by the Contracting Officer, the Contractor shall be responsible for paying to the VA
liqguidated damages in the amount of $37.50 per affected individual to cover the cost of the
following:

(1) Naotification related costs.

(2) Credit monitoring reports.

(3) Data breach analysis and impact.
(4) Fraud alerts.

(5) Identity theft insurance.

(e) Relationship to termination clause, if applicable. If the Government terminates this contract,
purchase order, or agreement, in whole or in part under clause 52.249-8, Default—Fixed-Price
Supply and Service, or any other related FAR or VAAR clause included in the contract, in
addition to the required liquidated damages for data breach related expenses specified in
paragraph (c) above, the Contractor is liable for excess costs for those supplies and services for
repurchase as may be required under the Termination clause.
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(End of Clause)

C.10 VAAR 852.219-76 VA NOTICE OF LIMITATIONS ON
SUBCONTRACTING—CERTIFICATE OF COMPLIANCE FOR SUPPLIES AND
PRODUCTS (NOV 2022)

(a) Pursuant to 38 U.S.C. 8127(k)(2), the offeror certifies that—

(1) If awarded a contract (see FAR 2.101 definition), it will comply with the limitations on
subcontracting requirement as provided in the solicitation and the resultant contract, as follows:

(i) [ 1 In the case of a contract for supplies or products (other than from a nonmanufacturer of
such supplies), it will not pay more than 50% of the amount paid by the government to it to firms
that are not VIPlisted SDVOSBs as set forth in 852.219-73 or VOSBs as set forth in 852.219—-
74. Any work that a similarly situated VIP-listed subcontractor further subcontracts will count
towards the 50% subcontract amount that cannot be exceeded. Cost of materials are excluded
and not considered to be subcontracted.

(ii) [ 1 In the case of a contract for supplies from a nonmanufacturer, it will supply the product
of a domestic small business manufacturer or processor, unless a waiver as described in 13
CFR 121.406(b)(5) is granted. The offeror understands that, as provided in 13 CFR
121.406(b)(7), such a waiver has no effect on requirements external to the Small Business Act,
such as the Buy American Act or the Trade Agreements Act.

(2) Manufacturer or nonmanufacturer representation and certification. [Offeror fillin—check
each applicable box below. The offeror must select the applicable provision below, identifying
itself as either a manufacturer or nonmanufacturer]:

(i) [] Manufacturer or producer. The offeror certifies that it is the manufacturer or producer of
the end item being procured, and the end item is manufactured or produced in the United
States, in accordance with paragraph (a)(1)(i).

(ii) [ 1] Nonmanufacturer. The offeror certifies that it qualifies as a nonmanufacturer in
accordance with the requirements of 13 CFR 121.406(b) and paragraph (a)(1)(ii). The offeror
further certifies it meets each element below as required in order to qualify as a
nonmanufacturer.

[ ] The offeror certifies that it does not exceed 500 employees (or 150 employees for the
Information Technology Value Added Reseller exception to NAICS code 541519, which is found
at 13 CFR 121.201, footnote 18).

[ 1 The offeror certifies that it is primarily engaged in the retail or wholesale trade and normally
sells the type of item being supplied.

[ 1 The offeror certifies that it will take ownership or possession of the item(s) with its personnel,
equipment, or facilities in a manner consistent with industry practice.

(iii) [ ] The offeror certifies that it will supply the end item of a small business manufacturer,
processor, or producer made in the United States, unless a waiver as provided in 13 CFR
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121.406(b)(5) has been issued by SBA. [Contracting Officer fill-in or removal (see 13 CFR
121.1205). This requirement must be included for a single end item. However, if SBA has
issued an applicable waiver of the nonmanufacturer rule for the end item, this requirement must
be removed in the final solicitation or contract.] or [Contracting officer tailor clause to remove
one or other block under subparagraph (iii).] b If this is a multiple item acquisition, the offeror
certifies that at least 50% of the estimated contract value is composed of items that are
manufactured by small business concerns. [Contracting Officer fill-in or removal. See 13 CFR
121.406(d) for multiple end items. If SBA has issued an applicable nonmanufacturer rule waiver,
this requirement must be removed in the final solicitation or contract.]

(3) The offeror acknowledges that this certification concerns a matter within the jurisdiction of
an Agency of the United States. The offeror further acknowledges that this certification is
subject to Title 18, United States Code, Section 1001, and, as such, a false, fictitious, or
fraudulent certification may render the offeror subject to criminal, civil, or administrative
penalties, including prosecution.

(4) If VA determines that an SDVOSB/ VOSB awarded a contract pursuant to 38 U.S.C. 8127
did not act in good faith, such SDVOSB/VOSB shall be subject to any or all of the following: (i)
Referral to the VA Suspension and Debarment Committee;

(i) A fine under section 16(g)(1) of the Small Business Act (15 U.S.C. 645(g)(1)); and (iii)
Prosecution for violating section 1001 of title 18. (b) The offeror represents and understands
that by submission of its offer and award of a contract it may be required to provide copies of
documents or records to VA that VA may review to determine whether the offeror complied with
the limitations on subcontracting requirement specified in the contract or to determine whether
the offeror qualifies as a manufacturer or nonmanufacturer in compliance with the limitations on
subcontracting requirement. Contracting officers may, at their discretion, require the contractor
to demonstrate its compliance with the limitations on subcontracting at any time during
performance and upon completion of a contract if the information regarding such compliance is
not already available to the contracting officer. Evidence of compliance includes, but is not
limited to, invoices, copies of subcontracts, or a list of the value of tasks performed.

(c) The offeror further agrees to cooperate fully and make available any documents or records
as may be required to enable VA to determine compliance. The offeror understands that failure
to provide documents as requested by VA may result in remedial action as the Government
deems appropriate.

(d) Offeror completed certification/fill-in required. The formal certification must be completed,
signed and returned with the offeror’s bid, quotation, or proposal. The Government will not
consider offers for award from offerors that do not provide the certification, and all such
responses will be deemed ineligible for evaluation and award.

Certification

| hereby certify that if awarded the contract, [insert name of offeror] will comply with the
limitations on subcontracting specified in this clause and in the resultant contract. | further certify
that | am authorized to execute this certification on behalf of [insert name of offeror].

Printed Name of Signee:
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Printed Title of Signee:

Signature:

Date:

Company Name and Address:

(End of Clause)

C.11 VAAR 852.222-71 COMPLIANCE WITH EXECUTIVE ORDER 13899
(DEVIATION)(APR 2025)

(a) The contractor shall comply with Executive Order 13899, Combating Anti-Semitism,
pursuant to Title VI of the Civil Rights Act of 1964 (Title VI), 42 U.S.C. 2000d et seq.

(b) The contractor shall timely disclose, in writing, to the Contracting Officer, whenever, in
connection with the award, performance, or closeout of this contract or any subcontract
thereunder, the Contractor has credible evidence that a principal, employee, agent, or
subcontractor of the Contractor has committed a violation under Executive Order 13899,
Combatting Anti-Semitism pursuant to the Civil Rights Act of 1964 (Title VI), 42 U.S.C. 2000d et
seq.

(c) The contractor shall include the terms and conditions of this clause in every subcontract or
purchase order so that these terms will be binding on every subcontractor or vendor.

(End of Clause)

C.12 VAAR 852.232-72 ELECTRONIC SUBMISSION OF PAYMENT
REQUESTS (NOV 2018)

(a) Definitions. As used in this clause—
(1) Contract financing payment has the meaning given in FAR 32.001;

(2) Designated agency office means the office designated by the purchase order, agreement,
or contract to first receive and review invoices. This office can be contractually designated as
the receiving entity. This office may be different from the office issuing the payment;

(3) Electronic form means an automated system transmitting information electronically
according to the accepted electronic data transmission methods and formats identified in
paragraph (c) of this clause. Facsimile, email, and scanned documents are not acceptable
electronic forms for submission of payment requests;

(4) Invoice payment has the meaning given in FAR 32.001; and

(5) Payment request means any request for contract financing payment or invoice payment
submitted by the contractor under this contract.

(b) Electronic payment requests. Except as provided in paragraph (e) of this clause, the
contractor shall submit payment requests in electronic form. Purchases paid with a
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Government-wide commercial purchase card are considered to be an electronic transaction for
purposes of this rule, and therefore no additional electronic invoice submission is required.

(c) Data transmission. A contractor must ensure that the data transmission method and format
are through one of the following:

(1) VA’s Electronic Invoice Presentment and Payment System at the current website address
provided in the contract.

(2) Any system that conforms to the X12 electronic data interchange (EDI) formats
established by the Accredited Standards Center (ASC) and chartered by the American National
Standards Institute (ANSI).

(d) Invoice requirements. Invoices shall comply with FAR 32.905.

(e) Exceptions. If, based on one of the circumstances in this paragraph (e), the Contracting
Officer directs that payment requests be made by mail, the Contractor shall submit payment
requests by mail through the United States Postal Service to the designated agency office.
Submission of payment requests by mail may be required for—

(1) Awards made to foreign vendors for work performed outside the United States;

(2) Classified contracts or purchases when electronic submission and processing of payment
requests could compromise the safeguarding of classified or privacy information;

(3) Contracts awarded by contracting officers in the conduct of emergency operations, such
as responses to national emergencies;

(4) Solicitations or contracts in which the designated agency office is a VA entity other than
the VA Financial Services Center in Austin, Texas; or

(5) Solicitations or contracts in which the VA designated agency office does not have
electronic invoicing capability as described above.

(End of Clause)

C.13 VAAR 852.242-71 ADMINISTRATIVE CONTRACTING OFFICER (OCT
2020)

The Contracting Officer reserves the right to designate an Administrative Contracting Officer
(ACO) for the purpose of performing certain tasks/duties in the administration of the contract.
Such designation will be in writing through an ACO Letter of Delegation and will identify the

responsibilities and limitations of the ACO. A copy of the ACO Letter of Delegation will be
furnished to the Contractor.

(End of Clause)

C.14 VAAR 852.247-73 PACKING FOR DOMESTIC SHIPMENT (OCT 2018)

Material shall be packed for shipment in such a manner that will insure acceptance by common
carriers and safe delivery at destination. Containers and closures shall comply with regulations
of carriers as applicable to the mode of transportation.
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(End of Clause)

C.15 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as
if they were given in full text. Upon request, the Contracting Officer will make their full text
available. Also, the full text of a clause may be accessed electronically at this/these
address(es):

https://www.acquisition.gov/browse/index/far
https://www.va.gov/oal/library/vaar/

(End of Clause)

FAR Title Date
Number

52.203-17 CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS NOV 2023
52.204-9 PERSONAL IDENTITY VERIFICATION OF CONTRACTOR  JAN 2011

PERSONNEL
52.204-13 SYSTEM FOR AWARD MANAGEMENT MAINTENANCE OCT 2018
52.204-18 COMMERCIAL AND GOVERNMENT ENTITY CODE AUG 2020
MAINTENANCE

52.204-21 BASIC SAFEGUARDING OF COVERED CONTRACTOR NOV 2021
INFORMATION SYSTEMS

52.227-19 COMMERCIAL COMPUTER SOFTWARE LICENSE DEC 2007

52.228-5 INSURANCE—WORK ON A GOVERNMENT JAN 1997
INSTALLATION

52.232-18 AVAILABILITY OF FUNDS APR 1984

52.237-2 PROTECTION OF GOVERNMENT BUILDINGS, APR 1984
EQUIPMENT, AND VEGETATION

52.237-3 CONTINUITY OF SERVICES JAN 1991

852.201-70 CONTRACTING OFFICER'S REPRESENTATIVE DEC 2022

852.203-70 COMMERCIAL ADVERTISING MAY 2018

852.204-70 PERSONAL IDENTITY VERIFICATION OF CONTRACTOR  MAY 2020
PERSONNEL

852.204-71  INFORMATION AND INFORMATION SYSTEMS SECURITY FEB 2023

852.211-70 EQUIPMENT OPERATION AND MAINTENANCE NOV 2018
MANUALS

852.212-71  GRAY MARKET AND COUNTERFEIT ITEMS FEB 2023

852.212-72 GRAY MARKET AND COUNTERFEIT ITEMS— FEB 2023

INFORMATION TECHNOLOGY MAINTENANCE
ALLOWING OTHER-THAN-NEW PARTS

852.215-70  SERVICE-DISABLED VETERAN-OWNED AND VETERAN-  JAN 2023
OWNED SMALL BUSINESS EVALUATION FACTORS

(DEVIATION)
852.215-71 EVALUATION FACTOR COMMITMENTS OCT 2019
852.219-70 VA SMALL BUSINESS SUBCONTRACTING PLAN JAN 2023
MINIMUM REQUIREMENTS (DEVIATION)
852.237-75 KEY PERSONNEL OCT 2019
852.239-70 SECURITY REQUIREMENTS FOR INFORMATION FEB 2023
TECHNOLOGY RESOURCES
852.246-71 REJECTED GOODS OCT 2018

(End of Addendum to 52.212-4)
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C.16 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO
IMPLEMENT STATUTES OR EXECUTIVE ORDERS—COMMERCIAL
PRODUCTS AND COMMERCIAL SERVICES (JAN 2025) (DEVIATION FEB
2025)

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR)
clauses, which are incorporated in this contract by reference, to implement provisions of law or
Executive orders applicable to acquisitions of commercial products and commercial services:

(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or
Statements (JAN 2017) (section 743 of Division E, Title VII, of the Consolidated and Further
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in
subsequent appropriations acts (and as extended in continuing resolutions)).

(2) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or
Provided by Kaspersky Lab Covered Entities (DEC 2023) (Section 1634 of Pub. L. 115-91).

(3) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video
Surveillance Services or Equipment. (NOV 2021) (Section 889(a)(1)(A) of Pub. L. 115-232).

(4) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (NOV 2015).

(5) 52.232-40, Providing Accelerated Payments to Small Business Subcontractors (MAR
2023) (31 U.S.C. 3903 and 10 U.S.C. 3801).

(6) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553).

(7) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Public Laws 108-77
and 108-78 (19 U.S.C. 3805 note)).

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting
Officer has indicated as being incorporated in this contract by reference to implement provisions
of law or Executive orders applicable to acquisitions of commercial products and commercial
services:

[X] (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (JUN 2020), with
Alternate | (NOV 2021) (41 U.S.C. 4704 and 10 U.S.C. 4655).

[X] (2) 52.203-13, Contractor Code of Business Ethics and Conduct (NOV 2021) (41 U.S.C.
3509).

1 (3)52.203-15, Whistleblower Protections under the American Recovery and Reinvestment
Act of 2009 (JUN 2010) (Section 1553 of Pub. L. 111-5). (Applies to contracts funded by the
American Recovery and Reinvestment Act of 2009.)

[X] (4) 52.203-17, Contractor Employee Whistleblower Rights (NOV 2023) (41 U.S.C. 4712);
this clause does not apply to contracts of DoD, NASA, the Coast Guard, or applicable elements
of the intelligence community—see FAR 3.900(a).
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[X] (5) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards
(JUN 2020) (Pub. L. 109-282) (31 U.S.C. 6101 note).

[1 (6) [Reserved]

[l (7)52.204-14, Service Contract Reporting Requirements (OCT 2016) (Pub. L. 111-117,
section 743 of Div. C).

[X] (8) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts
(OCT 2016) (Pub. L. 111-117, section 743 of Div. C).

[X] (9) 52.204-27, Prohibition on a ByteDance Covered Application (JUN 2023) (Section 102
of Division R of Pub. L. 117-328).

[l (10)52.204-28, Federal Acquisition Supply Chain Security Act Orders—Federal Supply
Schedules, Governmentwide Acquisition Contracts, and Multi-Agency Contracts. (DEC 2023)
(Pub. L. 115-390, title II).

[X] (11)(i) 52.204—30, Federal Acquisition Supply Chain Security Act Orders— Prohibition.
(DEC 2023) (Pub. L. 115-390, title II).

[1 (i) Alternate | (DEC 2023) of 52.204-30.

[X] (12) 52.209-6, Protecting the Government’s Interest When Subcontracting with
Contractors Debarred, Suspended, Proposed for Debarment, or Voluntarily Excluded. (JAN
2025) (31 U.S.C. 6101 note).

[X] (13) 52.209-9, Updates of Publicly Available Information Regarding Responsibility
Matters (OCT 2018) (41 U.S.C. 2313).

[l (14) [Reserved]

1 (15)52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (OCT 2022) (15
U.S.C. 657a).

[X] (16) 52.219—-4, Notice of Price Evaluation Preference for HUBZone Small Business
Concerns (OCT 2022) (if the offeror elects to waive the preference, it shall so indicate in its
offer) (15 U.S.C. 657a).

[l (17) [Reserved]

1 (18)(i) 52.219-6, Notice of Total Small Business Set-Aside (NOV 2020) (15 U.S.C. 644).
[ (ii) Alternate | (MAR 2020) of 52.219-6.

I (19)(i) 52.219-7, Notice of Partial Small Business Set-Aside (NOV 2020) (15 U.S.C. 644).
[l (ii) Alternate | (MAR 2020) of 52.219-7.

[X] (20) 52.219-8, Utilization of Small Business Concerns (JAN 2025) (15 U.S.C. 637(d)(2)
and (3)).

1 (21)(i) 52.219-9, Small Business Subcontracting Plan (JAN 2025) (15 U.S.C. 637(d)(4)).
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[ (ii) Alternate | (NOV 2016) of 52.219-9.

[1 (iii) Alternate Il (NOV 2016) of 52.219-9.

[1 (iv) Alternate Il (JAN 2025) of 52.219-9.

[l (v)Alternate IV (JAN 2025) of 52.219-9.

[0 (22)(i) 52.219-13, Notice of Set-Aside of Orders (MAR 2020) (15 U.S.C. 644(r)).
[l (ii) Alternate | (MAR 2020) of 52.219-13.

[l (23)52.219-14, Limitations on Subcontracting (OCT 2022) (15 U.S.C. 657s).

[1 (24) 52.219-16, Liquidated Damages—Subcontracting Plan (SEP 2021) (15 U.S.C.
637(d)(4)(F)(i)).

[l (25)52.219-27, Notice of Set-Aside for, or Sole-Source Award to, Service-Disabled
Veteran-Owned Small Business (SDVOSB) Concerns Eligible Under the SDVOSB Program
(FEB 2024) (15 U.S.C. 657f).

[X] (26) (i) 52.219-28, Postaward Small Business Program Rerepresentation (JAN 2025) (15
U.S.C. 632(a)(2)).

[l (ii) Alternate | (MAR 2020) of 52.219-28.

[ (27)52.219-29, Notice of Set-Aside for, or Sole-Source Award to, Economically
Disadvantaged Women-Owned Small Business Concerns (OCT 2022) (15 U.S.C. 637(m)).

[l (28)52.219-30, Notice of Set-Aside for, or Sole-Source Award to, Women-Owned Small
Business Concerns Eligible Under the Women-Owned Small Business Program (OCT 2022) (15
U.S.C. 637(m)).

1 (29) 52.219-32, Orders Issued Directly Under Small Business Reserves (MAR 2020) (15
U.S.C. 644(r)).

1 (30)52.219-33, Nonmanufacturer Rule (SEP 2021) (15 U.S.C. 637(a)(17)).
[X] (31) 52.222-3, Convict Labor (JUN 2003) (E.O. 11755).

[X] (32) 52.222-19, Child Labor—Cooperation with Authorities and Remedies (JAN 2025)
(E.O. 13126).

[l (33) [Reserved]

[l (34) [Reserved]

[X] (35)(i) 52.222-35, Equal Opportunity for Veterans (JUN 2020) (38 U.S.C. 4212).
[ (ii) Alternate | (JUL 2014) of 52.222-35.

[X] (36)(i) 52.222—36, Equal Opportunity for Workers with Disabilities (JUN 2020) (29 U.S.C.
793).
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[1 (ii) Alternate | (JUL 2014) of 52.222-36.
[X] (37) 52.222-37, Employment Reports on Veterans (JUN 2020) (38 U.S.C. 4212).

[X] (38) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act
(DEC 2010) (E.O. 13496).

[X] (39)(i) 52.222-50, Combating Trafficking in Persons (NOV 2021) (22 U.S.C. chapter 78
and E.O. 13627).

[1 (i) Alternate | (MAR 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627).

[] (40)52.222-54, Employment Eligibility Verification (JAN 2025). (E.O. 12989). (Not
applicable to the acquisition of commercially available off-the-shelf items or certain other types
of commercial products or commercial services as prescribed in FAR 22.1803.)

[1 (41)(i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-
Designated Items (MAY 2008) (42 U.S.C.6962(c)(3)(A)(ii)). (Not applicable to the acquisition of
commercially available off-the-shelf items.)

[1 (ii) Alternate | (MAY 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the
acquisition of commercially available off-the-shelf items.)

[1 (42)52.223-11, Ozone-Depleting Substances and High Global Warming Potential
Hydrofluorocarbons (MAY 2024) (42 U.S.C. 7671, et seq.).

[l (43)52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and
Air Conditioners (MAY 2024) (42 U.S.C. 7671, et seq.).

[ (44)52.223-20, Aerosols. (MAY 2024) (42 U.S.C. 7671, et seq.).
[ (45)52.223-21, Foams (MAY 2024). (42 U.S.C. 7671, et seq.).

[X] (46)52.223-23, Sustainable Products and Services (MAY 2024) (DEVIATION FEB 2025)
(7 U.S.C. 8102, 42 U.S.C. 6962, 42 U.S.C. 8259b, and 42 U.S.C. 76711).

[X] (47)(i) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a).

[ (i) Alternate | (JAN 2017) of 52.224-3.

[1 (48)(i) 52.225-1, Buy American—Supplies (OCT 2022) (41 U.S.C. chapter 83).
[ (ii) Alternate | (OCT 2022) of 52.225-1.

1 (49)(i) 52.225-3, Buy American—Free Trade Agreements—Israeli Trade Act (NOV 2023)
(19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 note, 19
U.S.C. chapter 29 (sections 4501-4732), Public Law 103-182, 108-77, 108-78, 108-286, 108-
302, 109-53, 109-169, 109-283, 110-138, 112-41, 112-42, and 112-43.

[1 (ii) Alternate | [Reserved].

[1 (iii) Alternate Il (JAN 2025) of 52.225-3.
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[l (iv) Alternate Il (FEB 2024) of 52.225-3.
[ (v)Alternate IV (OCT 2022) of 52.225-3.

[X] (50) 52.225-5, Trade Agreements (NOV 2023) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301
note

[X] (51) 52.225-13, Restrictions on Certain Foreign Purchases (FEB 2021) (E.O.'s,
proclamations, and statutes administered by the Office of Foreign Assets Control of the
Department of the Treasury).

1 (52)52.225-26, Contractors Performing Private Security Functions Outside the United
States (OCT 2016) (Section 862, as amended, of the National Defense Authorization Act for
Fiscal Year 2008; 10 U.S.C. Subtitle A, Part V, Subpart G Note).

[l (563)52.226-4, Notice of Disaster or Emergency Area Set-Aside (NOV 2007) (42 U.S.C.
5150).

[1 (54)52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (NOV
2007) (42 U.S.C. 5150).

[X] (55) 52.226-8, Encouraging Contractor Policies to Ban Text Messaging While Driving
(MAY 2024) (E.O. 13513)

[X] (56) 52.229-12, Tax on Certain Foreign Procurements (FEB 2021).

1 (57)52.232-29, Terms for Financing of Purchases of Commercial Products and
Commercial Services (NOV 2021) (41 U.S.C. 4505, 10 U.S.C. 3805).

[1 (58)52.232-30, Installment Payments for Commercial Products and Commercial Services
(NOV 2021) (41 U.S.C. 4505, 10 U.S.C. 3805).

[X] (59) 52.232-33, Payment by Electronic Funds Transfer—System for Award Management
(OCT 2018) (31 U.S.C. 3332).

[1 (60)52.232-34, Payment by Electronic Funds Transfer—Other than System for Award
Management (JUL 2013) (31 U.S.C. 3332).

[1 (61)52.232-36, Payment by Third Party (MAY 2014) (31 U.S.C. 3332).
[X] (62) 52.239-1, Privacy or Security Safeguards (AUG 1996) (5 U.S.C. 552a).

[X] (63) 52.240-1, Prohibition on Unmanned Aircraft Systems Manufactured or Assembled
by American Security Drone Act—Covered Foreign Entities (NOV 2024) (Sections 1821-1826,
Pub. L. 118-31, 41 U.S.C. 3901 note prec.).

[] (64)52.242-5, Payments to Small Business Subcontractors (JAN 2017)(15 U.S.C.
637(d)(13)).

[1 (65)(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (NOV
2021) (46 U.S.C. 55305 and 10 U.S.C. 2631).
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[l (ii) Alternate | (APR 2003) of 52.247-64.
[l (iii) Alternate Il (NOV 2021) of 52.247-64.

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to
commercial services, that the Contracting Officer has indicated as being incorporated in this
contract by reference to implement provisions of law or Executive orders applicable to
acquisitions of commercial products and commercial services:

[l (1)52.222-41, Service Contract Labor Standards (AUG 2018) (41 U.S.C. chapter 67).

1 (2)52.222-42, Statement of Equivalent Rates for Federal Hires (MAY 2014) (29 U.S.C. 206
and 41 U.S.C. chapter 67).

[1 (3)52.222-43, Fair Labor Standards Act and Service Contract Labor Standards—~Price
Adjustment (Multiple Year and Option Contracts) (AUG 2018) (29 U.S.C. 206 and 41 U.S.C.
chapter 67).

[1 (4)52.222-44, Fair Labor Standards Act and Service Contract Labor Standards—Price
Adjustment (MAY 2014) (29 U.S.C 206 and 41 U.S.C. chapter 67).

1 (5)52.222-51, Exemption from Application of the Service Contract Labor Standards to
Contracts for Maintenance, Calibration, or Repair of Certain Equipment—Requirements (MAY
2014) (41 U.S.C. chapter 67).

[1 (6)52.222-53, Exemption from Application of the Service Contract Labor Standards to
Contracts for Certain Services—Requirements (MAY 2014) (41 U.S.C. chapter 67).

1 (7)52.222-55, Minimum Wages for Contractor Workers Under Executive Order 14026
(JAN 2022).

[l (8)52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2022) (E.O. 13706).

1 (9)52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (JUN 2020) (42
U.S.C. 1792).

[1 (10)52.247-69, Reporting Requirement for U.S.-Flag Air Carriers Regarding Training to
Prevent Human Trafficking (JAN 2025) (49 U.S.C. 40118(Qg)).

(d) Comptroller General Examination of Record. The Contractor shall comply with the
provisions of this paragraph (d) if this contract was awarded using other than sealed bid, is in
excess of the simplified acquisition threshold, as defined in FAR 2.101, on the date of award of
this contract, and does not contain the clause at 52.215-2, Audit and Records—Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the
Comptroller General, shall have access to and right to examine any of the Contractor's directly
pertinent records involving transactions related to this contract.

(2) The Contractor shall make available at its offices at all reasonable times the records,
materials, and other evidence for examination, audit, or reproduction, until 3 years after final
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payment under this contract or for any shorter period specified in FAR Subpart 4.7, Contractor
Records Retention, of the other clauses of this contract. If this contract is completely or partially
terminated, the records relating to the work terminated shall be made available for 3 years after
any resulting final termination settlement. Records relating to appeals under the disputes clause
or to litigation or the settlement of claims arising under or relating to this contract shall be made
available until such appeals, litigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and
practices, and other data, regardless of type and regardless of form. This does not require the
Contractor to create or maintain any record that the Contractor does not maintain in the ordinary
course of business or pursuant to a provision of law.

(e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of
this clause, the Contractor is not required to flow down any FAR clause, other than those in this
paragraph (e)(1) in a subcontract for commercial products or commercial services. Unless
otherwise indicated below, the extent of the flow down shall be as required by the clause—

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (NOV 2021) (41 U.S.C.
3509).

(ii) 52.203-17, Contractor Employee Whistleblower Rights (NOV 2023) (41 U.S.C. 4712).

(i) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or
Statements (JAN 2017) (section 743 of Division E, Title VII, of the Consolidated and Further
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in
subsequent appropriations acts (and as extended in continuing resolutions)).

(iv) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed
or Provided by Kaspersky Lab Covered Entities (DEC 2023) (Section 1634 of Pub. L. 115-91).

(v) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video
Surveillance Services or Equipment. (NOV 2021) (Section 889(a)(1)(A) of Pub. L. 115-232).

(vi) 52.204-27, Prohibition on a ByteDance Covered Application (JUN 2023) (Section 102 of
Division R of Pub. L. 117-328).

(vii) (A) 52.204-30, Federal Acquisition Supply Chain Security Act Orders— Prohibition.
(DEC 2023) (Pub. L. 115-390, title II).

(B) Alternate | (DEC 2023) of 52.204-30.

(viii) 52.219-8, Utilization of Small Business Concerns (JAN 2025) (15 U.S.C. 637(d)(2) and
(3)), in all subcontracts that offer further subcontracting opportunities. If the subcontract (except
subcontracts to small business concerns) exceeds the applicable threshold specified in FAR
19.702(a) on the date of subcontract award, the subcontractor must include 52.219-8 in lower
tier subcontracts that offer subcontracting opportunities.

(ix) [Reserved]

(x) [Reserved]
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(xi) 52.222-35, Equal Opportunity for Veterans (JUN 2020) (38 U.S.C. 4212).
(xii) 52.222—-36, Equal Opportunity for Workers with Disabilities (JUN 2020) (29 U.S.C. 793).
(xiii) 52.222-37, Employment Reports on Veterans (JUN 2020) (38 U.S.C. 4212).

(xiv) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act
(DEC 2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR clause
52.222-40.

(xv) 52.222-41, Service Contract Labor Standards (AUG 2018) (41 U.S.C. chapter 67).

(xvi)(A) 52.222-50, Combating Trafficking in Persons (NOV 2021) (22 U.S.C. chapter 78 and
E.O. 13627).

(B) Alternate | (MAR 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627).

(xvii) 52.222-51, Exemption from Application of the Service Contract Labor Standards to
Contracts for Maintenance, Calibration, or Repair of Certain Equipment—Requirements (MAY
2014) (41 U.S.C. chapter 67).

(xviii) 52.222-53, Exemption from Application of the Service Contract Labor Standards to
Contracts for Certain Services—Requirements (MAY 2014) (41 U.S.C. chapter 67).

(xix) 52.222-54, Employment Eligibility Verification (JAN 2025) (E.O. 12989).

(xx) 52.222-55, Minimum Wages for Contractor Workers Under Executive Order 14026 (JAN
2022).

(xxi) 52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2022) (E.O. 13706).
(xxii)(A) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a).
(B) Alternate | (JAN 2017) of 52.224-3.

(xxiii) 52.225-26, Contractors Performing Private Security Functions Outside the United
States (OCT 2016) (Section 862, as amended, of the National Defense Authorization Act for
Fiscal Year 2008; 10 U.S.C. Subtitle A, Part V, Subpart G Note).

(xxiv) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (JUN 2020)
(42 U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR clause 52.226-
6.

(xxv) 52.232—-40, Providing Accelerated Payments to Small Business Subcontractors (MAR
2023) (31 U.S.C. 3903 and 10 U.S.C. 3801). Flow down required in accordance with paragraph
(c) of 52.232—40.

(xxvi) 52.240-1, Prohibition on Unmanned Aircraft Systems Manufactured or Assembled by
American Security Drone Act—Covered Foreign Entities (NOV 2024) (Sections 1821-1826,
Pub. L. 118-31, 41 U.S.C.3901 note prec.).
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(xxvii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (NOV
2021) (46 U.S.C. 55305 and 10 U.S.C. 2631). Flow down required in accordance with
paragraph (d) of FAR clause 52.247-64.

(2) While not required, the Contractor may include in its subcontracts for commercial products
and commercial services a minimal number of additional clauses necessary to satisfy its
contractual obligations.

(End of Clause)

C.17 MANDATORY WRITTEN DISCLOSURES

Mandatory written disclosures required by FAR clause 52.203-13 to the Department of
Veterans Affairs, Office of Inspector General (OIG) must be made electronically through the VA
OIG Hotline at https://www.vaoig.gov/hotline/online-forms and clicking on "FAR clause 52.203-
13 Reporting." If you experience difficulty accessing the website, call the Hotline at 1-800-488-
8244 for further instructions.
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SECTION D - CONTRACT DOCUMENTS, EXHIBITS, OR
ATTACHMENTS
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SECTION E - SOLICITATION PROVISIONS

E.1 52.212-1 INSTRUCTIONS TO OFFERORS—COMMERCIAL PRODUCTS
AND COMMERCIAL SERVICES (SEP 2023)

(a) North American Industry Classification System (NAICS) code and small business size
standard. The NAICS code(s) and small business size standard(s) for this acquisition appear
elsewhere in the solicitation. However, the small business size standard for a concern that
submits an offer, other than on a construction or service acquisition, but proposes to furnish an
end item that it did not itself manufacture, process, or produce is 500 employees, or 150
employees for information technology value-added resellers under NAICS code 541519, if the
acquisition—

(1) Is set aside for small business and has a value above the simplified acquisition threshold;

(2) Uses the HUBZone price evaluation preference regardless of dollar value, unless the
offeror waives the price evaluation preference; or

(3) Is an 8(a), HUBZone, service-disabled veteran-owned, economically disadvantaged
women-owned, or women-owned small business set-aside or sole-source award regardless of
dollar value.

(b) Submission of offers. Submit signed and dated offers to the office specified in this
solicitation at or before the exact time specified in this solicitation. Offers may be submitted on
the SF 1449, letterhead stationery, or as otherwise specified in the solicitation. As a minimum,
offers must show—

(1) The solicitation number;
(2) The time specified in the solicitation for receipt of offers;
(3) The name, address, and telephone number of the offeror;

(4) A technical description of the items being offered in sufficient detail to evaluate
compliance with the requirements in the solicitation. This may include product literature, or other
documents, if necessary;

(5) Terms of any express warranty;
(6) Price and any discount terms;
(7) "Remit to" address, if different than mailing address;

(8) A completed copy of the representations and certifications at Federal Acquisition
Regulation (FAR) 52.212-3 (see FAR 52.212-3(b) for those representations and certifications
that the offeror shall complete electronically);

(9) Acknowledgment of Solicitation Amendments;
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(10) Past performance information, when included as an evaluation factor, to include recent
and relevant contracts for the same or similar items and other references (including contract
numbers, points of contact with telephone numbers and other relevant information); and

(11) If the offer is not submitted on the SF 1449, include a statement specifying the extent of
agreement with all terms, conditions, and provisions included in the solicitation. Offers that fail to
furnish required representations or information, or reject the terms and conditions of the
solicitation may be excluded from consideration.

(c) Period for acceptance of offers. The offeror agrees to hold the prices in its offer firm for 30
calendar days from the date specified for receipt of offers, unless another time period is
specified in an addendum to the solicitation.

(d) Product samples. When required by the solicitation, product samples shall be submitted at
or prior to the time specified for receipt of offers. Unless otherwise specified in this solicitation,
these samples shall be submitted at no expense to the Government, and returned at the
sender's request and expense, unless they are destroyed during preaward testing.

(e) Multiple offers. Offerors are encouraged to submit multiple offers presenting alternative
terms and conditions, including alternative line items (provided that the alternative line items are
consistent with FAR subpart 4.10), or alternative commercial products or commercial services
for satisfying the requirements of this solicitation. Each offer submitted will be evaluated
separately.

(f) Late submissions, modifications, revisions, and withdrawals of offers.

(1) Offerors are responsible for submitting offers, and any modifications, revisions, or
withdrawals, so as to reach the Government office designated in the solicitation by the time
specified in the solicitation. If no time is specified in the solicitation, the time for receipt is 4:30
p.m., local time, for the designated Government office on the date that offers or revisions are
due.

(2)(i) Any offer, modification, revision, or withdrawal of an offer received at the Government
office designated in the solicitation after the exact time specified for receipt of offers is "late" and
will not be considered unless it is received before award is made, the Contracting Officer
determines that accepting the late offer would not unduly delay the acquisition; and—

(A) If it was transmitted through an electronic commerce method authorized by the
solicitation, it was received at the initial point of entry to the Government infrastructure not later
than 5:00 p.m. one working day prior to the date specified for receipt of offers; or

(B) There is acceptable evidence to establish that it was received at the Government
installation designated for receipt of offers and was under the Government's control prior to the
time set for receipt of offers; or

(C) If this solicitation is a request for proposals, it was the only proposal received.

(i) However, a late modification of an otherwise successful offer, that makes its terms more
favorable to the Government, will be considered at any time it is received and may be accepted.
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(3) Acceptable evidence to establish the time of receipt at the Government installation
includes the time/date stamp of that installation on the offer wrapper, other documentary
evidence of receipt maintained by the installation, or oral testimony or statements of
Government personnel.

(4) If an emergency or unanticipated event interrupts normal Government processes so that
offers cannot be received at the Government office designated for receipt of offers by the exact
time specified in the solicitation, and urgent Government requirements preclude amendment of
the solicitation or other notice of an extension of the closing date, the time specified for receipt
of offers will be deemed to be extended to the same time of day specified in the solicitation on
the first work day on which normal Government processes resume.

(5) Offers may be withdrawn by written notice received at any time before the exact time set
for receipt of offers. Oral offers in response to oral solicitations may be withdrawn orally. If the
solicitation authorizes facsimile offers, offers may be withdrawn via facsimile received at any
time before the exact time set for receipt of offers, subject to the conditions specified in the
solicitation concerning facsimile offers. An offer may be withdrawn in person by an offeror or its
authorized representative if, before the exact time set for receipt of offers, the identity of the
person requesting withdrawal is established and the person signs a receipt for the offer.

(g) Contract award (not applicable to Invitation for Bids). The Government intends to evaluate
offers and award a contract without discussions with offerors. Therefore, the offeror's initial offer
should contain the offeror's best terms from a price and technical standpoint. However, the
Government reserves the right to conduct discussions if later determined by the Contracting
Officer to be necessary. The Government may reject any or all offers if such action is in the
public interest; accept other than the lowest offer; and waive informalities and minor
irregularities in offers received.

(h) Multiple awards. The Government may accept any item or group of items of an offer, unless
the offeror qualifies the offer by specific limitations. Unless otherwise provided in the Schedule,
offers may not be submitted for quantities less than those specified. The Government reserves
the right to make an award on any item for a quantity less than the quantity offered, at the unit
prices offered, unless the offeror specifies otherwise in the offer.

(i) Availability of requirements documents cited in the solicitation.

(1)(i) The GSA Index of Federal Specifications, Standards and Commercial Item Descriptions,
FPMR Part 101-29, and copies of specifications, standards, and product descriptions can be
downloaded from the ASSIST website at https:/assist.dla.mil.

(i) If the General Services Administration, Department of Agriculture, or Department of
Veterans Affairs issued this solicitation, a copy of specifications, standards, and commercial
item descriptions cited in this solicitation may be obtained from the address in paragraph (i)(1)(i)
of this provision.

(2) Most unclassified Defense specifications and standards may be downloaded from the
ASSIST website at https://assist.dla.mil.
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(3) Defense documents not available from the ASSIST website may be requested from the
Defense Standardization Program Office by-

(i) Using the ASSIST feedback module (https://assist.dla.mil/feedback); or

(ii) Contacting the Defense Standardization Program Office by telephone at 571-767-6688 or
email at assisthelp@dla.mil.

(4) Nongovernment (voluntary) standards must be obtained from the organization responsible
for their preparation, publication, or maintenance.

() Unique entity identifier. (Applies to all offers that exceed the micro-purchase threshold, and
offers at or below the micro-purchase threshold if the solicitation requires the Contractor to be
registered in the System for Award Management (SAM).) The Offeror shall enter, in the block
with its name and address on the cover page of its offer, the annotation “Unique Entity
Identifier” followed by the unique entity identifier that identifies the Offeror's name and address.
The Offeror also shall enter its Electronic Funds Transfer (EFT) indicator, if applicable. The EFT
indicator is a four-character suffix to the unique entity identifier. The suffix is assigned at the
discretion of the Offeror to establish additional SAM records for identifying alternative EFT
accounts (see FAR subpart 32.11) for the same entity. If the Offeror does not have a unique
entity identifier, it should contact the entity designated at www.sam.gov for unique entity
identifier establishment directly to obtain one. The Offeror should indicate that it is an offeror for
a Government contract when contacting the entity designated at www.sam.gov for establishing
the unique entity identifier.

(k) [Reserved]

(I) Debriefing. If a post-award debriefing is given to requesting offerors, the Government shall
disclose the following information, if applicable:

(1) The agency's evaluation of the significant weak or deficient factors in the debriefed
offeror's offer.

(2) The overall evaluated cost or price and technical rating of the successful and the
debriefed offeror and past performance information on the debriefed offeror.

(3) The overall ranking of all offerors, when any ranking was developed by the agency during
source selection.

(4) A summary of the rationale for award;

(5) For acquisitions of commercial products, the make and model of the product to be
delivered by the successful offeror.

(6) Reasonable responses to relevant questions posed by the debriefed offeror as to whether
source-selection procedures set forth in the solicitation, applicable regulations, and other
applicable authorities were followed by the agency.

(End of Provision)
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ADDENDUM to FAR 52.212-1 INSTRUCTIONS TO OFFERORS—COMMERCIAL PRODUCTS
AND COMMERCIAL SERVICES

Provisions that are incorporated by reference (by Citation Number, Title, and Date), have the
same force and effect as if they were given in full text. Upon request, the Contracting Officer will
make their full text available.

The following provisions are incorporated into 52.212-1 as an addendum to this solicitation:

E.2 52.201-1 ACQUISITION 360: VOLUNTARY SURVEY (SEP 2023)

(a) All actual and potential offerors are encouraged to provide feedback on the preaward and
debriefing processes, as applicable. Feedback may be provided to agencies up to 45 days after
award. The feedback is anonymous, unless the participant self-identifies in the survey. Actual
and potential offerors can participate in the survey by selecting the following link: https.:/
www.acquisition.qov/360.

(b) The Contracting Officer will not review the information provided until after contract award
and will not consider it in the award decision. The survey is voluntary and does not convey any
protections, rights, or grounds for protest. It creates a way for actual and potential offerors to
provide the Government constructive feedback about the preaward and debriefing processes,
as applicable, used for a specific acquisition.

(End of Clause)

E.3 52.204-24 REPRESENTATION REGARDING CERTAIN
TELECOMMUNICATIONS AND VIDEO SURVEILLANCE SERVICES OR
EQUIPMENT (NOV 2021)

The Offeror shall not complete the representation at paragraph (d)(1) of this provision if the
Offeror has represented that it “does not provide covered telecommunications equipment or
services as a part of its offered products or services to the Government in the performance of
any contract, subcontract, or other contractual instrument” in paragraph (c)(1) in the provision at
52.204-26, Covered Telecommunications Equipment or Services—Representation, or in
paragraph (v)(2)(i) of the provision at 52.212-3, Offeror Representations and Certifications—
Commercial Products and Commercial Services. The Offeror shall not complete the
representation in paragraph (d)(2) of this provision if the Offeror has represented that it “does
not use covered telecommunications equipment or services, or any equipment, system, or
service that uses covered telecommunications equipment or services” in paragraph (c)(2) of the
provision at 52.204-26, or in paragraph (v)(2)(ii) of the provision at 52.212-3.

(a) Definitions. As used in this provision—

Backhaul, covered telecommunications equipment or services, critical technology,
interconnection arrangements, reasonable inquiry, roaming, and substantial or essential
component have the meanings provided in the clause 52.204-25, Prohibition on Contracting for
Certain Telecommunications and Video Surveillance Services or Equipment.

(b) Prohibition. (1) Section 889(a)(1)(A) of the John S. McCain National Defense Authorization
Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after
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August 13, 2019, from procuring or obtaining, or extending or renewing a contract to procure or

obtain, any equipment, system, or service that uses covered telecommunications equipment or

services as a substantial or essential component of any system, or as critical technology as part
of any system. Nothing in the prohibition shall be construed to—

(i) Prohibit the head of an executive agency from procuring with an entity to provide a
service that connects to the facilities of a third-party, such as backhaul, roaming, or
interconnection arrangements; or

(i) Cover telecommunications equipment that cannot route or redirect user data traffic or
cannot permit visibility into any user data or packets that such equipment transmits or otherwise
handles.

(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for Fiscal
Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after August 13,
2020, from entering into a contract or extending or renewing a contract with an entity that uses
any equipment, system, or service that uses covered telecommunications equipment or services
as a substantial or essential component of any system, or as critical technology as part of any
system. This prohibition applies to the use of covered telecommunications equipment or
services, regardless of whether that use is in performance of work under a Federal contract.
Nothing in the prohibition shall be construed to—

(i) Prohibit the head of an executive agency from procuring with an entity to provide a
service that connects to the facilities of a third-party, such as backhaul, roaming, or
interconnection arrangements; or

(i) Cover telecommunications equipment that cannot route or redirect user data traffic or
cannot permit visibility into any user data or packets that such equipment transmits or otherwise
handles.

(c) Procedures. The Offeror shall review the list of excluded parties in the System for Award
Management (SAM) (https://www.sam.gov) for entities excluded from receiving federal awards
for “covered telecommunications equipment or services.”

(d) Representations. The Offeror represents that—

(1) It [ ] will, [ ] will not provide covered telecommunications equipment or services to the
Government in the performance of any contract, subcontract or other contractual instrument
resulting from this solicitation. The Offeror shall provide the additional disclosure information
required at paragraph (e)(1) of this section if the Offeror responds “will” in paragraph (d)(1) of
this section; and

(2) After conducting a reasonable inquiry, for purposes of this representation, the Offeror
represents that—

It [] does, [ ] does not use covered telecommunications equipment or services, or use any
equipment, system, or service that uses covered telecommunications equipment or services.
The Offeror shall provide the additional disclosure information required at paragraph (e)(2) of
this section if the Offeror responds “does” in paragraph (d)(2) of this section.
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(e) Disclosures. (1) Disclosure for the representation in paragraph (d)(1) of this provision. If the
Offeror has responded “will” in the representation in paragraph (d)(1) of this provision, the
Offeror shall provide the following information as part of the offer:

(i) For covered equipment—

(A) The entity that produced the covered telecommunications equipment (include entity
name, unique entity identifier, CAGE code, and whether the entity was the original equipment
manufacturer (OEM) or a distributor, if known);

(B) A description of all covered telecommunications equipment offered (include brand;
model number, such as OEM number, manufacturer part number, or wholesaler number; and
item description, as applicable); and

(C) Explanation of the proposed use of covered telecommunications equipment and any
factors relevant to determining if such use would be permissible under the prohibition in
paragraph (b)(1) of this provision.

(i) For covered services—

(A) If the service is related to item maintenance: A description of all covered
telecommunications services offered (include on the item being maintained: Brand; model
number, such as OEM number, manufacturer part number, or wholesaler number; and item
description, as applicable); or

(B) If not associated with maintenance, the Product Service Code (PSC) of the service
being provided; and explanation of the proposed use of covered telecommunications services
and any factors relevant to determining if such use would be permissible under the prohibition in
paragraph (b)(1) of this provision.

(2) Disclosure for the representation in paragraph (d)(2) of this provision. If the Offeror has
responded “does” in the representation in paragraph (d)(2) of this provision, the Offeror shall
provide the following information as part of the offer:

(i) For covered equipment—

(A) The entity that produced the covered telecommunications equipment (include entity
name, unique entity identifier, CAGE code, and whether the entity was the OEM or a distributor,
if known);

(B) A description of all covered telecommunications equipment offered (include brand;
model number, such as OEM number, manufacturer part number, or wholesaler number; and
item description, as applicable); and

(C) Explanation of the proposed use of covered telecommunications equipment and any
factors relevant to determining if such use would be permissible under the prohibition in
paragraph (b)(2) of this provision.

(ii) For covered services—
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(A) If the service is related to item maintenance: A description of all covered
telecommunications services offered (include on the item being maintained: Brand; model
number, such as OEM number, manufacturer part number, or wholesaler number; and item
description, as applicable); or

(B) If not associated with maintenance, the PSC of the service being provided; and
explanation of the proposed use of covered telecommunications services and any factors
relevant to determining if such use would be permissible under the prohibition in paragraph
(b)(2) of this provision.

(End of Provision)

E.4 52.204-29 FEDERAL ACQUISITION SUPPLY CHAIN SECURITY ACT
ORDERS—REPRESENTATION AND DISCLOSURES (DEC 2023)

(a) Definitions. As used in this provision, Covered article, FASCSA order, Intelligence
community, National security system, Reasonable inquiry, Sensitive compartmented
information, Sensitive compartmented information system, and Source have the meaning
provided in the clause 52.204-30, Federal Acquisition Supply Chain Security Act Orders—
Prohibition.

(b) Prohibition. Contractors are prohibited from providing or using as part of the performance of
the contract any covered article, or any products or services produced or provided by a source,
if the prohibition is set out in an applicable Federal Acquisition Supply Chain Security Act
(FASCSA) order, as described in paragraph (b)(1) of FAR 52.204-30, Federal Acquisition
Supply Chain Security Act Orders—Prohibition.

(c) Procedures. (1) The Offeror shall search for the phrase “FASCSA order” in the System for
Award Management (SAM)(https://www.sam.gov) for any covered article, or any products or
services produced or provided by a source, if there is an applicable FASCSA order described in
paragraph (b)(1) of FAR 52.204-30, Federal Acquisition Supply Chain Security Act Orders—
Prohibition.

(2) The Offeror shall review the solicitation for any FASCSA orders that are not in SAM, but
are effective and do apply to the solicitation and resultant contract (see FAR 4.2303(c)(2)).

(3) FASCSA orders issued after the date of solicitation do not apply unless added by an
amendment to the solicitation.

(d) Representation. By submission of this offer, the offeror represents that it has conducted a
reasonable inquiry, and that the offeror does not propose to provide or use in response to this
solicitation any covered article, or any products or services produced or provided by a source, if
the covered article or the source is prohibited by an applicable FASCSA order in effect on the
date the solicitation was issued, except as waived by the solicitation, or as disclosed in
paragraph (e).

(e) Disclosures. The purpose for this disclosure is so the Government may decide whether to
issue a waiver. For any covered article, or any products or services produced or provided by a
source, if the covered article or the source is subject to an applicable FASCSA order, and the
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Offeror is unable to represent compliance, then the Offeror shall provide the following
information as part of the offer:

(1) Name of the product or service provided to the Government;
(2) Name of the covered article or source subject to a FASCSA order;

(3) If applicable, name of the vendor, including the Commercial and Government Entity code
and unique entity identifier (if known), that supplied the covered article or the product or service
to the Offeror;

(4) Brand;

(5) Model number (original equipment manufacturer number, manufacturer part number, or
wholesaler number);

(6) Item description;

(7) Reason why the applicable covered article or the product or service is being provided or
used;

(f) Executive agency review of disclosures. The contracting officer will review disclosures
provided in paragraph (e) to determine if any waiver may be sought. A contracting officer may
choose not to pursue a waiver for covered articles or sources otherwise subject to a FASCSA
order and may instead make an award to an offeror that does not require a waiver.

(End of Provision)

E.5 52.209-7 INFORMATION REGARDING RESPONSIBILITY MATTERS (OCT
2018)

(a) Definitions. As used in this provision—

"Administrative proceeding" means a non-judicial process that is adjudicatory in nature in order
to make a determination of fault or liability (e.g., Securities and Exchange Commission
Administrative Proceedings, Civilian Board of Contract Appeals Proceedings, and Armed
Services Board of Contract Appeals Proceedings). This includes administrative proceedings at
the Federal and State level but only in connection with performance of a Federal contract or
grant. It does not include agency actions such as contract audits, site visits, corrective plans, or
inspection of deliverables.

"Federal contracts and grants with total value greater than $10,000,000" means—
(1) The total value of all current, active contracts and grants, including all priced options; and

(2) The total value of all current, active orders including all priced options under indefinite-
delivery, indefinite-quantity, 8(a), or requirements contracts (including task and delivery and
multiple-award Schedules).

"Principal" means an officer, director, owner, partner, or a person having primary management
or supervisory responsibilities within a business entity (e.g., general manager; plant manager;
head of a division or business segment; and similar positions).

Page 64 of 88



36C24125R0116

(b) The offeror [ ] has [ ] does not have current active Federal contracts and grants with total
value greater than $10,000,000.

(c) If the offeror checked "has" in paragraph (b) of this provision, the offeror represents, by
submission of this offer, that the information it has entered in the Federal Awardee Performance
and Integrity Information System (FAPIIS) is current, accurate, and complete as of the date of
submission of this offer with regard to the following information:

(1) Whether the offeror, and/or any of its principals, has or has not, within the last five years,
in connection with the award to or performance by the offeror of a Federal contract or grant,
been the subject of a proceeding, at the Federal or State level that resulted in any of the
following dispositions:

(i) In a criminal proceeding, a conviction.

(i) In a civil proceeding, a finding of fault and liability that results in the payment of a
monetary fine, penalty, reimbursement, restitution, or damages of $5,000 or more.

(iii) In an administrative proceeding, a finding of fault and liability that results in—
(A) The payment of a monetary fine or penalty of $5,000 or more; or
(B) The payment of a reimbursement, restitution, or damages in excess of $100,000.

(iv) In a criminal, civil, or administrative proceeding, a disposition of the matter by consent or
compromise with an acknowledgment of fault by the Contractor if the proceeding could have led
to any of the outcomes specified in paragraphs (c)(1)(i), (c)(1)(ii), or (c)(1)(iii) of this provision.

(2) If the offeror has been involved in the last five years in any of the occurrences listed in
(c)(1) of this provision, whether the offeror has provided the requested information with regard to
each occurrence.

(d) The offeror shall post the information in paragraphs (c)(1)(i) through (c)(1)(iv) of this
provision in FAPIIS as required through maintaining an active registration in the System for
Award Management, which can be accessed via https:/www.sam.gov (see 52.204-7).

(End of Provision)

E.6 52.216-1 TYPE OF CONTRACT (APR 1984)

The Government contemplates award of a Firm-Fixed-Price, Indefinite Quantity contract
resulting from this solicitation.

(End of Provision)

E.7 52.225-6 TRADE AGREEMENTS CERTIFICATE (FEB 2021)

(a) The offeror certifies that each end product, except those listed in paragraph (b) of this
provision, is a U.S.-made or designated country end product, as defined in the clause of this
solicitation entitled "Trade Agreements."
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(b) The offeror shall list as other end products those supplies that are not U.S.-made or
designated country end products.

Other End Products

Line item No. Country of origin

[List as necessary]

(c) The Government will evaluate offers in accordance with the policies and procedures of Part
25 of the Federal Acquisition Regulation. For line items covered by the WTO GPA, the
Government will evaluate offers of U.S.-made or designated country end products without
regard to the restrictions of the Buy American statute. The Government will consider for award
only offers of U.S.-made or designated country end products unless the Contracting Officer
determines that there are no offers for such products or that the offers for those products are
insufficient to fulfill the requirements of this solicitation.

(End of Provision)

E.8 52.233-2 SERVICE OF PROTEST (SEP 2006)

Protests, as defined in section 33.101 of the Federal Acquisition Regulation, that are filed
directly with an agency, and copies of any protests that are filed with the Government
Accountability Office (GAO), shall be served on the Contracting Officer (addressed as follows)
by obtaining written and dated acknowledgment of receipt from:

Melanie Stockman: melanie.stockman@va.gov

(b) The copy of any protest shall be received in the office designated above within one day of
filing a protest with the GAO.

(End of Provision)

FAR Title Date

Number

852.233-70 PROTEST CONTENT/ALTERNATIVE DISPUTE OCT 2018
RESOLUTION

E.9 VAAR 852.233-71 ALTERNATE PROTEST PROCEDURE (OCT 2018)

(a) As an alternative to filing a protest with the Contracting Officer, an interested party may file
a protest by mail or electronically with: Executive Director, Office of Acquisition and Logistics,
Risk Management and Compliance Service (003A2C), Department of Veterans Affairs, 810
Vermont Avenue NW, Washington, DC 20420 or Email: EDProtests@va.gov.

(b) The protest will not be considered if the interested party has a protest on the same or
similar issue(s) pending with the Contracting Officer.

(End of Provision)
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PLEASE NOTE: The correct mailing information for filing alternate protests is as follows:

Deputy Assistant Secretary for Acquisition and Logistics,
Risk Management Team, Department of Veterans Affairs
810 Vermont Avenue, N.W.
Washington, DC 20420
Or for solicitations issued by the Office of Construction and Facilities Management:

Director, Office of Construction and Facilities Management
811 Vermont Avenue, N.W.
Washington, DC 20420

E.10 52.252-1 SOLICITATION PROVISIONS INCORPORATED BY
REFERENCE (FEB 1998)

This solicitation incorporates one or more solicitation provisions by reference, with the same
force and effect as if they were given in full text. Upon request, the Contracting Officer will make
their full text available. The offeror is cautioned that the listed provisions may include blocks that
must be completed by the offeror and submitted with its quotation or offer. In lieu of submitting
the full text of those provisions, the offeror may identify the provision by paragraph identifier and
provide the appropriate information with its quotation or offer. Also, the full text of a solicitation
provision may be accessed electronically at this/these address(es):

https://www.acquisition.gov/browse/index/far
https://www.va.gov/oal/library/vaar/

(End of Provision)

FAR Title Date
Number

52.204-7 SYSTEM FOR AWARD MANAGEMENT NOV 2024
52.204-16 COMMERCIAL AND GOVERNMENT ENTITY CODE AUG 2020

REPORTING

52.204-17 OWNERSHIP OR CONTROL OF OFFEROR AUG 2020
52.204-20 PREDECESSOR OF OFFEROR AUG 2020
52.216-27 SINGLE OR MULTIPLE AWARDS OCT 1995

52.229-11 TAX ON CERTAIN FOREIGN PROCUREMENTS—NOTICE  JUN 2020
AND REPRESENTATION
852.239-75 INFORMATION AND COMMUNICATION TECHNOLOGY FEB 2023
ACCESSIBILITY NOTICE
(End of Addendum to 52.212-1)

E.11 52.212-2 EVALUATION—COMMERCIAL PRODUCTS AND
COMMERCIAL SERVICES (NOV 2021) (Tailored)

The Department of Veterans Affairs (VA) is issuing this Request for Proposal (RFP) to
solicit Contractors for the purpose of entering into a multiple award Indefinite Delivery,
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Indefinite Quantity (IDIQ) Contract with Firm Fixed Price (FFP) orders. This acquisition
is being conducted in accordance with the procedures in Federal Acquisition Regulation
(FAR) 15 and is being competed as an unrestricted requirement.

This requirement will be conducted in accordance with FAR 15, Negotiated Contracts.
The award resulting from this solicitation will be made based on the best overall
proposal that is determined to be the most beneficial to the Government (i.e., best
value). The following factors will be used to evaluate offers:

Technical
Past Performance
Price

The Technical Factor is more important than the Past Performance Factor, and the
Technical and Past Performance Factors are, individually, more important than Price.

To receive consideration for award, a rating of “Pass” must be received for Technical -
Subfactor 1: Minimum Technical Requirements (MTRs) and no less than "Acceptable"
must be achieved for the Technical Factor overall.

The non-Price factors, when combined, are significantly more important than Price.
Offerors are cautioned that the award may not necessarily be made to the lowest price
offered or the most highly rated technical proposal. Award may be made to other than
the lowest priced offeror, if the Government determines that a price premium is
warranted due to the merits of one or more of the non-price factors.

FACTORS AND SUB-FACTORS TO BE EVALUATED

Non-Price Factors:

1. Technical: The Technical Factor has three sub-factors, which are of equal
importance.

a) System Specific Minimum Technical Requirements (Pass/Fail)
b) Universal Requirements for All Systems (Pass/Fail)
¢) Maintenance Plan

2. Past Performance: The Past Performance Factor has two sub-factors, which are of
equal importance.

a) Past Experience
b) Past Performance Quality

Price Factor:

a) Price
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EVALUATION APPROACH

All proposals shall be subject to evaluation by a team of Government personnel.
Contents of the written proposals will be evaluated to determine the degree and extent
to which the requirements set forth in the RFP and SOW are satisfied, as applicable to
the specific Anesthesia System requirements the Contractor intends to satisfy. The
written content of proposals will be evaluated in strict accordance with the Evaluation
Approach described herein. Proposals which merely restate the requirement or state
that the requirement will be met, without providing supporting rationale, are not
sufficient. Offerors who fail to meet the minimum requirements of the solicitation will be
rated “Unacceptable” and thus, ineligible for award. The Government reserves the right
to award without discussions based upon the initial evaluation of proposals.

FACTOR 1 - TECHNICAL
TECHNICAL — (SUBFACTOR 1) MINUMUM TECHINICAL REQUIREMENTS (MTRs)
Minimum Technical Requirements will be evaluated as follows:

Offerors’ proposals will be evaluated on a pass/fail basis to ensure the proposed
Anesthesia System(s) meets all MTRs listed in the RFP. The proposed Anesthsia
System(s) must meet all MTRs in order to receive a pass rating. Proposals that receive
a fail rating on this sub factor will not receive further evaluation consideration and will
not be eligible for an award.

TECHNICAL - (SUBFACTOR 2) UNIVERSAL REQUIREMENTS FOR ALL SYSTEMS
Universal Requirements for All Systems will be evaluated as follows:

Offerors’ proposals will be evaluated on a pass/fail basis to ensure the proposed
Anesthesia System(s) meets all Universal Requirements listed in the RFP. The
proposed Anesthesia System(s) must meet all MTRs in order to receive a pass rating.
Proposals that receive a fail rating on this sub factor will not receive further evaluation
consideration and will not be eligible for an award. For Anesthesia Systems that offer
remote monitoring capability, the Government will evaluate the ability of the Anesthesia
System for VA Network Connectivity and Cloud Connectivity. The Government will
evaluate the offeror’s plan of action and milestones to achieve remote monitoring
capability, where applicable, if that ability is not available at contract award.

TECHNICAL — (SUBFACTOR 3) MAINTENANCE PLANS
Maintenance Plan will be evaluated as follows:

(1) Overall Maintenance Plan - The Government will evaluate how well offerors can
provide all required preventive, corrective, scheduled, and unscheduled maintenance on
the Anesthesia System. The maintenance plan will be evaluated to determine how
effectively and timely an offeror can provide maintenance services for their respective
Anesthesia System. Offerors who utilize trained company employees for all
maintenance services nationwide are highly desired for this requirement due to the
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criticality of equipment operation at all times. The use of an authorized licensed
subcontractor certified in the maintenance and repair of the proposing company’s
equipment is allowable.

(2) Completeness - The Maintenance Plan will be evaluated to determine whether the
offeror's methods and approach detailed in the Maintenance Plan have adequately and
completely considered all the requirements and specifications detailed in the SOW as
applicable to the offeror’'s Anesthesia System in accordance with the proposal
submission instructions of the solicitation.

FACTOR 2 - PAST PERFORMANCE

The Government will conduct a performance risk assessment based on the quality,
relevancy and regency of the Offeror's past performance, as well as that of its major
subcontractors (if applicable), as it relates to the probability of successful
accomplishment of the required effort.

The Past Performance will be evaluated as follows:
PAST PERFORMANCE - (SUBFACTOR 1) PAST EXPERIENCE

Past experience will be evaluated based on the degree to which the offeror’s written
narrative demonstrates its past experience performing recent and relevant work. Recent
work is defined as any work performed in the past 5 years. Areas of relevance include
Anesthesia Systems operating in accordance with manufacturer’s specifications,
experience in delivering, installing, maintaining, and performing preventive maintenance
on Anesthesia Systems that are similar in size, scope, and complexity as delineated in
the SOW.

PAST PERFORMANCE - (SUBFACTOR 2) PAST PERFORMANCE QUALITY

Past Performance Questionnaires (PPQs) (PPQ template will be incorporated into the
solicitation) will be used to evaluate the quality level (i.e., how well work was performed)
of offers’ past performance. PPQs will be evaluated to determine quality level in the
following areas, but are not limited to: quality of service, cost control, timeliness of
performance, and business relations. In the case of an Offeror without a record of
relevant past performance or for whom information on past performance is not
available, the Offeror may not be evaluated favorably or unfavorably on past
performance. The Offeror’s past performance will be evaluated as Neutral.

The Government may also consider past performance information obtained through
other sources and reserves the right to obtain past performance information from any
available source and may contact customers other than those identified by the Offeror
when evaluating past performance. Past performance information will be utilized to
determine the quality of the Offers’ past performance as it relates to the probability of
success of the required effort. The Government may use information provided by the
Offeror in its proposal submission, information in both Government and commercial
databases, and other reasonably available information that VA determines is relevant.
The more closely the previous/current performance of services matches the solicitation
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requirements in terms of performance, the more relevant the performance will be
considered.

FACTOR 3 - PRICE

The Government will evaluate each Offeror's Anesthesia System prices separately. The
Government will evaluate offers by adding the total of all line-item prices for a particular
Anesthesia System including options. The Total Evaluated Price will be that sum.
Contractors must specify where price discounts apply when offering more than one
specific Anesthesia System.

(End of Provision)

E.12 52.212-3 OFFEROR REPRESENTATIONS AND CERTIFICATIONS—
COMMERCIAL PRODUCTS AND COMMERCIAL SERVICES (MAY 2024)
(DEVIATION FEB 2025)

The Offeror shall complete only paragraph (b) of this provision if the Offeror has completed the
annual representations and certification electronically in the System for Award Management
(SAM) accessed through https.//www.sam.qov. If the Offeror has not completed the annual
representations and certifications electronically, the Offeror shall complete only paragraphs (c)
through (v) of this provision.

(a) Definitions. As used in this provision—

Covered telecommunications equipment or services has the meaning provided in the clause
52.204-25, Prohibition on Contracting for Certain Telecommunications and Video Surveillance
Services or Equipment.

Economically disadvantaged women-owned small business (EDWOSB) concern means a
small business concern that is at least 51 percent directly and unconditionally owned by, and
the management and daily business operations of which are controlled by, one or more women
who are citizens of the United States and who are economically disadvantaged in accordance
with 13 CFR 127, and the concern is identified by SBA or an approved third-party certifier in
accordance with 13 CFR 127.300. It automatically qualifies as a women-owned small business
eligible under the WOSB Program.

Forced or indentured child labor means all work or service—

(1) Exacted from any person under the age of 18 under the menace of any penalty for its
nonperformance and for which the worker does not offer himself voluntarily; or

(2) Performed by any person under the age of 18 pursuant to a contract the enforcement of
which can be accomplished by process or penalties.

Highest-level owner means the entity that owns or controls an immediate owner of the offeror,
or that owns or controls one or more entities that control an immediate owner of the offeror. No
entity owns or exercises control of the highest level owner.
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Immediate owner means an entity, other than the offeror, that has direct control of the offeror.
Indicators of control include, but are not limited to, one or more of the following: Ownership or
interlocking management, identity of interests among family members, shared facilities and
equipment, and the common use of employees.

Inverted domestic corporation means a foreign incorporated entity that meets the definition of
an inverted domestic corporation under 6 U.S.C. 395(b), applied in accordance with the rules
and definitions of 6 U.S.C. 395(c).

Manufactured end product means any end product in product and service codes (PSCs) 1000-
9999, except—

(1) PSC 5510, Lumber and Related Basic Wood Materials;

(2) Product or Service Group (PSG) 87, Agricultural Supplies;

(3) PSG 88, Live Animals;

(4) PSG 89, Subsistence;

(5) PSC 9410, Crude Grades of Plant Materials;

(6) PSC 9430, Miscellaneous Crude Animal Products, Inedible;

(7) PSC 9440, Miscellaneous Crude Agricultural and Forestry Products;
(8) PSC 9610, Ores;

(9) PSC 9620, Minerals, Natural and Synthetic; and

(10) PSC 9630, Additive Metal Materials.

Place of manufacture means the place where an end product is assembled out of components,
or otherwise made or processed from raw materials into the finished product that is to be
provided to the Government. If a product is disassembled and reassembled, the place of
reassembly is not the place of manufacture.

Predecessor means an entity that is replaced by a successor and includes any predecessors
of the predecessor.

Reasonable inquiry has the meaning provided in the clause 52.204—25, Prohibition on
Contracting for Certain Telecommunications and Video Surveillance Services or Equipment.

Restricted business operations means business operations in Sudan that include power
production activities, mineral extraction activities, oil-related activities, or the production of
military equipment, as those terms are defined in the Sudan Accountability and Divestment Act
of 2007 (Pub. L. 110-174). Restricted business operations do not include business operations
that the person (as that term is defined in Section 2 of the Sudan Accountability and Divestment
Act of 2007) conducting the business can demonstrate—

(1) Are conducted under contract directly and exclusively with the regional government of
southern Sudan;
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(2) Are conducted pursuant to specific authorization from the Office of Foreign Assets Control
in the Department of the Treasury, or are expressly exempted under Federal law from the
requirement to be conducted under such authorization;

(3) Consist of providing goods or services to marginalized populations of Sudan;

(4) Consist of providing goods or services to an internationally recognized peacekeeping
force or humanitarian organization;

(5) Consist of providing goods or services that are used only to promote health or education;
or

(6) Have been voluntarily suspended.
Sensitive technology—

(1) Means hardware, software, telecommunications equipment, or any other technology that
is to be used specifically—

(i) To restrict the free flow of unbiased information in Iran; or
(ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and

(2) Does not include information or informational materials the export of which the President
does not have the authority to regulate or prohibit pursuant to section 203(b)(3) of the
International Emergency Economic Powers Act (50 U.S.C. 1702(b)(3)).

Service-disabled veteran-owned small business (SDVOSB) concern means a small business
concern—

(1)(i) Not less than 51 percent of which is owned and controlled by one or more service-
disabled veterans or, in the case of any publicly owned business, not less than 51 percent of the
stock of which is owned by one or more service-disabled veterans; and

(i) The management and daily business operations of which are controlled by one or more
service-disabled veterans or, in the case of a service-disabled veteran with permanent and
severe disability, the spouse or permanent caregiver of such veteran; or

(2) A small business concern eligible under the SDVOSB Program in accordance with 13
CFR part 128 (see subpart 19.14).

(3) Service-disabled veteran, as used in this definition, means a veteran as defined in 38
U.S.C. 101(2), with a disability that is service-connected, as defined in 38 U.S.C. 101(16), and
who is registered in the Beneficiary Identification and Records Locator Subsystem, or successor
system that is maintained by the Department of Veterans Affairs’ Veterans Benefits
Administration, as a service-disabled veteran.

Service-disabled veteran-owned small business (SDVOSB) concern eligible under the
SDVOSB Program means an SDVOSB concern that—

(1) Effective January 1, 2024, is designated in the System for Award Management (SAM) as
certified by the Small Business Administration (SBA) in accordance with 13 CFR 128.300; or
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(2) Has represented that it is an SDVOSB concern in SAM and submitted a complete
application for certification to SBA on or before December 31, 2023.

Service-disabled veteran-owned small business (SDVOSB) Program means a program that
authorizes contracting officers to limit competition, including award on a sole-source basis, to
SDVOSB concerns eligible under the SDVOSB Program.

Small business concern—

(1) Means a concern, including its affiliates, that is independently owned and operated, not
dominant in its field of operation, and qualified as a small business under the criteria in 13 CFR
part 121 and size standards in this solicitation.

(2) Affiliates, as used in this definition, means business concerns, one of whom directly or
indirectly controls or has the power to control the others, or a third party or parties control or
have the power to control the others. In determining whether affiliation exists, consideration is
given to all appropriate factors including common ownership, common management, and
contractual relationships. SBA determines affiliation based on the factors set forth at 13 CFR
121.103.

Small disadvantaged business concern, consistent with 13 CFR 124.1001, means a small
business concern under the size standard applicable to the acquisition, that—

(1) Is at least 51 percent unconditionally and directly owned (as defined at 13 CFR 124.105)
by—

(i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and economically
disadvantaged (as defined at 13 CFR 124.104) individuals who are citizens of the United States;
and

(i) Each individual claiming economic disadvantage has a net worth not exceeding the
threshold at 13 CFR 124.104(c)(2) after taking into account the applicable exclusions set forth at
13 CFR 124.104(c)(2); and

(2) The management and daily business operations of which are controlled (as defined at 13
CFR 124.106) by individuals, who meet the criteria in paragraphs (1)(i) and (ii) of this definition.

Subsidiary means an entity in which more than 50 percent of the entity is owned—
(1) Directly by a parent corporation; or
(2) Through another subsidiary of a parent corporation.

Successor means an entity that has replaced a predecessor by acquiring the assets and
carrying out the affairs of the predecessor under a new name (often through acquisition or
merger). The term “successor” does not include new offices/divisions of the same company or a
company that only changes its name. The extent of the responsibility of the successor for the
liabilities of the predecessor may vary, depending on State law and specific circumstances.

Veteran-owned small business concern means a small business concern—
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(1) Not less than 51 percent of which is owned and controlled by one or more veterans (as
defined at 38 U.S.C. 101(2)) or, in the case of any publicly owned business, not less than 51
percent of the stock of which is owned by one or more veterans; and

(2) The management and daily business operations of which are controlled by one or more
veterans.

Women-owned business concern means a concern which is at least 51 percent owned by one
or more women; or in the case of any publicly owned business, at least 51 percent of its stock is
owned by one or more women; and whose management and daily business operations are
controlled by one or more women.

Women-owned small business concern means a small business concern—

(1) That is at least 51 percent owned by one or more women; or, in the case of any publicly
owned business, at least 51 percent of the stock of which is owned by one or more women; and

(2) Whose management and daily business operations are controlled by one or more women.

Women-owned small business (WOSB) concern eligible under the WOSB Program (in
accordance with 13 CFR part 127), means a small business concern that is at least 51 percent
directly and unconditionally owned by, and the management and daily business operations of
which are controlled by, one or more women who are citizens of the United States, and the
concern is certified by SBA or an approved third-party certifier in accordance with 13 CFR
127.300.

(b)(1) Annual Representations and Certifications. Any changes provided by the Offeror in
paragraph (b)(2) of this provision do not automatically change the representations and
certifications in SAM.

(2) The offeror has completed the annual representations and certifications electronically in
SAM accessed through http.//www.sam.qgov. After reviewing SAM information, the Offeror
verifies by submission of this offer that the representations and certifications currently posted
electronically at FAR 52.212-3, Offeror Representations and Certifications—Commercial
Products and Commercial Services, have been entered or updated in the last 12 months, are
current, accurate, complete, and applicable to this solicitation (including the business size
standard(s) applicable to the NAICS code(s) referenced for this solicitation), at the time this offer
is submitted and are incorporated in this offer by reference (see FAR 4.1201), except for
paragraphs .

(c) Offerors must complete the following representations when the resulting contract is for
supplies to be delivered or services to be performed in the United States or its outlying areas, or
when the contracting officer has applied part 19 in accordance with 19.000(b)(1)(ii). Check all
that apply.

(1) Small business concern. The offeror represents as part of its offer that—

() It[ 1is, [ ]is not a small business concern; or
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(i) It[ 1is, [ 1is not a small business joint venture that complies with the requirements of 13
CFR 121.103(h) and 13 CFR 125.8(a) and (b). [The offeror shall enter the name and unique
entity identifier of each party to the joint venture: |

(2) Veteran-owned small business concern. [Complete only if the offeror represented itself as
a small business concern in paragraph (c)(1) of this provision.] The offeror represents as part of
its offer thatit[ ]is, [ ] is not a veteran-owned small business concern.

(3) SDVOSB concern. [Complete only if the offeror represented itself as a veteran-owned
small business concern in paragraph (c)(2) of this provision.] The offeror represents that it [ ] is,
[]1is not an SDVOSB concern.

(4) SDVOSB concern joint venture eligible under the SDVOSB Program. The offeror
represents that it [ ] is, [ ] is not an SDVOSB joint venture eligible under the SDVOSB Program
that complies with the requirements of 13 CFR 128.402. [Complete only if the offeror
represented itself as an SDVOSB concern in paragraph (c)(3) of this provision.] [The offeror
shall enter the name and unique entity identifier of each party to the joint venture:__.]

(5) Small disadvantaged business concern. [Complete only if the offeror represented itself as
a small business concern in paragraph (c)(1) of this provision.] The offeror represents that it [ ]
is, [ ]is not a small disadvantaged business concern as defined in 13 CFR 124.1001.

(6) Women-owned small business concern. [Complete only if the offeror represented itself as
a small business concern in paragraph (c)(1) of this provision.] The offeror represents that it [ ]
is, [ ]is not a women-owned small business concern.

(7) WOSB join venture eligible under the WOSB Program. [Complete only if the offeror
represented itself as a women-owned small business concern in paragraph (c)(5) of this
provision.] The offeror represents that it [] is, [ ] is not a joint venture that complies with the
requirements of 13 CFR 127.506(a) through (c). [The offeror shall enter the name and unique
entity identifier of each party to the joint venture: J

(8) Economically disadvantaged women-owned small business (EDWOSB) joint venture. The
offeror represents that it [ ] is, [ ] is not a joint venture that complies with the requirements of 13
CFR part 127.506(a) through (c). [The offeror shall enter the name and unique entity identifier of
each party to the joint venture: J

Note to Paragraphs (c)(9) and (10): Complete paragraphs (c)(9) and (10) only if this
solicitation is expected to exceed the simplified acquisition threshold.

(9) Women-owned business concern (other than small business concern). [Complete only if
the offeror is a women-owned business concern and did not represent itself as a small business
concern in paragraph (c)(1) of this provision.] The offeror represents that it [ ] is a women-
owned business concern.

(10) Tie bid priority for labor surplus area concerns. |If this is an invitation for bid, small
business offerors may identify the labor surplus areas in which costs to be incurred on account
of manufacturing or production (by offeror or first-tier subcontractors) amount to more than 50
percent of the contract price:

Page 76 of 88



36C24125R0116

(11) HUBZone small business concern. [Complete only if the offeror represented itself as a
small business concern in paragraph (c)(1) of this provision.] The offeror represents, as part of
its offer, that—

(i) It[1is, []is not a HUBZone small business concern listed, on the date of this
representation, as having been certified by SBA as a HUBZone small business concern in the
Dynamic Small Business Search and SAM, and will attempt to maintain an employment rate of
HUBZone residents of 35 percent of its employees during performance of a HUBZone contract
(see 13 CFR 126.200(e)(1)); and

(i) It[]is, []is not a HUBZone joint venture that complies with the requirements of 13 CFR
Part 126.616(a) through (c). [The offeror shall enter the name and unique entity identifier of
each party to the joint venture: .] Each HUBZone small business concern
participating in the HUBZone joint venture shall provide representation of its HUBZone status.

(d) [Reserved]

(e) Certification Regarding Payments to Influence Federal Transactions (31 U.S.C. 1352).
(Applies only if the contract is expected to exceed $150,000.) By submission of its offer, the
offeror certifies to the best of its knowledge and belief that no Federal appropriated funds have
been paid or will be paid to any person for influencing or attempting to influence an officer or
employee of any agency, a Member of Congress, an officer or employee of Congress or an
employee of a Member of Congress on his or her behalf in connection with the award of any
resultant contract. If any registrants under the Lobbying Disclosure Act of 1995 have made a
lobbying contact on behalf of the offeror with respect to this contract, the offeror shall complete
and submit, with its offer, OMB Standard Form LLL, Disclosure of Lobbying Activities, to provide
the name of the registrants. The offeror need not report regularly employed officers or
employees of the offeror to whom payments of reasonable compensation were made.

(f) Buy American Certificate. (Applies only if the clause at Federal Acquisition Regulation
(FAR) 52.225-1, Buy American—Supplies, is included in this solicitation.)

(1)(i) The Offeror certifies that each end product, except those listed in paragraph (f)(2) of this
provision, is a domestic end product and that each domestic end product listed in paragraph
(f)(3) of this provision contains a critical component.

(ii) The Offeror shall list as foreign end products those end products manufactured in the
United States that do not qualify as domestic end products. For those foreign end products that
do not consist wholly or predominantly of iron or steel or a combination of both, the Offeror shall
also indicate whether these foreign end products exceed 55 percent domestic content, except
for those that are COTS items. If the percentage of the domestic content is unknown, select
“no”.

(iii) The Offeror shall separately list the line item numbers of domestic end products that
contain a critical component (see FAR 25.105).
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(iv) The terms “commercially available off-the-shelf (COTS) item,” “critical component,”
“domestic end product,” “end product,” “foreign end product,” and “United States” are defined
in the clause of this solicitation entitled “Buy American—Supplies.”

(2) Foreign End Products:

Line item No. Country of origin Exceeds 55% domestic
content (yes/no)

[List as necessary]
(3) Domestic end products containing a critical component: Line Item No.
[List as necessary]

(4) The Government will evaluate offers in accordance with the policies and procedures of
FAR part 25.

(9)(1) Buy American—Free Trade Agreements—Israeli Trade Act Certificate. (Applies only if
the clause at FAR 52.225-3, Buy American—Free Trade Agreements—Israeli Trade Act, is
included in this solicitation.)

()(A) The Offeror certifies that each end product, except those listed in paragraph (g)(1)(ii)
or (iii) of this provision, is a domestic end product and that each domestic end product listed in
paragraph (g)(1)(iv) of this provision contains a critical component.

(B) The terms “Bahraini, Moroccan, Omani, Panamanian, or Peruvian end product,”
“commercially available off-the-shelf (COTS) item,” “critical component,” “domestic end
product,” “end product,” “foreign end product,” “Free Trade Agreement country,” “Free Trade
Agreement country end product,” “Israeli end product,” and “United States” are defined in the
clause of this solicitation entitled “Buy American—Free Trade Agreements—Israeli Trade Act.”

(ii) The Offeror certifies that the following supplies are Free Trade Agreement country end
products (other than Bahraini, Moroccan, Omani, Panamanian, or Peruvian end products) or
Israeli end products as defined in the clause of this solicitation entitled “Buy American—Free
Trade Agreements—Israeli Trade Act.”

Free Trade Agreement Country End Products (Other than Bahraini, Moroccan, Omani,
Panamanian, or Peruvian End Products) or Israeli End Products:

Line item No. Country of origin

[List as necessary]

(iii) The Offeror shall list those supplies that are foreign end products (other than those listed
in paragraph (g)(1)(ii) of this provision) as defined in the clause of this solicitation entitled “Buy
American—Free Trade Agreements—Israeli Trade Act.” The Offeror shall list as other foreign
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end products those end products manufactured in the United States that do not qualify as
domestic end products. For those foreign end products that do not consist wholly or
predominantly of iron or steel or a combination of both, the Offeror shall also indicate whether
these foreign end products exceed 55 percent domestic content, except for those that are
COTS items. If the percentage of the domestic content is unknown, select “no”.

Other Foreign End Products:

Line item No. Country of origin Exceeds 55% domestic
content (yes/no)

[List as necessary]

(iv) The Offeror shall list the line item numbers of domestic end products that contain a
critical component (see FAR 25.105). Line Item No.

[List as necessary]

(v) The Government will evaluate offers in accordance with the policies and procedures of
FAR part 25.

(2) Buy American—Free Trade Agreements—Israeli Trade Act Certificate, Alternate . If
Alternate Il to the clause at FAR 52.225-3 is included in this solicitation, substitute the following
paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic provision:

(9)(1)(ii) The offeror certifies that the following supplies are Israeli end products as defined in
the clause of this solicitation entitled “Buy American—Free Trade Agreements—Israeli Trade
Act”:

Israeli End Products:

Line item No. Country of origin

[List as necessary]

(3) Buy American—Free Trade Agreements—Israeli Trade Act Certificate, Alternate III. If
Alternate lll to the clause at 52.225-3 is included in this solicitation, substitute the following
paragraphs (g)(1)(i)(B) and (g)(1)(ii) for paragraphs (g)(1)(i)(B) and (g)(1)(ii) of the basic
provision:

(9)(1)(i)(B) The terms “Korean end product”, “commercially available off-the shelf (COTS)
item,” “critical component,” “domestic end product,” “end product,” “foreign end product,”
“Free Trade Agreement country,” “Free Trade Agreement country end product,” “Israeli end
product,” and “United States” are defined in the clause of this solicitation entitled “Buy
American— Free Trade Agreements—Israeli Trade Act.”

LTI} IEINT} LEINT}
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(g)(1)(ii) The Offeror certifies that the following supplies are Korean end products or Israeli end
products as defined in the clause of this solicitation entitled “Buy American—Free Trade
Agreements—Israeli Trade Act”:

Korean End Products or Israeli End Products:

Line item No. Country of origin

[List as necessary]

(4) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, Trade
Agreements, is included in this solicitation.)

(i) The offeror certifies that each end product, except those listed in paragraph (g)(4)(ii) of
this provision, is a U.S.-made or designated country end product, as defined in the clause of this
solicitation entitled “Trade Agreements”.

(ii) The offeror shall list as other end products those end products that are not U.S.-made or
designated country end products.

Other End Products:

Line item No. Country of origin

[List as necessary]

(iii) The Government will evaluate offers in accordance with the policies and procedures of
FAR Part 25. For line items covered by the WTO GPA, the Government will evaluate offers of
U.S.-made or designated country end products without regard to the restrictions of the Buy
American statute. The Government will consider for award only offers of U.S.-made or
designated country end products unless the Contracting Officer determines that there are no
offers for such products or that the offers for such products are insufficient to fulfill the
requirements of the solicitation.

(h) Certification Regarding Responsibility Matters (Executive Order 12689). (Applies only if the
contract value is expected to exceed the simplified acquisition threshold.) The offeror certifies,
to the best of its knowledge and belief, that the offeror and/or any of its principals—

(1) [ 1Are, [ ]are not presently debarred, suspended, proposed for debarment, or declared
ineligible for the award of contracts by any Federal agency;

(2) [ 1 Have, [ ] have not, within a three-year period preceding this offer, been convicted of or
had a civil judgment rendered against them for: commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a Federal, state or local
government contract or subcontract; violation of Federal or state antitrust statutes relating to the
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submission of offers; or Commission of embezzlement, theft, forgery, bribery, falsification or
destruction of records, making false statements, tax evasion, violating Federal criminal tax laws,
or receiving stolen property;

(3) [ 1Are, [ ]are not presently indicted for, or otherwise criminally or civilly charged by a
Government entity with, commission of any of these offenses enumerated in paragraph (h)(2) of
this clause; and

(4) [ 1 Have, [ ] have not, within a three-year period preceding this offer, been notified of any
delinquent Federal taxes in an amount that exceeds the threshold at 9.104-5(a)(2) for which the
liability remains unsatisfied.

(i) Taxes are considered delinquent if both of the following criteria apply:

(A) The tax liability is finally determined. The liability is finally determined if it has been
assessed. A liability is not finally determined if there is a pending administrative or judicial
challenge. In the case of a judicial challenge to the liability, the liability is not finally determined
until all judicial appeal rights have been exhausted.

(B) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the taxpayer
has failed to pay the tax liability when full payment was due and required. A taxpayer is not
delinquent in cases where enforced collection action is precluded.

(i) Examples.

(A) The taxpayer has received a statutory notice of deficiency, under I.R.C. Sec. 6212,
which entitles the taxpayer to seek Tax Court review of a proposed tax deficiency. This is not a
delinquent tax because it is not a final tax liability. Should the taxpayer seek Tax Court review,
this will not be a final tax liability until the taxpayer has exercised all judicial appeal rights.

(B) The IRS has filed a notice of Federal tax lien with respect to an assessed tax liability,
and the taxpayer has been issued a notice under |.R.C. Sec. 6320 entitling the taxpayer to
request a hearing with the IRS Office of Appeals contesting the lien filing, and to further appeal
to the Tax Court if the IRS determines to sustain the lien filing. In the course of the hearing, the
taxpayer is entitled to contest the underlying tax liability because the taxpayer has had no prior
opportunity to contest the liability. This is not a delinquent tax because it is not a final tax
liability. Should the taxpayer seek tax court review, this will not be a final tax liability until the
taxpayer has exercised all judicial appeal rights.

(C) The taxpayer has entered into an installment agreement pursuant to |.R.C. Sec. 6159.
The taxpayer is making timely payments and is in full compliance with the agreement terms.
The taxpayer is not delinquent because the taxpayer is not currently required to make full
payment.

(D) The taxpayer has filed for bankruptcy protection. The taxpayer is not delinquent
because enforced collection action is stayed under 11 U.S.C. 362 (the Bankruptcy Code).

(i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive Order
13126).
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(1) Listed end products.

Listed end product Listed countries of origin

(2) Certification. [If the Contracting Officer has identified end products and countries of origin
in paragraph (i)(1) of this provision, then the offeror must certify to either (i)(2)(i) or (i)(2)(ii) by
checking the appropriate block.]

[1 () The offeror will not supply any end product listed in paragraph (i)(1) of this provision that
was mined, produced, or manufactured in the corresponding country as listed for that product.

[] (ii) The offeror may supply an end product listed in paragraph (i)(1) of this provision that
was mined, produced, or manufactured in the corresponding country as listed for that product.
The offeror certifies that it has made a good faith effort to determine whether forced or
indentured child labor was used to mine, produce, or manufacture any such end product
furnished under this contract. On the basis of those efforts, the offeror certifies that it is not
aware of any such use of child labor.

(i) Place of manufacture. (Does not apply unless the solicitation is predominantly for the
acquisition of manufactured end products.) For statistical purposes only, the offeror shall
indicate whether the place of manufacture of the end products it expects to provide in response
to this solicitation is predominantly—

(1) _ In the United States (Check this box if the total anticipated price of offered end
products manufactured in the United States exceeds the total anticipated price of offered end
products manufactured outside the United States); or

(2) __ Outside the United States.

(k) Certificates regarding exemptions from the application of the Service Contract Labor
Standards. (Certification by the offeror as to its compliance with respect to the contract also
constitutes its certification as to compliance by its subcontractor if it subcontracts out the exempt
services.) [The contracting officer is to check a box to indicate if paragraph (k)(1) or (k)(2)
applies.]

[1 (1) Maintenance, calibration, or repair of certain equipment as described in FAR 22.1003-
4(c)(1). The offeror [ ] does [ ] does not certify that—

(i) The items of equipment to be serviced under this contract are used regularly for other
than Governmental purposes and are sold or traded by the offeror (or subcontractor in the case
of an exempt subcontract) in substantial quantities to the general public in the course of normal
business operations;
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(ii) The services will be furnished at prices which are, or are based on, established catalog
or market prices (see FAR 22.1003- 4(c)(2)(ii)) for the maintenance, calibration, or repair of
such equipment; and

(iii) The compensation (wage and fringe benefits) plan for all service employees performing
work under the contract will be the same as that used for these employees and equivalent
employees servicing the same equipment of commercial customers.

[] (2) Certain services as described in FAR 22.1003- 4(d)(1). The offeror [ ] does [ ] does not
certify that—

(i) The services under the contract are offered and sold regularly to non-Governmental
customers, and are provided by the offeror (or subcontractor in the case of an exempt
subcontract) to the general public in substantial quantities in the course of normal business
operations;

(i) The contract services will be furnished at prices that are, or are based on, established
catalog or market prices (see FAR 22.1003-4(d)(2)(iii));

(iii) Each service employee who will perform the services under the contract will spend only
a small portion of his or her time (a monthly average of less than 20 percent of the available
hours on an annualized basis, or less than 20 percent of available hours during the contract
period if the contract period is less than a month) servicing the Government contract; and

(iv) The compensation (wage and fringe benefits) plan for all service employees performing
work under the contract is the same as that used for these employees and equivalent
employees servicing commercial customers.

(3) If paragraph (k)(1) or (k)(2) of this clause applies—

(i) If the offeror does not certify to the conditions in paragraph (k)(1) or (k)(2) and the
Contracting Officer did not attach a Service Contract Labor Standards wage determination to
the solicitation, the offeror shall notify the Contracting Officer as soon as possible; and

(i) The Contracting Officer may not make an award to the offeror if the offeror fails to
execute the certification in paragraph (k)(1) or (k)(2) of this clause or to contact the Contracting
Officer as required in paragraph (k)(3)(i) of this clause.

(I) Taxpayer Identification Number (TIN) (26 U.S.C. 6109, 31 U.S.C. 7701). (Not applicable if
the offeror is required to provide this information to SAM to be eligible for award.)

(1) All offerors must submit the information required in paragraphs (1)(3) through (1)(5) of this
provision to comply with debt collection requirements of 31 U.S.C. 7701(c) and 3325(d),
reporting requirements of 26 U.S.C. 6041, 6041A, and 6050M, and implementing regulations
issued by the Internal Revenue Service (IRS).

(2) The TIN may be used by the Government to collect and report on any delinquent amounts
arising out of the offeror's relationship with the Government (31 U.S.C. 7701(c)(3)). If the
resulting contract is subject to the payment reporting requirements described in FAR 4.904, the

Page 83 of 88



36C24125R0116
TIN provided hereunder may be matched with IRS records to verify the accuracy of the offeror's
TIN.

(3) Taxpayer Identification Number (TIN).

[ ]TIN:

[ 1TIN has been applied for.
[ 1TIN is not required because:

[ ] Offeror is a nonresident alien, foreign corporation, or foreign partnership that does not
have income effectively connected with the conduct of a trade or business in the United States
and does not have an office or place of business or a fiscal paying agent in the United States;

[ ] Offeror is an agency or instrumentality of a foreign government;

[ ] Offeror is an agency or instrumentality of the Federal Government.
(4) Type of organization.

[ ] Sole proprietorship;

[ ] Partnership;

[ 1 Corporate entity (not tax-exempt);

[ ] Corporate entity (tax-exempt);

[ 1 Government entity (Federal, State, or local);

[ ] Foreign government;

[ ] International organization per 26 CFR 1.6049-4;

[ ]1Other

(5) Common parent.
[ ] Offeror is not owned or controlled by a common parent;
[ 1 Name and TIN of common parent:

Name

TIN

(m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies
that the offeror does not conduct any restricted business operations in Sudan.

(n) Prohibition on Contracting with Inverted Domestic Corporations.

(1) Government agencies are not permitted to use appropriated (or otherwise made available)
funds for contracts with either an inverted domestic corporation, or a subsidiary of an inverted
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domestic corporation, unless the exception at 9.108-2(b) applies or the requirement is waived in
accordance with the procedures at 9.108-4.
(2) Representation. The Offeror represents that—
() It[]1is, []is not an inverted domestic corporation; and
(i) It[]is, []1is not a subsidiary of an inverted domestic corporation.

(o) Prohibition on contracting with entities engaging in certain activities or transactions relating
to Iran.

(1) The offeror shall email questions concerning sensitive technology to the Department of
State at CISADA106@state.gov.

(2) Representation and certifications. Unless a waiver is granted or an exception applies as
provided in paragraph (0)(3) of this provision, by submission of its offer, the offeror—

(i) Represents, to the best of its knowledge and belief, that the offeror does not export any
sensitive technology to the government of Iran or any entities or individuals owned or controlled
by, or acting on behalf or at the direction of, the government of Iran;

(i) Certifies that the offeror, or any person owned or controlled by the offeror, does not
engage in any activities for which sanctions may be imposed under section 5 of the Iran
Sanctions Act; and

(iii) Certifies that the offeror, and any person owned or controlled by the offeror, does not
knowingly engage in any transaction that exceeds the threshold at FAR 25.703-2(a)(2) with
Iran’s Revolutionary Guard Corps or any of its officials, agents, or affiliates, the property and
interests in property of which are blocked pursuant to the International Emergency Economic
Powers Act (50 U.S.C. 1701 et seq.) (see OFAC’s Specially Designated Nationals and Blocked
Persons List at https://www.treasury.gov/resource-center/sanctions/SDN-
List/Pages/default.aspx).

(3) The representation and certification requirements of paragraph (0)(2) of this provision do
not apply if—

(i) This solicitation includes a trade agreements certification (e.g., 52.212-3(g) or a
comparable agency provision); and

(i) The offeror has certified that all the offered products to be supplied are designated
country end products.

(p) Ownership or Control of Offeror. (Applies in all solicitations when there is a requirement to
be registered in SAM or a requirement to have a unique entity identifier in the solicitation).

(1) The Offeror represents that it [ ] has or [ ] does not have an immediate owner. If the
Offeror has more than one immediate owner (such as a joint venture), then the Offeror shall
respond to paragraph (2) and if applicable, paragraph (3) of this provision for each participant in
the joint venture.
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(2) If the Offeror indicates “has” in paragraph (p)(1) of this provision, enter the following
information:

Immediate owner CAGE code:

Immediate owner legal name:

(Do not use a “doing business as” name)

Is the immediate owner owned or controlled by another entity: [] Yes or [ ] No.

(3) If the Offeror indicates “yes” in paragraph (p)(2) of this provision, indicating that the
immediate owner is owned or controlled by another entity, then enter the following information:

Highest-level owner CAGE code: .
Highest-level owner legal name:
(Do not use a “doing business as” name)

(q) Representation by Corporations Regarding Delinquent Tax Liability or a Felony Conviction
under any Federal Law.

(1) As required by sections 744 and 745 of Division E of the Consolidated and Further
Continuing Appropriations Act, 2015 (Pub. L. 113-235), and similar provisions, if contained in
subsequent appropriations acts, The Government will not enter into a contract with any
corporation that—

(i) Has any unpaid Federal tax liability that has been assessed, for which all judicial and
administrative remedies have been exhausted or have lapsed, and that is not being paid in a
timely manner pursuant to an agreement with the authority responsible for collecting the tax
liability, where the awarding agency is aware of the unpaid tax liability, unless an agency has
considered suspension or debarment of the corporation and made a determination that
suspension or debarment is not necessary to protect the interests of the Government; or

(i) Was convicted of a felony criminal violation under any Federal law within the preceding
24 months, where the awarding agency is aware of the conviction, unless an agency has
considered suspension or debarment of the corporation and made a determination that this
action is not necessary to protect the interests of the Government.

(2) The Offeror represents that—

(i) Itis []is not [ ] a corporation that has any unpaid Federal tax liability that has been
assessed, for which all judicial and administrative remedies have been exhausted or have
lapsed, and that is not being paid in a timely manner pursuant to an agreement with the
authority responsible for collecting the tax liability; and

(ii) Itis [1is not [ ] a corporation that was convicted of a felony criminal violation under a
Federal law within the preceding 24 months.

(r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204-16,
Commercial and Government Entity Code Reporting.)
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(1) The Offeror represents that it [ ] is or [ ] is not a successor to a predecessor that held a
Federal contract or grant within the last three years.

(2) If the Offeror has indicated “is” in paragraph (r)(1) of this provision, enter the following
information for all predecessors that held a Federal contract or grant within the last three years
(if more than one predecessor, list in reverse chronological order):

Predecessor CAGE code: ___ (or mark “Unknown”).
Predecessor legal name:
(Do not use a “doing business as” hame).

(s) [Reserved]

(t) [Reserved]

(u)(1) In accordance with section 743 of Division E, Title VI, of the Consolidated and Further
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in
subsequent appropriations acts (and as extended in continuing resolutions), Government
agencies are not permitted to use appropriated (or otherwise made available) funds for
contracts with an entity that requires employees or subcontractors of such entity seeking to
report waste, fraud, or abuse to sign internal confidentiality agreements or statements
prohibiting or otherwise restricting such employees or subcontractors from lawfully reporting
such waste, fraud, or abuse to a designated investigative or law enforcement representative of a
Federal department or agency authorized to receive such information.

(2) The prohibition in paragraph (u)(1) of this provision does not contravene requirements
applicable to Standard Form 312 (Classified Information Nondisclosure Agreement), Form 4414
(Sensitive Compartmented Information Nondisclosure Agreement), or any other form issued by
a Federal department or agency governing the nondisclosure of classified information.

(3) Representation. By submission of its offer, the Offeror represents that it will not require its
employees or subcontractors to sign or comply with internal confidentiality agreements or
statements prohibiting or otherwise restricting such employees or subcontractors from lawfully
reporting waste, fraud, or abuse related to the performance of a Government contract to a
designated investigative or law enforcement representative of a Federal department or agency
authorized to receive such information (e.g., agency Office of the Inspector General).

(v) Covered Telecommunications Equipment or Services—Representation. Section
889(a)(1)(A) and section 889(a)(1)(B) of Public Law 115-232.

(1) The Offeror shall review the list of excluded parties in the System for Award Management
(SAM) (https:.//www.sam.gov) for entities excluded from receiving federal awards for “covered
telecommunications equipment or services”.

(2) The Offeror represents that—

(i) It [ ] does, [ ] does not provide covered telecommunications equipment or services as a
part of its offered products or services to the Government in the performance of any contract,
subcontract, or other contractual instrument.
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(i) After conducting a reasonable inquiry for purposes of this representation, that it [ ] does, [
] does not use covered telecommunications equipment or services, or any equipment, system,
or service that uses covered telecommunications equipment or services.

(End of Provision)
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