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« MORA V2.5 Significant Updates
— Added MORA Signal Resource Profile (MSRP) Regulations and Complex Types
— Updated IPv4 ML2B Multicast Dissemination
— Added Optional Support of IPv6 on VDB for MORA Device Component Type and on ML2B
— Split ML2B “MORA Transport Configuration” into resource and client structures
— Enhanced MDM Header for Version Functionality by MDM Type
— MDM Type 4 and 7 Message Updates
— Updated Specific MDM Applicability Promotions
— Updated “Required Control Fields” Definition
— Added “Client Inactivity Timeout” & “Command Execution Time”
— Clarified MDM Type 2 Response and added Error Order of Precedence
— Added Complete SDPPF / Spectrum Declarations
— Resolved XML to Binary Data Range and Resolution Precision Issues
— Updated MORA Implementation of VRT CAM Field Functions
— Added sequential to the uniqueness for MORA use of Message ID Field
— Assigned MORA Warning and Error Field bits for message level / prologue issues
— Clarified VRT control / context fields applicability for signal ports and switch groups
— Updated “Gain Stage” complex type’s Manual Gain and Output Level
— Reduced content for External Device in External Connection Map
— Updated MDM VLAN and Traffic Marking Specifications
— Updated MDM Type 1 Packet Generation and Execution Regulations
— Revised applicability of Generic End Node Management Parameters
— Updated “Signal Port Description” complex type Signal Port Domain Description applicability

« MORA V2.5 Revision History
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« MORA V2.5 Significant Updates
— Added MORA Signal Resource Profile (MSRP) Regulations and Complex Types
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MORA SIGNAL RESOURCE ~ [GEveom
PROFILE (MSRP)

— Added MORA Signal Resource Profile (MSRP) Regulations and

Complex Types
* Added MSRP Specification to MD, MSRM and MSPM CT specification
tables

i

Table 12 MORA Device <MT92010-V2.45> Table 15 MORA Signal Resource Manager <MT92013-V2.45>

Spec Title Spec Tag Applicability Spec Title Spec Tag Applicability
MORA Device Management Interface MT32011-V2 45 Required MORA Signal Resource Management Interface MT92014-V2 45 Required
MORA Device Operations Interface MTS0016-V2 45 Required MORA Signal Resource Manager Operations Interface MTS0017-V2 45 Required
Generic End Node Data Interface VT52101-V1.9 Required Syslog-Based Health Publishing Interface WT50103-V1.9 Required
Syslog-Based Health Publishing Interface VT50103-V1.9 Required Syslog Protocol Data Parameters for MORA 49101-20200707, Pro Required
Syslog Protocol Data Parameters for MORA 49101-20200707, Pra Required MORA Signal Resource Profile ;??9-20%. ) Required

. 49019-202212210444 . . Frogsp
et ST P IRE JOHTS ProExp £5-Required Auto-Discovery Interface VT59830-V1.6 Recommended
Generic End Node IPv6 Data Interface VT52103-V1.9 Optional
Auto-Discovery Interface VT595%30-V1.6 Recommended

Table 15 MORA Signal Port Manager <MT92016-V21.45>

Spec Title

Spec Tag

Applicability

RF Layer Analog Data Interface

MT90011-V2.1

RF Layer Digital Data Interface

MTS0014-V2.45

(1) Required

(1) One or more of MT20011, MT20014 is Required

RF Layer Command Interface MT90012-V2.45 Required
RF Layer Context Interface MTS0013-V2. 45 Required
RF Layer Operations Interface MT90015-V2.45 Required
MORA Signal Resource Profile 49019-202212210444  ProExp }jd-}-Reguired

APPROVED FOR PUBLIC RELEASE
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MORA SIGNAL RESOURCE
PROFILE (MSRP)

Z DEVCOM

— Added MORA Signal Resource Profile (MSRP) Regulations and
Complex Types (con't)
« Added MSRP Section 5.7 <49019-20221221, Pro>

5.7 MORA Signal Resource Profile <49019-20221221, Pro>

The establishment of a standardized MORA Signal Resource Profile (MSEP) enables portability for capabilities to be
easily integrated across multiple systems. The MORA signal resource component type interfaces specify well defined
message structures and over the wire behavior. The standardized MSRP defines a file data structure for a specific
implementation’s device level characteristics, signal resource attributes, and communication settings. This established file
data structure allows multiple parties to view and edit profile content throughout the implementation process.

The implementation process starts with the original equipment manufacturer constructing the first MSEP file from a device
perspective. This would include basic device level characteristics, detailed signal resource attributes, and some initial
generic network settings for operational test purposes. Next, once the device 1s identified for use in a system integration,
the system integrator would modify / update the MERP from a system perspective. This would entail adding nformation
on the device’s external connections (analog signal ports) to other devices in the system as well as deviee level identifiers
and waveforms. System specific updates would likely be made to the communication settings for both VDB and ML2B
connections (static transport configurations including final URL/URIL MAC, IP, UDP Port, and MUT details). The MSEP
implementation process 13 a key aspect that ultimately leads to program acceptance and acereditation of the system by the
stakeholder.

The standardized MSRP also enables the MIORA signal resource component types to support multiple profiles for selection
at boot-up 1n devices that are approved for use 1n different physical locations (e.g., card slots) within a MORA system as
well a3 across systems from different programs. Allowing devices to be preloaded with multiple approved system profiles
simplifies the acquizition and provisioning for the stakeholder community while alse allowing device manufacturers to
maintain a lower mix of products while supporting a larger number of programs.

The standardization of the MSEP is specified through the declaration of a separate zet of complex types named MOEA
Signal Resource Profile Complex Types. This set of complex types is organized to achieve efficient ingest at resource-
side startup / boot and differs from other MOFRA specified sets of complex types that are organized in support of message
interactions. There are some shared complex types between the complex type sets as well as some repurposed complex
types. Additionally. the MSEP complex type includes configuration parameters for the resource-zide that are related to
component type behaviors and inter-component type interactions that are not exposed externally to clients.

Theze inter-component type interactions are defined by the operation interfaces for each component type. The transport
method of the operations interface MDMsz can be directly addressable or can transit an intermediate appliance requiring
knowledge of additional network socket parameters. Figure 14 below depicts both methods and how the MSEP
Configuration Parameters supports esther method.

APPROVED FOR PUBLIC RELEASE
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*]| MORA SIGNAL RESOURCE
PROFILE (MSRP)

MSRP Configuration Parameters Specification Support for Operations Interface Sockets

Operafions Interface Directly Addres=able Transport of Unidirectional Separated Lanes
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MORA SIGNAL RESOURCE
PROFILE (MSRP)

Z DEVCOM

— Added MORA Signal Resource Profile (MSRP) Regulations and
Complex Types (con't)
 Added MSRP Section 5.7 (con’t)

571

MORA Signal Resource Profile Implementation Rules

The resource-side MORA Device, MORA Signal Resource Manager, and MORA Signal Port Manager
component types shall implement the standardized MORA Signal Resource Profile as defined in the section titled
“MORA Signal Resource Profile Complex Types.”

The client-side may choose to utilize the standardized MORA Signal Resource Profile for storing and sharing
discovered signal resource information obtained from request/response interactions across the client-side MORA
component types.

The resource-side MORA Device, MORA Signal Resource Manager, and MORA Signal Port Manager
component types shall use an 1dentical MSRP file for a grven device in a specific implementation.

The MORA MSRP file shall be static within a device’s operating session and shall not be dynamically modified
during the system’s operating session by any message interactions.

MORA implementations shall provide a clearly documented method for programs to update and maintain all
MSRP files on a device.

MORA implementations may permit MSRP files to be managed via the file operations described 1n the section
titled *MORA Device Management Parameters™ for files of Type “PROFILE” comresponding to a “MORA File™
complex type.

A MORA implementation should support the storage of multiple MSEPs for scenarios where the device may
migrate in different physical locations (e.g., card slots) within a MORA system as well as across systems from
different programs, selecting the appropriate file on startup/restart.

A program should implement a system wide MSEP file naming convention that includes methods to identify:

* Program name

+ MNORA Signal Port Manager Operations Interface MUI (e.g., 12345)

+  Physical location in the system (e.g_, Slot2)

+  System specific device name in the system (e.g_, Alpha Payload_Card)

+ Device major version

+ Device minor version

+  File major version

+  File minor version

+ File extension (e.g., xyz.msrp)

APPROVED FOR PUBLIC RELEASE
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MORA SIGNAL RESOURCE
PROFILE (MSRP)

Complex Types (con't)
 Added MSRP Section 5.7 (con’t)

5.7.2 MORA Signal Resource Profile Complex Types

The following 1z a list of “MOEA Signal Resource Profile Complex Types™ used by this specification. Implementations
shall be in accordance with the following sections.

Due to the data type interdependency between XML and binary based messaging, it is important that XML values which
need to be translated to a binary format (e.g., on the ML2B) conforms with the precision outlined in this specification. The
XML schema data formats do not provide the binary precision constraints that are specified.

The ML schema data format of “integer” shall be 32-bit signed integers. while “unsigned integer” shall be 32-bit
unsigned integers. The XML schema data format of “real number” shall be 32-bit floating point numbers. There are

instances where some XML schema data formats reguire a larger range; these formats shall be specified as “integer (64-
bit)” (long) or “real number (64-bit)” (double) where necessary.

The terms “restricted string” and “restricted URI” are described in VICTOERY sections titled “String Bounds™ and “URI
Bounds™ under “VICTORY Data Types.” String enumerations further restrict the String Bounds to the predefined list of
values.

APPROVED FOR PUBLIC RELEASE
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MORA SIGNAL RESOURCE ~ [GEveom
PROFILE (MSRP)

Legend:

"Complex Type Name" or List inclusive list bounds <lower limit:upper limit> Where upper limit of "N" is unbounded or inherently bounded {Description/Notes}
Attribute Name Data Format (Data Range) [Units] | MDM Typel VRT Control/Context Field | {Description/Notes}
Attribute Name Implementation Specific or Value from Profile Data Format (Data Range) [Units] | MDM Type1 VRT Control/Context Field | {Description/Notes}

[R] if required, [RC] if required conditionally, otherwise optional

Data Format Note: All “integer” values shall be 32-bit signed integers, while “unsigned integer” values shall be 32-bit unsigned integers. All “real number” values shall be 32-bit floating point numbers. There are instances where
some values require a larger range; these values shall be specified as “long” for 64-bit integers or “double” for 64-bit floating point numbers where necessary.

IThe purpose of this MSRP XML Structure tab is to standardize the organization and binding of profile information (resource attributes and configuration parameters) for a given MORA device (MORA Device, MORA Signal Resource
Manager, and MORA Signal Port Manager component types) implementation in a given physical location in a given system (program specific). This profile is not intended to change across a production series. This profile does not
include information that will change from one hardware instance to the next hardware instance such as a serial number ("Equipment 1D

MORA Signal Resource Profile <49019-20221221, Pro>
MORA Signal Resource Profile Complex Types
MoraSignalResourceProfileComplexTypes.xsd

MORA Signal Resource Profile” [R]
MORA Device [R] "MORA Device"
1D [R] value from Pro
Type [R] Value from Profile
Sub Type [R] Value from Profile
Service Name [R] value from Pro VICTORY service name)
Version Info URL Implementation Specific or Value from Profile specific for dynamic DHCP IP assignments and value from profile fo ts}
MORA Configurations [R] List "MORA Ce
1D [R] value from Pro
Name [R] Value from Pro
Configuration Files List "File Name' ing to "MORA File" N> (Type="CONFIGURATION"
File Name [R] value from Pro stricted Stri
[supported signal Ports [RC] List "ID" corresponding to "Signal Port” gnal Ports is required when MSRM and MSPM are present}
ID [R] Value from Profile ( 7) | Stream ID|
[supported switch Groups [Re] List "ID" corresponding to "Switch Group™ 1 Groups is required w RM and MSPM are present u tch Group}
ID [R] Value from Profile =am ID|
Waveforms List
ID [R] Value from Profile teger (>0)
Description [R] Value from Pro
RF Function [R] Value from Pro
Frequency Range [R] “Frequency Range" Reference Frequency| {Operationg frequency range and resolution of this waveform application}
Start [R] Value from Pro t 1/2%20)) [Hz] {fractional resolution is
End [R] value frem Pro Double (-2 2] {fractional resolution is
Resolution [R] value from Profile Double (0to 2 Hz] {fractional resolution is 1/2
[Associated signal Ports [R] List "ID" corresponding to "Signal Port” <
1D [R] value from Profile 1to 127 eam ID|
Waveform Operations List Operation”
ID [R] Value from Pro
MORA Configuration IDs [R] List "ID" ling to "MORA Ci
D[R]
[Waveform 1Ds [R] List "ID" corresponding to "Waveform"
Reference Connections List " C ion”
Reference Port ID [R]
signal Port IDs [R]
Association [R] Value from Profile
Static Internal Connections List"C ion”
Port 1D 1 [R] Value from Pro
Port ID 2 [R] Value from Profile
Gain Detta [R] value from Pro
Delay Delta [R] Value from Pro
Static External Connections List "External C ion"
Local Signal Port ID [R] value from Pro
External Signal Port ID [R] Value from Pro {
External Device [R] Value from Profile {concatenated xxx is “Type” and yy is “ID” with no zero padding that corresponds t
Gain Delta value from Profile
Delay Delta Value from Pro

APPROVED FOR PUBLIC RELEASE 10
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MORA SIGNAL RESOURCE

PROFILE (MSRP)

— Antenna Arrays & Manifold Bands

Z DEVCOM

List "Antenna Array”

i0 [R]

Type [R]

Steering Control [R]

Array Field of

F Fleld of view”

" Azimuth Range"

uth

[Elevation Rai

List "Array Element”

ID [R]
[Type R

Polar

solution [R]
“Relative Cartesian Coordinates”

Location

ue from P

alue from

value from Profile
[Boresignt Gain [A]

[Azimuth Range [R] Az =

th Stop (R]

“Elevation Range™

Manifold Bands [RC] List "Manifold Band"

Band ID [R]

:2047> {Required for RHD Device Type only}

Spatial Calibration [R]

MORA

File Name [R] a 1 Profile

Path value from Profile
Size [R] Value from Profile
Type [R] value from Profile

Date Modified Value from Profile
Frequency Range [R] "Frequency Range"
Start [R] Value from Profile
End [R] Value from Profile

Resolution [R] Value from Profile

eld Of View [R]

"RF Field of View"

"Type"=CALIBRATION}
tricted String
Restricted String
Long (20) [byte:
tricted String (CALIBRATION)
Restricted String (VICTORY timestamp format)

/2420 Hz}

Hz] {fractional resolution is 1/2420 Hz, End > Start}
/2420)) [Hz] {fractional resolution is 1/2420 Hz}

elative to platform forward)

|Azimuth Range [R] "Azimuth Range"”

|Azimuth Start [R]

{beginning at Azimuth Start and moving clockwi
Value from Profile Float (0o <360) [Arc Degrees]

to Azimuth Stop}

[Azimuth Stop [R]

Value from Profile

Elevation Range "Elevation Range"

Float {0 to <360) [Arc Degrees]

Elevation Start [R]

levation Start and moving towards zenith to Elevation Stop}
90 to +90) [Arc Degrees]

Value from Profile

Elevation Stop [R]

Value from Profile

Manifold Band Elements [R]

List "Associated Elements™
|Array ID [R]

[Elements [R]

Value from Profile

List of Integers

9010 +90) [Arc Degre

<1to 65,535>

Element ID [R]

Value from Profile 1to

|Aperture Channels [R]

List "Aperture Channel”

IDIR]

channel Description [R]
[Associated Signal Port [R]
|Assaciated Sub Port

Value from Profile

Value from Profile
Value from Profile

Value from Profile

Beamwidths

List ""RF Field of view"

Integer (+0)
Restricted String
Integer (1 to 127)
Integer (1 to 65,535)
<L:N>

|Azimuth Range [R] "Azimuth Range”

[Azimuth Start [R]

beginning at Azimuth Start and moving clockwise to Azimuth Stop}

Value from Profile [Arc Degrees]

|Azimuth Stop [R]

Value from Profile

Elevation Range "Elevation Range"

10 <360) [Arc Degrees]

Elevation start [R]

beginning at Elevation Start and moving towards zenith to Elevation Stop}
value from Profile Float (-90 to +90) [Arc Degre:

Elevation Stop [R]

APPROVED FOR PUBLIC RELEASE
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b MORA SIGNAL RESOURCE  [Gveom
PROFILE (MSRP)
— Switch Groups

|List "switch Group"
(DRI
[switch states [r]

Switch Groups

List "Switch State”

[1D[r] t08,191) | Discrete 10 6:
|connections [r] <1:n>
Port ID1[R] Value from Profile Integer (1to 127) {shall be less than Port D 2}
Port D2[R] Value from Profile Integer (1to 127)
Gain Delta [R] Value from Profile Float [dB]
Delay Delta [R] Value from Profile
Control Transport Configuration [R1 "Data Transport

Long [femtoseconds]

Unigque Name [R]

Value from Profile
Index Value from Profile
URI[R] Value from Profile C 3986 shall minimally include 1Pv4/6 address, port, and MUI in the path) {e.g. ud)
[Context Transport Configuration [R] “Data Transport C;
Unique Name [R] Value from Profile Restricted String (minimally includes MAC address in first 17 characters) {MAC address is statically assigned (locally administered) e.g, 03:CO:ED:
Index Value from Profile

Integer
Value from Profile R

URI [R]
Value from Profile

ricted URI (RFC 3986 shall minimally include IPv4/6 address, port, and MUl in the path) {e.g. multicast://224.
) [Nanoseconds] {applies to control transport canfiguration only, when = 0 indicates not implemented}
Nanoseconds]

.0.6:50002/50100}
|command Execution Time [R]

Value from Profile

— Configuration Parameters (1 of 2)

T<
[pevic

‘SOAP Component™

Ports [R]

CHOICE OF: [

ice Infarmation [R]

o WS [RC

o
Types [RC List of integers
MOM Type [

[mp 10 msem

MoV NACKT
Nom
o Time of
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2 MORA SIGNAL RESOURCE  [gEveom
PROFILE (MSRP)

— Con_fi_gl_uratio

TFsigeat Resowee™
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rea Mans
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ters (2 of 2)
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« MORA V2.5 Significant Updates

— Updated IPv4 ML2B Multicast Dissemination
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IPV4 ML2B

MULTICAST DISSEMINATION

— Updated IPv4 IGMP on ML2B (IETF RFCs)
 ML2B - Multicast Dissemination Over the Network Specification

5.2.1.1 DMulticast Dissemination Over the Network Specification <48006-2016013120211118, Exp=>

The MLEB shall suppmt Pv4 Intemet Group Management Protocol (IGMP), as speetfied described in the “Iatemet

with IGMP snooping as described in the “IGMP Snooping in IPv4” and “IGMP Forwarding Proxy™

—Internet Group Management Protocol (IGMP)”

sections of the

1

1

: -

: Eé]—sectmn of rhe YI{LTDRE Standa.rd Spemficatmm either thmue;h the uze of a compatible router or the use of a switch
1

1

1

VICTORY Standard Specifications.

The I\]L;B may alsu suppurt IPvo

Su—ﬁeﬁees—ﬁf—} as descnbed m the \f[ulnca.:t Llsrene.r Discovery f\ILD] section of the VICTORY E:t:mdard Spemﬁcarmm

either through the use of a compatible router or the use of a switch with MLD snooping as described in the “MLD Snooping

in IPv6” and “MLD Forwarding Proxy™ sections of the VICTORY Standard Specifications.

10.4.7.1 Internet Group Management Protocol (1GMP) <01075-20120725, Pro=

A VDB shall mamtain the capability to forward dynamically confizured 14 multicast datagrams. ln order for the VDB as a whole
to support this functionality, all VICTORY-compliant rovters and deviees with routing capability shall conform to the Intemet Group
Management Protocol (1GMP) version 3 standard as described in Table 181

Table 184. IGMP (IP'v4) Multicast Routing Standards

Applicability | Specification

Required IETF RFC 32376 (Standards Track): Internet Group Management Protocol, Version 3

Informational IETF RFC 3569 (Informational): An Overview of Source-Specific Multicast (S5M)

Required IETF RFC 4504 {Standards Track): Using Internet Group Management Protocol Version 3 (IGMPv2) and
Multicast Listener Discovery Protocol Version 2 (MLDv2) for Source-Specific Multicast

10.4.8.1 IGMP Snooping in 1’v4 <01024-20120725, Pro>

IGMP Snooping is a technique for extending the knowledge of end node multicast group subscriptions to layer 2 devices. A switch
device ‘snoops” by monitoring layer 3 IGMP group subscription request messages. and builds dynamic routing tables based upon them
It <hould be noted that not all devices that support snooping can do so at “wire speed.” Any VICTORY device that supports IGMP
snooping should do so al wire speed

Tt is recommended that VICTORY-compliami layer 2 network swilches that comprise the VDB support TGMP snooping lor TPvd talfic
as presented in lable 186.

‘Table 186. Multicast Snooping Standards

Applicability | Comment Specification

Informational |Pv4, Layer 2 Snooping
recommended for switches at
wire speed

IETF RFC 4541 (Informational): Considerations for Internet Group
Management Protocol (IGMP) and Multicast Listener Discovery (MLD)
Snooping Switches

10.4.7.2 IGMP Forwarding Proxy <01087-20180215, Pro>

%) i

Iy configured IPv4 midticast
Rau

INOTE: IGMP snooping is rec
environment, but there ave some drawbacks to the technique. See the section titled “IGMP and MILD with

ns i a ay

ded for perfe

uter” for an

The VICTORY Data Bus shall support the use of IGMP forwarding proxy as defined in TETT RTC 4605 Tnternet Group Manag
Protocal (TGMP) S Mulricast Tistener Discovery (MTD)-Rased Multicast Forwarding (“TGMPMLTY Proxying ™).

elabo ) of these drawbacks and their mitigarions

APPROVED FOR PUBLIC RELEASE
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« MORA V2.5 Significant Updates

— Added Optional Support of IPv6 on VDB for MORA Device Component Type and on ML2B

APPROVED FOR PUBLIC RELEASE 18
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AN OPTIONAL SUPPORT

OF IPve ON VDB

— Added Optional Support of IPv6 on VDB for MD CT
« MT-92010 table gets an added row for VT52103-V1.9 with optional

Z DEVCOM

applicability
Table 12 MORA Device <MT92010-V2.45>

Spec Title Spec Tag Applicability
MORA Device Management Interface MTS2011-V2 45 Requirad
MORA Device Operations Interface MT90016-V2.45 Fequired
Generic End Node Data Interface VT52101-V1.9 Fequired
Syslog-Based Health Publishing Interface VT50103- V1.9 Required
Syslog Protocol Data Parameters for MORA 49101-20200707, Pro Required
MORA Signal Resource Profile 49019-20220414. Exp Required
Generic End Node IPvh Data Interface VT52103-V1.9 Optional
Auto-Discovery Interface VT59930-V1.6 Recommended

APPROVED FOR PUBLIC RELEASE
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OPTIONAL SUPPORT
OF IPve ON ML2B

— Added Optional Support of IPv6 on ML2B
 ML2B - Multicast Dissemination Over the Network Specification

5.2.1.1 DMulticast Dissemination Over the Network Specification <48006-2016013120211118, Exp=>

The MLEB shall suppmt Pv4 Intemet Group Managamant Protocol (IGMP), as speetfieddescribed in the “Iatemet

—Internet Group Management Protocol (IGMP)”

Eé]—sectmn of rhe YI{LTDRE Standa.rd Spemficatmm either thmue;h the uze of a compatible router or the use of a switch

with IGMP snooping as described in the “IGMP Snooping in IPv4” and “IGMP Forwarding Proxy™

sections of the

VICTORY Standard Specifications.

The I\]L;B may alsu suppurt IPvo

Su—ﬁeﬁees—ﬁf—} as descnbed m the \f[ulnca.:t Llsrene.r Discovery f\ILD] section of the VICTORY E:t:mdard Spemﬁcarmm

either through the use of a compatible router or the use of a switch with MLD snooping as described in the “MLD Snooping

in IPv6™ and “MLD Forwarding Proxy™

sections of the VICTORY Standard Specifications.

10.4.7.3 Multicast Listener Discovery (MLD) <01076-20140630, Pro=

A VDR thal supports IPvE shall maiutain the capability o forward dynamieally confgred TP mulicast datagrams. Tn ovder for the
VDB as a whole to support this fanctionaliry, all VICTORY-compliant routers and devicss with routing capability shall conform to the
Multieast Listener Discovery (MLD) Protocol version 2 standard as deseribed in Table 185,

Table 185, MLD (IPv6) Multicast Routing Standards

Applicability Specification

Reguired |IETF RFC 2710 {Standards Track): Multicast Listener Discovery (MLD] for IPvE

Informational |ETF RFC 3569 {Informational}: An Overview of Source-Specific Multicast (SSM)

Required |IETF RFC 3810 {Standards Track): Multicast Listener Discovery Version 2 (MLDvZ) for IPvE

Reguired IETF RFC 4604 (Standards Track): Using Intemet Group Management Protocal Version 3 (IGMPv3) and
Multicast Listener Discovery Frotocol Version 2 (MLDvZ) Tor Source-Specilic Multicast

Recommended | |ETF RFC 3580 (Standards Track): Source Address Selection for the Multicast Listener Discovery (MLD)
Praotocal

10.4.8.2 MLD Snooping in IPv6 <01060-20120131, FExp>

MLD Snooping is a technique for extending the knowledge of end node nulticast group subscriptions to layer 2 devices which support
IPva. A switch device “snoops” by monitoring laver 2 MLD group subscription request messages, and builds dvnamic ronfing tables
Based upon themn, Tt should be noted that not all devices that support snooping can do so al “wire speed.” Any VICTORY device that
supports MLTY suooping should do sooal wire speed.

Tt is vecommendded that VICTORY-compliant Taver 2 network switches that comprise the VIR support MTTY snooping for TR maffic
as presented in Table 186

NOTE: MLD s g b5 rec ! for performance iderarions in a dysamically config IPv6 nuilricas

environment, hut theve ave some drawbacks 1o he techwique. See the section titled “IGMP and ML wi
af theve drawbacks and their

t @ Router™ for an

10.4.7.4 MLD Forwarding Proxy <01092-20180215, Exp=>

The VICTORY Data Bus shall support the vse of MLD forwarding proxy as defined in IETEF RFC 4605 Internet Group Management
Protocol (IGMP) / Multicast Listener Discovery (MLD)-Based Multicast Forwarding (“TGMPMLD Proxying™).

APPROVED FOR PUBLIC RELEASE
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OPTIONAL SUPPORT DEVCOM
OF IPve ON ML2B

— Added Optional Support of IPv6 on ML2B (con’t)
* Low Latency Switch Data Interface

7N

Table 7 Low Latency Switch <MT91010-V2.45>

Spec Title Spec Tag Applicability
Low Latency Switch Data Interface MT91011-V2.45 Required
Switch Management Interface VT50902-v1.7 Required
SNMP-Based Health Publishing Interface VT55903-V1.6 Required
MORA Low Latency Bus Performance Specification 48201-20160131, Exp (+) Required

(+) Experimental specifications are not included in compliance tests.
5.3.1.1 Low Latency Switch Data Interface <MT91011-V2.45>

The Low Latency Switch Data Interface implementation shall be in accordance with Table & below.
Table 8 Low Latency Switch Data Interface =MNT91011-V2.45=

7.3.1.4 Switch IPv6 Data Interface Network Layer and Higher Specifications <VTS0901.T7 ¥V1.7=
Spec Title Spec Tag Applicability
The rable below idenrifies the specificarions for the switch iped data interface network layer and higher specifications
Lz Li?tency e [Ela.ta I_rlterface Lhysicaland MT91012-V2.45 Required Table 45. Switch [Pv6 Data Interface Network Layer and Higher Specifications <V TSO0LT7-V1.7>
Data-Link Layer Specifications - - —
Spec Title Spec Tag Applicability
Switch Data Interface Network Layer and Higher VT50901 T4-V1.T Required Switen Data Interface IPYE-Specihe Specifications Required
Specifications ) ) -
Transmizsion Confrol Protacal Raquirad
Switch IPv6 Data Interface Network Layer and Higher | , . -, - v art o
= - T50901 T7-V1.7 Optional LUsar Datagram Protocal Requirad
Specifications — e - -
Static Host Addressing Raquirad

oS Manping ta Camponents Recammendsd

CiffSery Recommendad

DiftSery Code Foint (DS0R) Assignments DI038-201207246, Pre Recammenced

PTP End-to-End Transparent Clock Made for Infrastructure Components | 02008-20180215, Exp | (+) Optiona

(4} Experimental specificaiions se nel meluded m complimees lests.
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OPTIONAL SUPPORT
OF IPve ON ML2B

— Added Optional Support of IPv6 on ML2B (con’t)

« IP/UDP specification within MDM Networking Specifications

6.2 MDM Networking Specifications <MT96002-V2.45>

The MDM message structure is used in six distinct interfaces across three different MORA component types. MDM
message interactions may occur within a single MORA Device (intra-device) or occur between multiple MORA Devices.
MDM message interactions between devices require the message to transit a network and therefore shall be in accordance
with the following networking specifications in Table 30 below.

Table 30 MDM Networking Specifications <MNT96002-V2.45>

+
Spec Title Spec Tag Applicability
Low Latency Copper Data Physical and Data-Link Layer MT91013-V2.4
Specifications (1) Required
Low Latency Fiber Data Physical and Data-Link Layer MT91014-V2.1
Specifications
Standard for Ethernet Specification 48001-20160131, Exp (+) Required
Virtual LANs Specification 4800220160131, Exp | (+) Required

45005-

Standard for Internet Protocol and User Datagram Protocol 2015013120211118, (+) Required
Specification Exp
Jumbo Frame Packet Support Specification 48007-20200707, Exp (+) Required
MDM Traffic Marking Specification 48008-20200707, Exp (+) Required

(+) Experimental specifications are not included in compliance tests.
(1) One or more of MT21013, MT91014 15 Required

5.2.1.5 Standard for Intermet Protocol and User Datagram Protocol Specification <48005-
2016013120211118, Exp>

L TP as specified in Intarnet Engmeermg Task Force (IETF) Requesr for Comment (RFC) 791 Internet Protocol [5]
shall be s-ppm‘tefl IPv6 as spex 77 ]
Protocal, Version 6 (IPv6) Speci

Request for Comment (RFC) 8200- I

~aswellas UDP. as specified in Internet Engineering Task Force (IETF) Request for Comment (RFC) 765: User Datagram
Protocol [4] shall be supported.

APPROVED FOR PUBLIC RELEASE
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« MORA V2.5 Significant Updates

— Split ML2B “MORA Transport Configuration” into resource and client structures

APPROVED FOR PUBLIC RELEASE
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@  ML2B “MORA TRANSPORT  [GEvcom
CONFIGURATION” SPLIT

— Applicability differences between resource use cases and client use
cases that were not easily regulated for XML validation and not supported
in binary structure of MDM Types 4 and 7
« XML Resource Use Cases
— getSignalPorts via MORA Common Complex Types
— getSwitchGroups via MORA Common Complex Types

— “MSRP Signal Resource Profile” complex types
« XML Client Use Cases

— reserveSignalPort via MORA Common Complex Types
— reserveSwitchGroup via MORA Common Complex Types
— getSignalPortReservations via MORA Common Complex Types

— getSwitchGroupReservations via MORA Common Complex Types
» Binary Signal Port Reservation and Release (see separate section)

— MDM Type 4 Signal Port User ID
» Binary Switch Group Reservation and Release (see separate section)

— MDM Type 7 Switch Group User ID
— Underlying issue was for Context Transport Configuration, where it is
required for all resources but optional for clients that are not publishing
context (not a resource in the system).

APPROVED FOR PUBLIC RELEASE 24
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Ed7@  ML2B “MORA TRANSPORT  [GEvcom
CONFIGURATION” SPLIT

— Resolved XML validation issue by splitting “MORA Transport
Configuration” complex type into two new separate complex
types.

— Existing “MORA Transport Configuration” complex type

— Control Transport Configuration — Required
— Signal Data Transport Configuration — Conditionally Required
— Context Transport Configuration - Required

— Note that the first three children (Component ID, Signal Port ID
and Priority Level) support the client use cases and are primarily
redundant / not applicable for resource use cases.

APPROVED FOR PUBLIC RELEASE 25
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ML2B “MORA TRANSPORT [pEveam
CONFIGURATION” SPLIT

— New “MORA Resource Transport Configuration” complex type

"MORA Resource Transport Ct

— Control Transport Configuration — Required

— Signal Data Transport Configuration — Conditionally Required
— Context Transport Configuration - Required

— No longer has the first three children

"Data Transport C:

Control Transport Configuration [R]

Unique Name [R] value from Profile ricted String (minimally includes MAC address in first 17 characters) {Statically assigned (locally administered) e.g. 02:C0:ED12:

Index Value from Profile Integer

URI[R] Value from Profile Restricted URI (RFC 3986 shall minimally include IPv4/6 address, port, and MUI in the path) {e.g. udp://192.168.0.1:50000/50100}

” or “BOTH” role use cases. Shall not be provided for all analog signal port, digital signal port "CONSUMER” role, and all switch group use cases.}

Signal Data Transport Configuration [R - Conditionally]

"Data Transport C: {Shall be provided for digital signal port “PRODU

Unigue Name [R] Value from Profils Restrictd String (minimally includes MAC address in first 17 characters) {Statically assignad (locally administera

Index Value from Profile Integer

address, port, and MUI in the path) {e.g. multicast://224.0.0.6:50001/50100}

URI [R] Value from Profile Restricted URI (RFC 3986 shall minimally include IP

Context Transport Configuration [R]

"Data Transport C
Unigue Name [R] Value from Profile Restricted String (minimally includes MAC address in first 17 characters) {Statically assigned (locally administered) e.g. 03:C0:ED:12:
Index Value from Profile nteger

URI[R] Value from Profile Restricted URI (RFC 3986 shall minimally include 1Pt address, port, and MUI in the path) {e.g. multicast://224.0.0.6:50002/50100}

— New “MORA Client Transport Configuration™ complex type

— Control Transport Configuration — Required
— Signal Data Transport Configuration — Conditionally Required
— Context Transport Configuration — Conditionally Required

List "MORA Client Transport Configuration" [R - N number of client devices] > {N number of client devices that are authorized to control the signal port with requesting user first}
Component ID [R] Restricted String (xxxyy) {concatenated xxx is “Type” and yy is “ID" with no zero padding that corresponds to the "MORA Device"}
signal Port ID Integer (1to 127)
Priority Level Integer (»0) {1 is highest priority, higher numbers have decreasing priority, unspecified is lowest priority, the priority of the first TC is used for multi-client reservations}
Control Transport Configuration [R] "Data Transport Confi ion"
Unigue Name [R] Restricted String (minimally includes MAC address in first 17 characters) {e.g.
Index Integer
URI[R] Restricted URI (RFC 3986 shall minimally include 1Pv. address, port, and MUl in the path) {e.g. ud| .168.0.1:50000/50100}
Signal Data Transport Configuration [RC] "'Data Transport Confi ion" {5hall be provided when digital signal data is published by this client. Shall not be provided when digital signal data is not published by this client}
Unigue Name [R] Restricted String (minimally includes MAC address in first 17 characters) {e.g. 03:C0:ED:00:00:06}
Index Integer
URI[R] Restricted URI (RFC 3986 shall minimally include 1Pv4/6 address, port, and MUI in the path) {e.g. multicast:/f 0.6:50001/50100}
Context Transport Configuration [RC] "'Data Transport Confi ion” {5hall be provided when context data is published by this client. Shall not be provided when context data is not published by this client}
Unigue Name [R] Restricted String (minimally includes MAC address in first 17 characters) {e.g. 03:C0:ED:00:00:06}
Index Integer
URI[R] Restricted URI (RFC 3986 shall minimally include IPv4/6 address, port, and MUI in the path) {e.g. multicast .0.0.6:50002/50100}

APPROVED FOR PUBLIC RELEASE 26



APPROVED FOR PUBLIC RELEASE

— Enhanced MDM Header for Version Functionality by MDM Type
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— Enhanced MDM Header Version Functionality

APPROVED FOR PUBLIC RELEASE

FUNCTIONALITY

MDM HEADER VERSION

Z DEVCOM

« Updated meaning from top level specification to specification level by

MDM type in support of better granularity of compatibility

understanding over time

Table 28 MDM Header Format

32-bits
16-bits 16-bits
8-bits | 3-bits 8-bits 8-bits
MDM PREAMELE ACK
VERSION MAJ | VERSION MIN | MDM SEQUENCE NUMBER.
ML2BE INTERFACE ID
MDM TYPE | NUMEBER OF MESSAGES

The MDM Version fields (VERSION MAJ and VERSION MIN) shall contain the major and minor versions of the packet
by MDM Type. The major version (VERSION MAT) of the MDM shall be identified by an 8-bit, unsigned integer greater
than or equal to 0 and less than 256. The minor version (VERSION MIN) of the MDM shall be identified by an 8-bit,
unmgned mteger creater than or equal to 0 and less tha_tl 256. IE—BJBM#%@H—&GL&H&Q}G&E%%&@H—@%&—M—DM

_Current MDM

Versions l.'ﬁ. MDM Tw pe 511&111 be mcu:tazccl in accordance with Table 93 in AﬂpEHdIK ‘MORA DATA MESSAGE TYPE

ATTRIBUTES|”
legacy versions by MDM Type.

Implementations mav support interoperability of

APPROVED FOR PUBLIC RELEASE
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@ MDM HEADER VERSION
FUNCTIONALITY

— Enhanced MDM Header Version Functionality (con'’t)
« Added Table 93 for version callouts by MDM Type
« Added MDM Type 2 response value for version incompatibility cases

Table 93 MDM Version by Type

MDM Packet Type

Current Version

2.4 2.5

VITA Fadio Transport (VET) (Type 1)

Acknowledgement (Type 2)

Time of Day (Type 3)

Signal Port User ID (Type 4)

Health Status (Type 5)

Command (Type @)

switch Group User |D (Type 7)

| | | | | |

Table 72 MDM Acknowledgement Message Response Bit Field

8-bits

New Value [ Vi fuu

us

RU

IR

IF

I

A

""""" RT R

R

R

R

R

R

R

APPROVED FOR PUBLIC RELEASE
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— MDM Type 4 and 7 Message Updates

APPROVED FOR PUBLIC RELEASE

DEVCOM

30



APPROVED FOR PUBLIC RELEASE

MDM TYPE 4 MESSAGE
UPDATES

— Updated MDM Type 4 Message

Z DEVCOM

« Added MUI and Field Indicator Bits Fields (i.e. IPv4 versus IPv6)

6.3.4 MDM

Signal Port User ID Message (Ivpe 4) Specification <48613-
20201002202212210414307, ProEsp>
Table 77 MDM Signal Port User ID Message Format
32-bits
16-bits 16-hits
8-bits 8-bits 8-bits 8-bits
b w|n|n|n(x | s|u njela|n|o[s[rw]w|s]u[a]aajon[s]alz]e[s]e[alz1]a
MDM PREAMBLE SEND-ACK
VERSION MAJ | VERSION MIN | MDM SEQUENCE NUMBER
ML2B INTERFACE ID
MDM TYFE NUMBER OF MESSAGES
Signal Port User ID Field

The User ML2B Xxxxxxx , User ML2B Command Field Indicator Biis User Command ML2B Unique Identifier (MUD)
Field Indicator Bits field

shall be set to
“0000000000000001” (1)
when the IP Address

User MLZB Command IP Address Field 1

User MLZ2B Command IP Address Field 2

User MLZB Command IP Address Field 3

User MLZ2B Command IP Address Field 4

User ML2ZE Command MAC

Fields represent IPv4.

User ML2ZE Command MAC

User ML2B Command UDFP Port

The User ML2B XXXXXXX

User MLZB Signal Data Field Indicator Bits

Lser Signal Data ML2E Unigue ldentifier (MUI)

User ML2B Signal Data IP Address Field 1

Field Indicator Bits field

shall be set to
“0000000000000010” (2)

User ML2B Signal Data IP Address Field 2

User ML2B Signal Data IP Address Field 3

User ML2B Signal Data IP Address Field 4

User ML2E Signal Data MAC

when the IP Address
Fields represent IPv6.

User ML2B Signal Data MAC

User ML2B Signal Data UDP Port

User ML2B Context Field Indicator Bits

User Context ML2B Unique Identifier (MUI})

User ML2E Context IP Address Field 1

User ML2E Context IP Address Field 2

User ML2E Context IP Address Field 3

User ML2E Context IP Address Field 4

User ML2E Context MAC

IUser MLZE Context MAC |

User ML2B Contexi UDF Port

APPROVED FOR PUBLIC RELEASE
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MDM TYPE 4 MESSAGE

UPDATES

— Updated MDM Type 4 Message (con’t)
Clarified IP and MAC Octet and Bit significance ordering
« Updated regulations to reflect client conditional requirements

User ML.2B Command Field Indicator Bits (16 bits)

The User MI1.2B Command Field Indicator Bits field shall be set to “00000000000000010” (16) when the TP Address
Fields represent TPv4. The User MI.2B Command Field Indicator Bits field shall be set to “00000000000000010™
when the [P Address Fields represent [Pv6.

User Command ML2B Unique Identifier (MUT) (16 bits

The User Command ML2B Unique Identifier (MUI) shall be the O:
User ML2B Command TP Address Field 1 (32 bits’

The ML2B Command IP Address Field 1 shall be aither the most significant octet followed by the 2

octet followed by the 3™ most significant octet. followed by the 4™ most sipnificant octet of the [PVAIPv4 address or the
135 16% setet of the IPVE [Pv6 address of the user for Commands. The octet bit order shall be most to least
significant.

User ML2E Command IP Address Field 2 (32 bits

ID of the user for Ci

most significant

" most significant octet. followed by the 8%

significant octet. followed by the 6% most si octet, followed by the

User ML2B Signal Data IP Address Field 2 (32 bits)
The User ML2B Signal Data IP Address Field 2 shall be zero if using an IPVA [Pv4 address; or the 9%.12% actat 5% most
significant octet. followed by the 6% most octet, followed by the 7% most significant octet, followed by the 8%

Z DEVCOM

User MI2B Context IP Address Field 2 (32 bits

The User ML2B Context IP Address Field 2 shall be zero if using an TPV IPvd address: or the 0% 12% aetet 5% most
significant octet. followed by the 6% most si octet. followed by the 7% most significant octet, followed by the §%
most significant octet of the IEV4 IPv6 address of the user for Context. The octet bit order shall be most significant to

most significant octet of the IPV5-[Pv6 address of the user for Signal Data. The octet bit order shall be most to
least significant This field shall be set to zero v\hen digital si; data is not published by this client If this fald isnot
licable {such L oest 3 besett
gnalps 4

User MI 2B Signal Data IP Address Field 3 (32 bits)

The User MLB Sigaal Data IP Address Field 3 shall be zero if using an VA4 [Pv4 address: or the 5% 8% octet 0% moct
significant octet. followed by the 10% most significant octet. followed by the 11% most significant octet, followed by the
12% most significant octet of the IEV6 [Pv6 address of the user for Signal Data, The octet bit order shall be most significant
toJeast slvn.\fmmt This field shall be set to zero When dxg!(al sxgﬂ data is not published by this client 1 thie-fald-ie-not

L 1 sest '
= sigaalp ¥

_ User ML2B Signal Data IP Address Field 4 (32 bits

The User ML2B Signal Data IP Address Field 4 shall be zero if using an IE34 [Pv4 address; or the 1¥-4%setat 13% most
significant octet. followed by the 14% most octet, followed by the 15% most significant octet. followed by the

most significant octet of the IPVS [Pv6 address of the user for Commands._The octet bit order shall be most sipnificant to

User MIOB Command [P Address Field 3 (32 bits)

The ML2B Command IP Address Ficld 3 shall be zero if using an [V IPv4 address: or the 558 actet 0% most siznificant
octet. followed by the 10 most octet. followed by the 11% most signi octet, followed by the 12% most
significant octet of the I2V6 IPv6 address of the user for Commands. The octet bit order shall be most significant to least
significant.

User ML2E Command IP Address Field 4 (32 bits’

The ML2B Command IP Address Field 4 shall be zero if using an IBVA TPvd address: or the 17.4% cetar 13% most
significant octet. followed by the 14% most signi octet, followed by the 15% most si i octet, followed by the
16™ most significant octet of the IEVEPv6 address of the user for Commands. The octet bit order shall be most significant
to least significant.

User ML2E Command MAC (32 bits

The User ML2B Command MAC shall be the 3%.6%
octet. followed by the 34 octet. followed by the 4% most

for Commands_ The octet bit order shall be most significant to least significant.
User ML2B Command MAC (16 bits

The User ML2B Command MAC shall be the 1% aad 2% sctets5™ most sisnificant octet followed by the 6% most
it octet of the MAC address of the user for Commands. The octet bit order shall be most

octet. followed by the 2™ most significant
octet of the MAC address of the user

most

to least

16™ most significant octet of the [2V6 [Pv6 address of the user for Signal Data. The octet bit order shall be most siznificant
to 1east significant This ﬁeld shall be set to zero when digital signal data is not published by this client !

(euch 1 Lson it B satt
geigaalp ¥

User ML2B Signal Data MAC (32 bits’

The User ML2B Signal Data MAC shall be the 39 6% octate most octet. followed by the 2 most significant
octet. followed by the 4% most octet of the MAC address of the user
for Signal Data. The octet bit order shall be most significant to least s)vmficaut Ttus ﬁeld shall be set to zero when digital

octet. followed by the 3 most

signal data is not published by this client Ifthiz fald + = Lpest 4 may besat
tozero-

User ML2B Signal Data MAC (16 bits,

The User ML2B Signal Data MAC shall be the 1%-aad 2™ actets 5% most significant octet. followed by the 6% most
significant octet of the MAC address of the user for Signal Data. The octet bit order shall be most significant to least
sipnificant This field shall be set to zero when digital sipnal data is not published by this client If this fiald 1o not applicabla

5 L lsast - be-setk
eeigaslp ¥

User ML2B Signal Data UDP Port (16 bits)

The User ML2B Signal Data UDP Port shall be the UDP port of the user for Signal Dnta This field shall be set to zera
when digital signal data is not published by this client [ihis-Seld4enct - i

itmay besetto zero.

User ML2B Context Field Indicator Bits (16 bits)

User MI2B Command UDP Port (16 bits)

The User ML2B Command UDP Port shall be the UDP port of the user for Commands.

User MI2B Signal Data Field Indicator Bits (16 bits)

The User MI.2B Sipnal Data Field Indicator Bits field shall be set to “00000000000000018" (19) when the TP Address
Fields represent [Pv4. The User MLIB Signal Data Field Indicator Bits field shall be set to OUDOGDCGDOUUOUUIU 21)
when the TP Address Fields sepresent IPv6. This field shall be set to “0000000000000000 (0) -when digit

not published by this client.

User Signal Data MI.IB Unique Identifier (MUT) (16 bits)

The User ML2B Context Field Indicator Bits field shall be set to “00000000000000010” (19) when the IP Address Fields
represent IPv4. The User MT.2B Context Field Indicator Bits field shall be set to “00000000000000810" (21) when the TP
Address Fields represent IPv6. This field chall be set to “00000000000000000” (0) when context is ot published by this
client.

User Context ML 2B Unigue Identifier (MUI) (16 bits’
The User Context Unique Identifier (MUT) shall be the Origination ID of the user for Context. This field shall be

et to zero when context is not published by this client.

User ML2B Context IP Address Field 1 (32 bits]

The User ML2B Context IP Address Field 1 shall be eithes the most si; octet followed by the 2% most significant
octet followed by the 4% most significant octet of the IPVA [Pv4 address-of the

octet_followed by the 3™ most

The User Signal Data ML.2B Umﬂue Identifier (MUT) Lhall be the Origination ID of the nser for Sipnal Data This field

Looct it may be et

User MIL2B Signal Data [P Address Field 1 (32 bits)

The User MLIB Signal Data IP »\dd.ress Field 1 shall be sithesthe most octet, followed by the 2*d most
significant octet, followed by the 3" most significant octet. followed by the 4 most octet of the IPV4-TPv4
i tha 13% 16% sotet of the IPVE [Pv6 address of the user for Signal Data. The octet bit order shall be most
significant to least snzmﬁcam Thﬁ field shall \:le set to zero \when d.lgﬂ'al slgﬂ data is not published by this client Jf4his

Seld b
i & L

135 16% cotat of the PV
significant This field shall be set to zero when context is not

User ML2E Context [P Address Field 2 (32 bits)

The User ML2B Context IP Address Field 2 shall be zero if using an [PVA-IPv4 address: or the S5 12% actet 5% most
octet. followed by the 6% most significant octet. followed by the 7% most significant octet, followed by the 8%

most significant octet of the IPV4 IPv6 address of the user for Contest. The octet bit order shall be most signi to

least significant_This field shall be set to zero when context is not published by this client

[Pv6 address of the user for Context. The octet bit order shall be most significant to least
blished by this client

APPROVED FOR PUBLIC RELEASE

least significant .This field shall be set to zero when context is not published by this client

User MI 2B Context IP Address Field 3 (32 bits]

The User ML2B Context IP Address Ficld 3 shall be zero if using an 2V IPv4 address; or the 55-2% octee 0% most
ficant octet. followed by the 10% most octet. followed by the 1% most octet, followed by the

12% most significant octet of the IPVS [Pv6 address of the user for Context, The octet bit order shall be most significant

to least siznificant This field chall be set to zero when context is not published by this client

User MI 2B Context IP Address Field 4 (32 bits]

The User ML2B Context IP Address Field 4 shall be zero if using an [PV [Pvd address: or the 1%-4% actet 13% most
significant octet followed by the 14% most octet, followed by the 15" most octet followed by the
16® most significant octet of the [PVE TPv6 address of the user for Context. The octet bit order shall be most
This field shall be set to zero when context is not published by this client.

User ML2B Context MAC (32 bits}
The User ML2B Context MAC shall be the 3% 6% octatsmost siznificant octet. followed by the 2 most

to least

octet,
followed by the 3™ most significant octet, followed by the 4® most significant octet of the MAC address of the user for

Context._The octet bit order shall be most significant to least
published by this client.

User ML2B Context MAC (16 bits]

The User ML2B Context MAC shall be the 1% and 2% actets 3™ most si octet. followed by the 6% most significant
octet of the MAC address of the user for Context. The octet bit order shall be most significant to least significant This
field shall be set to zero when context is not published by this client.

User ML2B Context UDP Port (16 bits

The User ML2B Context UDP Port shall be the UDP port of the user for Context. This field shall be set to zero when
context is not published by this client.

This field shall be set to zero when context is not
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APPROVED FOR PUBLIC RELEASE

MDM TYPE 7 MESSAGE
UPDATES

— Updated MDM Type 7 Message
« Added MUI and Field Indicator Bits Fields (i.e. IPv4 versus IPv6)

Z DEVCOM

6.3.7 MDM Switch Group User ID DMessage (Iyvpe 7) Specification =48617-
20200707202212210434307, ProExp>
Table 82 MDM Switch Group User ID Message Format
32-bits
16-bits 16-hiis
&-bits 8-hits 8-bits 8-hits
s|w|e|n|aw]xw|ls]a|o|e|a|a]e]a]w{wlE]u]a]ala]w]e]alz]lsls]alalz]1]0
MDM PREAMELE SEMO-ACK

The User ML2B XXXXXXx VERSION MAJ | VERSION MIN | MDM SEQUENCE NUMBER

Field Indicator Bits field ML2B INTERFACE ID

shall be set to MDM TYFE NUMBER OF MESSAGES

“0000000000000001” (1)

Switch Group User 1D Field

when the IP Address

User MLZB Command Field Indicator Bits |
User MLZB Command IP Address Field 1

User Command ML2E Unigue ldentifier (MUI)

Fields represent IPv4.

User MLZE Command IP Address Field 2

The User ML2B XXXXXXX

User MLZE Command IF Address Field 3

Field Indicator Bits field

User MLZE Command IP Address Field 4

User ML2E Command MAC

shall be set to

User MLZB Command MAC

User ML2B Command UDP Paort

“0000000000000010” (2) \
when the IP Address

User MLZB Context Field Indicator Bits
User MLZE Context IP Address Field 1

User Context ML2E Unigue |dentifier (MUI)

Fields represent IPVv6.

User MLZE Context IP Address Field 2

User MLZE Context IP Address Field 3

User ML2B Context IP Address Field 4

User ML2B Context MAC

User MLZB Context MAC

| User ML2B Context UDP Port

APPROVED FOR PUBLIC RELEASE
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MDM TYPE 7 MESSAGE

UPDATES

— Updated MDM Type 7 Message (con’t)
Clarified IP and MAC Octet and Bit significance ordering
« Updated regulations to reflect client conditional requirements

User \f[L"B Command Field Indlcator Bm 16 bits)

User MI.2B Context Field Indicator Bits (16 bits)

Fields reurese:nt IPv4. The User MI.2B Command Field Indlcator Bits field shall be set to © ODOODOODOODOODOIO {"-l-l

when the P Address Fields represent IPv6.
User Command MI2B Unique Identifier (MUT) (16 bits

The User Command MI2B Unique Identifier (MUT) shall be the Origination ID of the user for Commands.

User MIL.2B Command IP Address Field 1 (32 bits)

The MLIE Command IP Address Field 1 shall be either the most significant octet. followed by the 2% most siznificant
octet. followed by the 3™ most significant octet. followed by the 4% most significant octet of the IBVA [Pv4 addsess or the
135 16% setat of the TOVE TPv6 address of the user for Commands._The octet bit order shall be most significant to least
significant.

User MIL.2B Command IP Address Field 2 (32 bits)

The ML2B Command IP Address Field 2 shall be zero if using an P34 [Pvd address: or the 98 128 ooter ST st
sipnificant octet, followed by the 6% most significant octet, followed by the 7% most significant octet, followed by the 8
most sipnificant octet of the IBVE [Pvi address of the user for Commands. The octet bit order shall be most significant to
least significant.

User MIL.2B Command IP Address Field 3 (32 bits)

The ML2B Command IP Address Field 3 shall be zero if using an IPVA [Pv4 address; or the 58 g% oot 00 mpst significant
octet. followed by the 10 most significant octet, followed by the 11% most sipnificant octet, followed by the 12% most
sipnificant octet of the IBVE JPvH address of the user for Commands. The octet bit order shall be most significant to least
significant.

User MIL2B Command IP Address Field 4 (32 bits)

The ML2B Command IP Address Field 4 shall be zero if using an IPV4 TPv4 address: or the 19 4% ootat 130 most
sipnificant octet. followed by the 14% most significant octet, followed by the 1% most significant octet, followed by the
16% most significant octet of the I2VE [Pv6 address of the user for Cot ds. The octet bit order shall be most significant
to least significant.

User ML.2B Command MAC (32 bits)

The User ML2B Command MAC shall be the 3 6% setetamost significant octet. followed by the 2 most significant
octet. followed by the 3" most significant octet, followed by the 4% most significant octet of the MAC addresz of the uzer
for Commands. The octet bit order shall be most significant to least significant.

User MI2B Command MAC (16 bits)

The User ML2E Command MAC shall be the 1% and 2 cctetsT™ most significant octet, followed by the 6% most
sipnificant octet of the MAC address of the uzer for Commands. The octet bit order shall be most significant to least
ficant.

User MIL2B Command UDP Port (16 bits)
The User ML2B Command UDP Port shall be the UDP port of the user for Commands.

represent IPv4. The User MI2B Context Field Indicator Bits field shall be set to *00000000000000810™ f2-l) W hen the IP
Address Fields represent IPv6. This field shall be set to “0000000000000000™ {0) when context is not published by this
client.

User Context MI.2B Unique Identifier (MUT) (16 bits)
The User Context MI.2B Unique Identifier (MUT) shall be the Origination ID of the user for Context. This field shall be

set to zero when context is not published by this client.

User ML2B Context IP Address Field 1 (32 bits)

The User ML2B Context IP Address Field 1 shall e eithes the most significant octet. followed by the 2% most significant
octet. followed by the 3™ most significant octet. followed by the 4% most significant octet of the IBV-4 TPv4 addsess or the
4_4*46“_949:4&&9_1.1’_%_1?‘6 address of the user for Context The octet blt orde: shall be most significant to least

User ML2B Context IP Address Field 2 (32 bits)

The User ML2B Context IP Address Field 2 shall be zero if using an IPV4 TP address; or the % 12% actar 5% most
significant octet. followed by the 6% most significant octet. followed by the 7% most significant octet, followed by the 8%
most 31zn1ﬁcant cctet of the IPVE JPv6 address of the vser fbr Connext The cctet blt order shall be most significant to

User M1L2B Context IP Address Field 3 (32 bits)

The User ML2B Context IP Address Field 3 shall be zero if using an P34 IPvd address; or the 5% 8% octet 9% most
significant octet, followed by the 10® most significant octet, followed by the 11% most significant octet, followed by the
12% mpst significant octet of the IPV6 [Pv6 address of the user for Context. The octet bit order shall be most significant
to least significant. This field shall be set to zero when context is not published by this client.

User M1L2B Context IP Address Field 4 (32 bits)

The User ML2B Context IP Address Field 4 shall be zero if using an IPVA TPv4 address: or the 1% 4% octet 13% most
significant octet followed by the 14% most significant octet, followed by the 15% most significant octet, followed by the
16% most significant octet of the [EVE IPv6 address of the user for Context. The octet bit order shall be most significant
to least significant This field shall be set to zero when context is not published by this client.

User ML2B Context MAC (32 bits)

The User ML2B Context MAC shall be the 3 6% actatsmost significant octet. followed by the 2% most significant octet.
followed by the 3™ most significant octet. followed by the 4% most siznificant octet of the MAC address of the user for
Context. The octet bit order shall be most significant to least significant. This field shall be set to zero when context is not
published by this client

User M1.2B Context MAC {16 bits)

The User ML2E Context MAC shall be the 1%.and 2% actets 7 most significant octet, followed by the 6% most significant
octet of the MAC address of the user for Context. The octet bit order shall be most significant to least significant. This
field shall be sef to zero when context is not published by this client.

User ML2B Context UDP Port (16 bits)
The User ML2BE Context UDP Port shall be the UDP port of the vser for Context. This field shall be set to zero when
context is not published by this client.

APPROVED FOR PUBLIC RELEASE
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APPROVED FOR PUBLIC RELEASE

MDM TYPE 4 AND 7 MESSAGE  [gévecom

UPDATES

— Updated “MDM Size by Types” Table

Table 94 MDM Size by Types

Numbper of Data
MDM Packet Type Description MDM Packet !—!EEEEEEE'!EQEE Data Message Size
Ivpe Number
Packel Pavioad
it (VRT) 1 1 Variable Lengih
Acknowledgement 2 Q NA
Time of Day 3 1 Fixed - Ope Word
i 4 1 Fixed - MinstesnTwenty-Two Words
Health Status 5 1 Fixed - Two Words
Command i} 1 Fixed - Three Words
Switch Group User D i 1 Fixed - ThidespFifteen Words

APPROVED FOR PUBLIC RELEASE
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— Updated Specific MDM Applicability Promotions

APPROVED FOR PUBLIC RELEASE
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— MORA Device Operations Interface
« MDM Type 5 from optional to required

Table 14 MORA Device Operations Interface <MT20016-V2.45>

Spec Title Spec Tag Applicability

MDM Protocol Specifications MT96001-V2 45 Required
48615-

MDM Command Message (Tvpe 6) Specification 20200F707202212210440, =} Required
ProE«p
48611-

MDM Acknowledgement Message (Type 2) Specification 20920028202212210307 =} Required
ProExp

MDM Health Message {Type 5) Specification

48614-202212210444 ProExp :

MDM Metworking Specifications

MT9G002-V2.45

%‘ eguired

Optional®

Promoted

MDM Time of Day Message (Type 3) Specification

43612-20221221470534,
ProExp

{=} Qpiional

) Opt

* Required for MDMs transiting a network
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.d '  SPECIFIC MDM APPLICABILITY [oEveom
(v.5.ArY))
PROMOTIONS

— MORA Signal Resource Manager Operations Interface
« MDM Type 7 from optional to required

Table 17 MORA Signal Resource Manager Operations Interface <MT90017-V21.45> MORA Signal Resource Manager Operations
- - . nterface
Spec Title Spec T licabill
a9 £ _ MTS0017-V2.5
MDM Protocol Specifications MT86001-V2 45 Required
48611-
MDM Acknowledgement Message (Type 2) Specification 204230023202212210307 {=}Required o o o
ProExp w @ ¥
g Y & 2
L 170539 [=11]
MDM Time of Day Message (Type 3) Specification g?géipm% ' =) Required g = E < g < % = = <
Pro&x =) =] =] 2 o g
] =] E=e| =g =g
48613- U o, udle udle U d
i ificati ) - Egolasr|lasclZE 5525 =
MDM Signal Port User ID Message (Type 4) Specification | 20201002202212210307, {=}Required @ 3 o ao=le o= ohglo o
ProExp wogls 222 2zl gglzas
E_'dl_'DmNEmMZm'_ra‘mh
aseta I | ! ] SR
MDM Health Message (Type 5) Specification 20200707702212210444 =+ Required cpd|lE gd|s 28|z gd|lg 28
ProExp Tz Tlze e eTe 2T
I e —— ————————I =T - S — o= E._,. ‘:::_:__,
R ! 48617-202212210307_ProExp | (=3 Required Promoted 1 = = = =
Specification = = =
[ —— =
MDM Networking Specifications MTS6002-V2 45 Optional®
b Group User 1D Mossags (Type ) _ . AN VANV ANYAN
Specificati 4861720200707 Exp (=} Opfional

M DM 5
MOMs
M DM 5
MO s
WD

<
<
<
<
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— Updated “Required Control Fields” Definition

APPROVED FOR PUBLIC RELEASE
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FIELDS DEFINITION

» Signal Port complex type update ...

p. Eegquired Control Fields

1. Alstefimtessrcreprecentino {iThe mumum comprehensive set of MDIM Type 1 control fields
required to be provided by a client for unambignous operation of a-this signal poride-bemin
1. Fegquired Control Fields shall be a list of integers between 1 and 131 inclusive.
1. The integer range of 1-31 shall map to the applicable CIF0Q bit fields as regulated in
Table 71.
2. The integer range of 101-131 zhall map to the applicable CIF1 bit fields as regulated
in Table 71.
ii. Required Control Fields may be an empty list.
iv. Required Contrel Fields shall be provided as part of Signal Port.

NOTE: If the comprehensive sef includes anv fields from CIF] (infeger 101-131) then the CIFI
enable bit {integer 1) present in CIFQ would be included

APPROVED FOR PUBLIC RELEASE

7  UPDATED REQUIRED CONTROL  [GEveom
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— Added “Client Inactivity Timeout” & “Command Execution Time”

APPROVED FOR PUBLIC RELEASE
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APPROVED FOR PUBLIC RELEASE

CLIENT INACTIVITY TIMEOUT &  [oevcam

COMMAND EXECUTION TIME

« Signal Port complex type additions ...

1.

Client Inactivity Timeout

Any duration of time. after the signal port reservation iz confirmed. where no client

commutications are received at the control transport confisuration of this signal port which

then precipitates a timeout signal port release.
Client Inactivity Timeout shall be an inteser (64-bit). sreater than or egual to 0. 1n nanoseconds.

111,

1. Ifthe signal port does not implement a timecut, then it shall be set to 0.
Client Inactivity Timeout shall be provided as part of Signal Port.

NOTE: An MDM FRI Command Packet (Tvpe 1) should be periodically sent lo prevenf an

undesired fimeout signal port release.

Command Execution Time

The longeat duration of titme between the receipt of a valid command paclket at this siznhal port

and the completion of all executed controls.
Command Execution Time shall be an integer_ greater than (0 in nanozeconds.

111,

Command Execution Time shall be provided as part of Signal Port.

NOTE: An MDM VRI Command Packel {Tvpe ]) wilizing the optional fimesiamp fo schedule

control execution should be received at this sienal port no later than the fimesftamp minus the

Command Execution Time.

APPROVED FOR PUBLIC RELEASE
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. CLIENT INACTIVITY TIMEOUT &  [oevcam

COMMAND EXECUTION TIME

« Switch Group complex type additions ....

e Client Inactivity Timeout
L Any duration of time after the switch group reservation iz confirmed. where no client
communications are received at the control transport configuration of this switch group which

then precipitates a timeout switch group release.
1. Client Inactivity Timeout shall be an integer {64-bit). greater than or equal to 0. in nanoseconds.

1. Ifthe switch group does not implement a timeout. then 1t shall be set to 0.
11, Client Inactivity Timeout shall be provided as part of Switch Group.

NOIE: An MDM VRI Command Packe! (Tvpe 1) should be periodically sent fo prevent am
undesired fimeout switch eroup release.

f. Command Execution Time

1. The longest duration of time between the receipt of a valid command packet at this switch group
and the completion of executing the switch state control.

1. Command Execution Time shall be an integer. greater than 0. in nanoseconds.
1. Command Execution Time shall be provided as part of Switch Group.

NOTE: An MDM VRT Command Packet (Tvpe ]) wtilizing the optfional fimestamp to schedule
control execution should be received at this switch group no later than the timestamp minus the
Command Execution Time.

APPROVED FOR PUBLIC RELEASE
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— Clarified MDM Type 2 Response and added Error Order of Precedence

APPROVED FOR PUBLIC RELEASE
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RESPONSE CLARITY

« MDM Type 2 use and functional clarifications ...

6.3.2 MDM Acknowledgement Message (Type 2) Specification] <48611-20180028202212210307,
ProExp>=

This message 15 used for both resource inter-component type and MOBA Signal Port Manager client interactions. The
MDM Acknowledgement Meszsage (Type 1) shall be used. when requested. to provide a positive acknowledgement to the
sender of cedminvalid MDMs, excloding MDM Acknowledgement Message (Type 2). that a specific message (as
indicated by the MDM SEQUENCE NUMBER) was received and the MDM Header was validated by the recipient. In
addition to deliverythis initial ceafirmation funchicaalibrscrutiny, the MDM Acknowledzement Message (Type 2) alzo
shall provides a means by which the recipient may further delineate payload validation as well as execution success or
failure in-execuhing the deliverad meseagafor all valid MDM Types excluding MDM VITA Eadio Transport (VET) (Type
1) and MDM Acknowledgement Message (Type 2).

MDM VITA Radio Transport (VET) (Type 1) Command Packet Sub Type message payload validation acknowledgement
shall be accomplished. when requested. using the acknowledge validation (AgkY) feature of VITA 492 However. an
AckV response shall not be 1zsued if an MDM Acknowledgement Message (Type 2) error response occurs. Execution
acknowledgement for MDM VITA Radio Transport (VET) (Type 1) Command Packet Sub Type messages shall be
accomplished by moniforing the associated multicast MDM VITA Radio Transport (VET) (Type 1) Context Packet Sub
Tvype messages. Therefore MDM Acknowledgement Message (Type 2) responses to MDM VITA Radio Transport (VET)
(Type 1) Command Packet Sub Types shall not include response values of (4). (8), and (16) as depicted in Table 74 below.

APPROVED FOR PUBLIC RELEASE
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MDM TYPE 2
RESPONSE CLARITY

- MDM Type 2 response clarifications ...

Table 72 MDM Acknowledgement Message Format

32-bits
16-bits 16-bits
8-bits 3-bits 3-bits 8-bits
3 |a0|;m|m|z|e|s]ae|a|2| || e]18| 7|18 15|1alals2| || o] z]e|s]a]afz]a]0
MDM PREAMBLE RESPONSE
VERSION MAJ [ VERSION MIN [ MDM SEQUENCE NUMBER
ML2E INTERFACE ID
MDM TYFE [ NUMBER OF MESSAGES

The MDM Acknowledgement Meszage format shall be in accordance with Table 72 above. The MDM Type I header

fields, except for the RESPOWNEE field, are dezcribed in the section titled “MDM Encapsulation Specification™ above. The
RESPONSE field iz defined below.

MDM Hesponse (8 bits)
The MDD Fesponze Bit Field shall be an 8-bit field with the bit field in accordance with Table 73 below.

Table 73 MDM Acknowledgement Message Response Bit Field

2-bits
f|1 6] 5|43 [2]1|0
AU TUS|BUIR [ IF [ IM | A
EIR|IRIR|IR|R[IRBR|R

The definition of the encoding of the RESPONSE field shall be in accordance with Table 74 below. The response to an

MDM requestine acknowledegement shall be a8 single MDM Acknowledeement Meszaze (Type 2). The single
acknowledsement shall follow the order of response precedence specified. The requester’s notional behavior based upon

the response value iz also described below.

APPROVED FOR PUBLIC RELEASE
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MDM TYPE 2

bl D

Z DEVCOM

RESPONSE CLARITY

« MDM Type 2 response table updates ...

Table 74 MDM Acknowledgement Response Meaning

. . Response 3 ;
Response Value | Response Definition Response Meaning i ey Notional Behavior
If no response is received
after
| '
retransmit up to
Error - when no [maxTimes]* and once
NUR??SE;ESE Nnﬁ::&gr&se response received after NIA, [maxTimes]** is achieved
a period of time with the same result, it
becomes a hard error.
Sequence numbers fracked
until removed (see Response
Values 1 and 32 below).
Delete the exact sequence
from tracking, and if the
“00000001" Success - message exact sequence was a
i1 Acknowledged (A) shall be executed gt retransmission, also delete
associated prior transmission
sequence numbers
Error - message shall
not be executed due to
) Sequence numbers tracked
M until removed. Retransmit up
- - to [maxTimes]™ and once
“00000010" message-contentinvalid _ Wawl
Invalid Message (M) |  header (ACK, MDM 1st Imaxlimes]™ achieves same
(2) TYPE NUMBER OF result it becomes (Hard
MESSAGES fields) Error) and sequence
and/or invalid body size number(s) 's’lar’c‘.‘ deleted
for fixed size MDM from tracking
Types

APPROVED FOR PUBLIC RELEASE
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MDM TYPE 2
RESPONSE CLARITY

« MDM Type 2 response table updates (con’t)...

bl D

Z DEVCOM

Ermor - message shall
00000100 not be executed due to )
. Invalid Function (IF) a functional discrepancy 6th Hard error - delete sequence
(4 with the specified number(s) from tracking
respurce’s profile
Ermor - message shall
not be executed due to
*00001000° a value that violates the 3
R Invalid Range (IR} range defined in the 5th Ha;ﬂ:gg&gfﬁ!fﬁﬁ:g&ﬁme
(8)2 specificafiondiscrapancy g
vith 1 "
FeSoUrCe
Ermor - message shall Sequence numbers tracked
not be executed due to until removed. Retransmit up
*00010000° ; the specified resource to [mazTimes]™ and once
. HESUUE?RUU”}WH”EME being unavailable_and/or [maxTimes]* achieves same
(18) not supported in the result it becomes a hard
current device error and is deleted from
configuration fracking
Delete the exact sequence
from tracking, and if the
“00100000° Unexpected Sequence Eﬁ:ﬁcb'a:;;gﬁf:;%it Tih exact sequence was a
(32) Number (U5} t of tod — retransmission, also delete
out of sequence noted. associated prior transmission
sequence numbers.
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D MDM TYPE 2 [Beveon

— RESPONSE CLARITY

« MDM Type 2 response table updates (con’t)...

Response Value | Response Definition Response Meaning P%ﬁe Motional Behavior
Error - message shall
_ not be executed due to
‘010000007 Unauthorized User the sender idenfified in >nd Hard error - delete sequence
(64) (UL the ML2E Interface ID = number(s) from tracking
not being a current
authorized user
Emor - message shall
“10000000° | Version Incompatibility | 2O “ﬁg’;ﬁ‘i}:&?ﬂ?e 1o - Hard emor - delefe sequence
{(128) (W) mcompatibiity for the = number(s) from tracking
MDM Type
All Other ReservadNot , , f
Values Permitted Fuiture-Usal/A b i

*_Not permitted for MDM Acknowledgement res .
#*_Vanable properties of [maxTimes] and [NoResponseTimelnterval] in the table above are implementation specific.
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* | MDM TYPE 2 [BEveom
RESPONSE CLARITY

« MDM Type 2 Acknowledge logical flow diagram for SW Dev Guide ...

MDM Parsing Logical Flow Diagram including Acknowledgment (Type 2) Generation

Received 3 16 byte MDM Header with valid
MDM Preamile

Parse MDM Header

Range Chedc ACK, MDM Type, and
Number of Messages fields

Check the MDM Body size for MDM

meszage types with fxed length. (VAT

Type 1 are variable length and nat
checked)

Gererste Eror Response:
Irwalic Meszage (2)

Check the MDM Header MLZB
Interface ID feld Originator ID and ) Generate Errar Responze:
Destination 1D subfield MULs is an ? Urausthorized User (64]

authorized user pair using the MSRP

and dynamic reservation information

Check the MDM Version in the MDM
Heacer VERSION MAI and VERSION
MIN fields match the expected
version numbers for each message
type 23 published with the MORA
spec

Ganerate Error Responze:
Version Incompatibility (128)

Parse MDM Body

Check this resource is functioning
correcthy
Check this resource is supported in

Generate Eror Response:
switch

current device config [ex V Resaurce Unzvailable [16)

group or signal port]
Utilize MDM Body fields

Check MDM Body fields against e Error B )
MORA specification for the MDM . 2 enerate Error Responze:
Tyne Invalid Range (3}

Check MDM Body fields against

Garerste Eror Responze:
MSRP for waiid funcienality

Invalid Function (4]

Generate Success Responze:
Unexpected Sequence Numbe
(32)

The MDM Header ACK was set to
zer0 which disables sending 2
MDM Acknowledgement [Type 2}

Generate Success Responze:
Acknowledged (1]
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— Added Complete SDPPF / Spectrum Declarations
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e O

SDPPF / SPECTRUM
DECLARATIONS

Z DEVCOM

« Signal Domain Conversion Description complex type updates ....

45-46. [Signal Domain Conversion Description ]

a ID
i The Pastport or sub port identifier relative to the Signal Domain Conversion Description.

it. ID shall be an integer between:
1. 1and 127, inclusive, when representing a Port ID.
2. 1 and 65,533, inclusive, when representing a Sub Port ID.
itt.  ID shall be provided as part of Signal Domain Conversion Deseription.

b, Signal Direction

i The direction of the signal for the identified port or sub port.
ii. Signal Direction shall be a restricted string chozen from the following:

1. TX
2. RX
3. TOR

iii.  Bignal Direction shall be provided as part of S8ignal Domain Conversion Description.
c.  Bupported Signal Data Formats

i The description and field values for the available digital signal data packet formats supportec

by the identified port or sub port.

ii. Supported Signal Data Formats shall be a “Signal Data Formats™ complex type as described ir
“MORA Common Complex Types.”

iii.  Supported Signal Data Formats shall be provided as part of Signal Domain Conversion

Description and shall not be empty.

44 |[Signal Data Format

a. Time Domain Packet Formats

L The description and field values for the available time domain digital sipnal data packet

formats.
Time Domain Packet Formats shall be a list of “Time Domain Packet Format™ complex types

as described in “MORA Common Complex Types.™
iii. Time Domain Packet Formats shall contain at least one item in its list.
iv. Time Domain Packet Formats may be provided as part of S1 Data Formats.

b Frequency Domain Packet Formats
The description and field values for the available frequency domain digital signal data packet

formats.

1. Frequency Domain Packet Formats shall be a list of “Frequency Domain Packet Format™

complex types as described in “MORA Common Complex Types.”
iti. Frequency Domain Packet Formats shall contain at least one item in its list.
Frequency Domain Packet Formats may be provided as part of Signal Data Formats.

FEER L
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SDPPF / SPECTRUM [GEveom
DECLARATIONS

« Signal Domain Conversion Description complex type updates (con’t)..

59. [Time Domain Packet Forma]
a. Time Domain Packet Format Description
L The unigue and human-readable description of the Time Domain Packet Format.
11. Time Domain Packet Format Description shall be a restricted string.
1. Time Domain Packet Format Description shall be provided as part of Time Domain Packet
Format.

NOTE: The Time Domain Packet Format Description should include kev affributes such as:
acking method data sample type, data ifem format, data item size, repeal count, and veclor size.
For example, a specific implementation could have: "Link Efficient, Complex Cartesian, Single
Precision Float 64bit_No Repeat Single Chamnel No Tags™.
b.  Time Domain Packet Format Value
L The vnigue hexadecimal representation of the “Signal Data Packet Payload Format (CIF 0/Bit
15} field valoe.
1. Time Domain Packet Format Value shall be a hexadecimal 16-character string encoding of the
binary value.
111, Time Domain Packet Format Value shall be provided as part of Time Domain Packet Format.
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SDPPF / SPECTRUM [GEveom
DECLARATIONS

« Signal Domain Conversion Description complex type updates (con’t)..

17. [Frequency Domain Packet Forma
a. Freguency Domain Packet Format Description
i The pnigue and human-readable description of the Frequency Domain Packet Format.
ii. Frequency Domain Packet Format Description shall be a restricted string.

ui.  Frequency Domain Packet Format Description shall be provided as part of Frequency Domain
Paclet Format.

NOTE: The Freguency Domain Packet Format Description should include key aftributes such as:
spectrum and window fypes, number of framsform and window points, frequency span and
resolution, number of averages, and any weighting. For example, a specific implementation could

have: “Complex, 85 MHz Sample Rate, 1024 Samples/FRT, 83 EHz/bin, 1024 Samples/Window,
No Averaging, Hanning 3.07.

b.  Frequency Domain Packet Format Value
L The unigue hexadecimal representation of the “Spectrum (CIF 1/Bit 107" field value.

ii. Frequency Domain Packet Format Value shall be a hexadecimal 104-character string encoding
of the binary value.

g1 Frequency Domain Packet Format Value shall be provided as part of Frequency Domain Packet
Format
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— Resolved XML to Binary Data Range and Resolution Precision Issues
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« Updated XML range and resolution cases where translation to Binary
had precision issues (rounding in V49.2 observations)

APPROVED FOR PUBLIC RELEASE

UPDATES

« Translation Examples

XML Real Number (64 bit) >>> Binary Fixed Point (64 bit)
XML Real Number >>> Binary Fixed Point (16 bit)

5.35.1 MORA Common Complex Tvpes <49016-20210301202212218414, Pro>

The following iz a list of “MOEA Common Complex Types”™ that are referenced by the MORA specifications.
Implementations shall be in accordance with the following sections.

Due to the satssal-data type interdependency ea-between XML and binary based messaging-everthe VDB aad MLIE it
1z important that XML values which say need to be represented ntranslated fo a binary format (e.z.. on the MLIB) be
eoastrained accordmalyconforms with the precision cutlined in this specification—, The XML schema data formats do not
provide the binary precizion constraints that are specified.

The XML schema data formats of All “integer™ walues-shall be 32-bit signed integers, while “unsigned inteper” values
shall be 32-bit unsigned integersualessatherpieespecifiad aad all AUThe XMI schema data format of “real aumber=™

waluez-shall be 32-bit floating point numbersunlessepecifind otheraries. There are instances where some XML schema
data formatswvalaes require a larger range; these valuesformats shall be specified as “integer (64-bit)” wtegers (long) or

“real number (64-bit)” Scating pointaumbers{double) where necessary.
The terms “restricted string” and “restricted URI™ are described in VICTORY sections titled “String Bounds™ and “URI

Bounds” uvnder “VICTORY Data Types.”™ String enumerations forther restrict the String Bounds to the predefined list of
valoes.
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XML TO BINARY PRECISION DEVCOM
UPDATES

* Frequency example ....
— Removes precision issue created in V49.2 observations

1. The lower bound of the frequency range. =~

u. 3tart shall be a real number [ﬁd-blt} with arange of &8 J0Ueahertzoreater than or equal to -2
and less than or equal to 2*%-(1/2°") 1 Hz and a frachonal rezolution of 083 micreharz 12 1 24

Hz.
1. Start shall be provided as part of Frequency Fange.

1. The upper bound of the frequency range.
1. End shall be a real number |:|54-b1ﬂ with-a range-of 570 tarsherizoreater than or equal o -2*
and less than or equal to 2*-(1/2°" n Hz and a fractional resolution of 005 pcrohapts 12
Hz.
w-111. End shall be Erﬁater than Start.

e e ETETTETEE e o e e e o e e e e M e o e e s e e e e e e s e e e s e s e e e e e ol b e e e e e e e e e N G e G e G e G e e e e e S e G e e e s e

c. Resolution|
1. Eeeshsbeniz{The smallest umit of frequency the component can resolve.

ii. Resolution shall be a real number (64-bat), greater than or equal to 0 and less than or equal to
E—ﬂ—te;alﬁ;te"' (121, 1|1H:z andafran:hu:nnal resc:luhu:uu Df—':'—p—_-—l“—:l-l-FPE'hEFEE 12 Hz.

i Resolution shall be pmﬂded ag part of Frequeum Ra.uge |

1-1'1- T4 B [ SR AT HFF.I e | e 4] T T o Em;““““’:: Dl-\.r\.uiﬂ- 14 hl‘ﬂﬂ bo oot £ {1
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XML TO BINARY PRECISION [pEveam
UPDATES

« Gain example ....
— Removes precision issue created in V49.2 observations

Manual Gain
Minimum Gain
1. The mmmum gain setting for a manual gam fsmchenstage within a signal port.
1. Minimum Gain zhall be a real mumber, greater than 2=8or equal to -2 and less than 2580r
equal to 2°(1/27), n dB and a resolution of 14282 dB (0.0078125 dB).
. Nimmum Gain shall be provided az part of Mamal Gam.
Mammum Gain
1. The maximum gain settmg for a mannal gain fmebenstaze within a signal port.
1. Mammum Gam shall be a real number, greater than -58or equal fo -2" and less than 2580r
equal to 2°-(1/27), m dB and a resolution of 174282 dB (0.0078125 dB).
. Maximm Gain shall be greater than Mmmum Gam
sy, Mamimum Gain shall be prowvided as part of Manual Gam.
Rezolution
1. The smallest unit of ssessurs-thatzain change for a manual gan fsschoncan changastase within
a signal port.
1. Resolution shall be a real number, greater than ) and less than 2380r equal to 2°-(1727), m dB
and a resolution of 1/1258-27 dB (0.0078125 dB).
1. Resolution shall be provided as part of Manual Gamn.
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B D XML TO BINARY PRECISION
UPDATES

« Power example ....

2021, Injected Power Range
a. Min Injected Power
1. The mnimum power of the test source at the point of injection within a siznal port.
n. MinInjected Power shall be a real number, greater than 25801 equal fo -2° and less than <2580
egnal to 2°0127), in dBm and a resolution of 1122 27 4B (0.0078125 dB).
1. Min Injected Power shall be provided as part of Injected Power Fange.

NOTE: The Awxiligry Gain field in MDM Type I allows for the control of the injected power when
& ramge i anmounced The duxiliory Gain field s used fo obiain a specific infected power within
the min'meax range ai the resolution specified To achieve the Min Tjected Power, the Awxiliary
Gain field would be set to a negative value of -xx.y dB, where xyy = "Moo Injected Power” (dBm)
- “Min Injecied Power™ (dBm).

b. NMax Injected Power
1. The maximum power of the test source zt the pomt of mjection within 2 signal port.
1. Max Injected Power shall be a real number, greater than 25601 equal to -2" and less than +2560r
equal to 2°0127), in dBm and a resolution of 1/1282° dB (0.0078125 dB).
1. If the test source power is fixed. the Max Injected Power shall equal the Min Injected Power.
1. If the test souwrce power is mot fixed. then Max Imjected Power shall be greater than the hMin

Injected Power.

zxv. Max Injected Power shall be provided as part of Injected Power Fange.

NOTE: The Awxiligry Gain field in MDM Type 1 allows for the control of the injected power when
& range it amounced The duxifiory Goin flzld s used fo obiain a specific infected power within
the min'mex range ai the resoluiion specified To achieve the Max Injected Power, the Awxiliary
Gain field would be set to 0 g5,

c. Resolution
1. The resolution of the test source at the point of mjection within a siznal port.
1. EResolution shall be a real number, greater than or equal to 0 and less than258 or equal fo 2°-
(1/27), in dB and a resolution of 1/1282" B (0.0078125 dB).

1.

..........
T T A A L W R T A T T P L T T = R L o R
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— Updated MORA Implementation of VRT CAM Field Functions

APPROVED FOR PUBLIC RELEASE

DEVCOM

60



APPROVED FOR PUBLIC RELEASE

75 VRT CAM FIELD UPDATES [pEveam

Control Packet CAM ....

6.3.1.6.4 MOERA Control/Acknowledge Mode {CAM) Field for Control Packets

The MORA limitation of VITA 492 Control/Acknowledge Mode (CAM) Field for Control Packets shall be in accordance
with Table 67 below. For MORA the [E, IR, Er. and RegX bits in the Control Packet CAM shall always be set to zera™0".
Additionally, the W bit in the Comntrol Packet CAM shall always be set to “17. When the EecV bit iz zet fo “17, then the
EeqW and FeqFEr bits shall also be set to 17,

Table 67 Control/Acknowledge Mode (CAM) Field for Control Packets

32-bits
16-bits 16-bits
&-bits B-bits &-bits &-bits
31|1D|29|33|2?|33|25|31 23|22|.E1 EIJ|1EI|1E|1'|"|1E 15|14|13|12 11|1III|EI|E- ?|E|5|4|3|2|1|D
Control Control & Ack Ack Only
1 Reserved
Word 1 | = o |5 > =zl |2RIRIFIF 02|22
wmE R BRI S G2 R|E 3212 00|00
D B B e R B e R B D e e T S -

¥ indicates the bit values vary depending on contrel and acknowledge settings
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VRT CAM FIELD UPDATES

APPROVED FOR PUBLIC RELEASE

 Acknowledge Packet CAM ....

6:31-6:56.3.1.6.6

Z DEVCOM

MORA Control/Acknowledge Mode (CAM) Field for Acknowledge Packets

The MOFRA limitation of VITA 492 Control/Acknowledge Mode (CAM) Field for Aclnowledge Packets zhall be in
accordance with Table 68 below. For MOERA the IE, IR, Er. Ack™ and AckS bits in the Acknowledge Packet CAM shall
always be set to "0 zere._Additionally. the W and AckV bats shall be set to “17

Table 68 Control/Acknowledge Mode (CAM) Field for Acknowledge Packets

3
32-bits
16-bits 16-bits
8-bits 8-bits B-bits B-bits
31| m|29|aﬁ|z?|aa|zs|a4 23|zz|21 a:||19| 1s| 1?| 6 15|14| 13|12 11|1|:|| 5 | B ?| 5| 5 | 4| :.| 2| 1| 0
Control Control & Ack Ack Only
1 Reserved
= - i
X{o[xX|o }(;::’;:}( X }(’;:‘::'D 0 }(}(‘;:'}{ }(}{}-{}-{’: ’EE """"""""""""""
¥ indicates the bit values vary depending on control and acknowledge settings

The VITA 492 table §.4.1-1 function description for bit 16 (AckEr for validation acknowledze packets (AckWV = 17 shall

be interpreted as follows: “Set To 1: Errors were generated: Set to 0: No errors were generated.”
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VRT CAM FIELD UPDATES

Control-Cancellation Packet CAM ....

631 .666.3.1.6.8
Packets

Z DEVCOM

MORA Control/Acknowledge Mode (CAM) Field for Control Cancellation

The MORA limitation of VITA 492 Control/Acknowledge Mode (CAM) Field for Control Cancellation Packets shall be
in accordance with Table 70 below. For MOEA the IE, IR, ReqX, and Reg5 bits of the Control-Cancellation CAM zhall
always be set to zero. The ReqV bit shall be used to indicate if a Validation Acknowledge i3 requested and iz modified
from the VITA 49 2 Standard to no longer always be set to “07zere. When the RecV bit is set to 17, then the RegqW and

BegEr bits shall also be zet to “17.

Table 70 Control/Acknowledge Mode (CANM) Field for Control Cancellation Packets

+
32-bits
16-bits 16-hits
B-bils 8-bils 8-bils 8-bits
31|3ﬂ|29|ﬁ|2?|33|25|34 23|22|.E1 33|1E||1E|1?|13 15|14|13|12 11|1|:||E||E- ?|5|5|4|3|2|1|D
Contral Control & Ack Ack Only
1 Reserved
DD |D|D|B
“lalmis =z EEREEEEREISEEEERSR
xﬂxnxnﬂ1nx;§xﬂuxx’;:xxxﬂﬂﬂﬂ

X mdicates the bit values vary depending on contrel and acknowledge settings
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— Added sequential to the uniqueness for MORA use of Message ID Field
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/A  MESSAGE ID FIELD UPDATE  [GEvcom

 New section 6.3.1.6.5 added to strengthen Message ID Field use for
MORA in support of sequential numbering with uniqueness for each
Stream ID and Client MUI pair ....

6.3.1.6.5 Message ID Field for Control and Acknowledge Packets

The VITA 492 mles regarding the Message ID Field shall be interpreted as one 32-bit field containing a unigue (for each
Stream ID / Client MUT pair) sequential numeric valoe that allows association of the particular Control packet with any
resulting Acknowledgze packets.

Rule 8.2-11: The mandatory Message ID (Identifier) field shall be one 32 bit word field containing a
numeric value that will allow association of the particular Control packet with any resulting Acknowledge
packets, per Section 8.4

Observation 8.2-3° Each new Control Packet has a unique Message ID, whereas multiple Acknowledge
Packet responses to a single Control packet will have the same Message ID.

8.2.3 Message ID Field

Rule 8.2.3-1: The Message ID shall be a unique 32-bit identifier.

Recommendation 8.2.3-1: The V49 2 System Specification document and/or Class documentation

should provide the period of unigueness for the Message ID counter.

Rule 8.2.3-2: The Message 1D field shall be used in Control packets to uniguely identify each sent packet
to allow it to be distinguished from other Control packets with the same Stream ID.

Rule 8.2.3-3: When a device receives a Control packet with a Message ID field, it shall provide a
Message 1D field with the same value in any and all Acknowledge Packets that correspond to that specific
Control packet.

Observation 8.2.3-1: The language “any and all Acknowledge Packets” provides for the case where
multiple Acknowledge packets may be generated for a single Contral packet. This can happen when both
validation and Acknowledge packets are requested by the Control packet.
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— Assigned MORA Warning and Error Field bits for message level / prologue issues
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UPDATES

« Added new section 6.3.1.6.7 to further define Acknowledge Packet’s
Warning and Error Fields ....

6.3.1.6.7 tMDRA Warning and Error Response Fields for Acknowledge Packets

The MOERA implementation of VITA 492 waming and error response fields used in Acknowledge Packets shall be in
accordance with Table 69 below. MOERA has added further warning and error designations (bats 12 through 24) to address
general prologue fatlures that apply to all fields in addition to the existing VITA 490 designations that apply to individual
field failures. To further clarify the applicability of warning and error designations, MOEA has added a column fo the
table. MOEB.A has also renamed the VITA 49.2 column “Comment” to become “Meaning™ and has clarified the meanings

for some designations. OnSeme VITA 497 user defined designations {(bite-3-throuah 1) haswe been reserved by MORA
Table 69 MOEA Warning and Error Response Fields for Acknowledge Packets
Bit w“%';gﬂ Meaning Applicability
Ermor for a specific MORA
31 Field NOT The field was NOT executed because of an supported field contained in the
= executed Error conirol packet being
acknowledoed
Device The field was NOT executed properly EDEI::EJE Elﬁ'ﬁﬁ.ﬂﬁfme
30 — because of a device or signal port (such as :
Tailure h fail conirol packet being
hardware) failure acknowledged
g Erroneous The signal port does not support this Ermror for a specific MORA
= Field parficular control field supported field contained in the

APPROVED FOR PUBLIC RELEASE
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WARNING AND ERROR FIELD

UPDATES

Warning and Error Fields (con’t) ....

conirol packet being
acknowledged
The supplied field value is beyond the Sl Lol sl
28 Eallide capability or operational range of this signal ""!D HP_‘ Sl Ted
= out-of-range ort contained in the control packet
L being acknowledged
Farameter The supplied field value specifies a level of E"':;LSFF;NAE:;' ngnfg; 3 ﬁgﬁmﬂc
27 unsupported | precision beyond the capability of this signal contained in ﬂfe ST ]
il port being acknowledged
Ermor or waming for a specific
26 Field Value This field had an invalid setting beyond those MORA supported field
= invalid othenwise specified in this table contained in the control packet
being acknowledged
Ermor or waming for a specific
. The was unable to meet the
H le:ﬁls;r?n timestamo requirement specified by the cnnt'au:nDeTilnEILfeD ggﬁ#tﬂﬂgchet
[T2.T1.T0] bits for the specified field. being acknowledged
Hazardous Ermor or waming for a specific
24 Power The supplied field will cause transmission of MORA supported field
-— TEaE hazardous power levels. contained in the control packet
EEem being acknowledged
The supplied field will cause components to Errc;:‘gré.vﬂa::; ngnfg; 3 ﬁgﬁmﬂc
23 Distordion be over driven leading to distortion. This contained in “J:E e
applies to both receive and transmit. e o

APPROVED FOR PUBLIC RELEASE
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 Added new section 6.3.1.6.7 to further define Acknowledge Packet’s
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WARNING AND ERROR FIELD

UPDATES

Warning and Error Fields (con’t) ....

Error or waming for a specific
MORA supported field
contained in the control packet

being acknowledged

Ermor or waming for a specific
MORA supported field
contained in the control packet

being acknowledged

Error or waming for a specific
MORA supported field
contained in the control packet

being acknowledged

Ermmor or waming for a specific
MORA supported field
contained in the control packet

being acknowledged

Reserved

Error for all MORA supported
fields contained in the control

packet being acknowledged

- 'F',EE_:':” The supplied field wil place the in-band
= Compliance power levels out of compliance
71 —E:]J:gi-ﬂand The supplied field will plan:_:e the out-of-band
— Compliance power levels out of compliance
Co-Site The supplied field will cause co-site
20 Interference interference between transmitter and
— | receiver at same location
: The supplied field will cause interference
19 Eﬁﬂﬁ:‘c o between devices in the same operational
——— — | reqgion
18-13 Reserved Reserved
Invalid VRT I .
12 Packet Tvpe VRT Packet Tyvpe is not supported by MOBA
. % om0 | ISUTSE Format Indicators in the VRT
E— Wﬂ FPacket Header are invalid

Error for all MORA supported
fields contained in the control

packet being acknowledged

APPROVED FOR PUBLIC RELEASE
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WARNING AND ERROR FIELD

UPDATES

Z DEVCOM

 Added new section 6.3.1.6.7 to further define Acknowledge Packet’s
Warning and Error Fields (con’t) ....

Waming for all MORA

(04 %{:m .+ | Packet Countin the VRT Packet Headeris | supported fieids contained in the
E— EETTETEE out of sequence conirol packet being
sElsis acknowledged
Mgt Packet Size i invalid | | on VET Packel Errorfor U WORA cuppottad
c : Haader andior CIE valuas if pracent :
Invalid . . Error for all MORA supported
1] Siream :i::raallci-gue Sl r Ll arod e s fields contained in the comtrol
|dentifier — packet being acknowledged
a Invalid Class | Prologue Class |dentifier field (optional) E;S; fégﬂig;:gﬁ#;?g;ﬁfj
= |dentifier value is invalid packet being acknowledged
U Prologue Message Identifier field value is Error for aII_MUH_A supported
i Unknown unknown and therefore no cancellation lields contained in the controf
- Message [D action can be taken cancellation packet being
e emenl acknowledged
Waming for all MORA
67 gﬁtﬁ;ﬂ Frologue Messaoge ldentifier field value is out | supported fields contained in the
— Pe— of sequence control packet being
Sequence acknowledged
[T Ermor or warning for all MORA
56 ST Prologue Conirellee Identifier field (optional) | supported fields contained in the
— mlﬂ value is unknown control packet being
= acknowledged
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WARNING AND ERROR FIELD  [gévecom

UPDATES

 Added new section 6.3.1.6.7 to further define Acknowledge Packet’s
Warning and Error Fields (con’t) ....

Ermor or warning for all MORA
supported fields contained in the
conirol packet being
acknowledged

Error for all MORA suppaorted
fields contained in the control

packet being acknowledged

Error for all MORA supported
fields contained in the control

packet being acknowledged

A5 LInknown Prologue Coniroller ldentifier field {optional)
— Controller ID | value is unknown
3 Unsupported | Control Indicator Field value or values are
= CIE not supported by MORA
, E:-:EIII;IS[ Packet Size is invalid based on VRT Packet
= Structure Header and/or CIF values, if present

123-0 Resemnved Resenved

Resemnved

If the VRT control packet being acknowledged contains no control fields or cannot be successfully parsed to understand

the control fields that are included. then the acknowledge response shall indicate a whole control packet warning and/or

error by including the Warmning Indicator Field 0 set to all zeros (when AgkW = 1) and/or the Error Indicator Field 0 set

to all zeros (when AgkEr="1") followed by a single Warning and Error Field with the applicable bit(s) set to one.
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— Clarified VRT control / context fields applicability for signal ports and switch groups
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VRT CONTEXT FIELD

APPLICABILITY CLARIFICATION

« Clarified section 6.3.1.5.3 and table 65 to further specify field
applicability to signal ports and switch groups ....

6.3.1.5.3 MORA Context Fields Matrix

The MORA limitation of VITA 492 Context Fields 13 shgwn below in Table 65. The matrix below depicts all context
A Signal Resource type. Fields indicated with “SP" shall
g b indi d with “SG™ shall be required for de ng
ntext for signal ports and shall be required for
simply used for parsing messages and izase not

ndicated

- - Context
CIF | Bit Field Name ANT | RFC | RFD | RFT | SDC | Shared
0 M Context Field Change Indicator
0 30 Reference Point Identifier SP¥Y
0 29 Bandwidth SP¥ SP¥
1] 28 IF Reference Frequency SPY
0 27 RF Reference Freguency SPY
0 26 RF Reference Frequency Offset SPY
1] 25 IF Band Dffset SPY¥Y
0 24 Reference Level SPY
[i] 23 Gain SPY
0 22 Over-Range Count SPY
0 21 Sample Rate SPFY
[1] 20 Timestamp Adjustment SP¥
1] 19 Timestamp Calibration Time SPY
1] 18 Temperature SPY
a 16 State and Event Indicators SPY
0 15 | Signal Data Packet Payload Format SPY
1] i) Context Association Lists SPY
0 1 CIF 1 Enable -
1 30 Polarization SPY
1 29 3-D Pointing Vector SPY
1 28 3-D Pointing Vector Structure SPY
1 26 Spatial Reference Type SPY
1 25 ] SPY
1 18 1dB Compression Point SPY
1 15 Aux Freguency SP¥ SP¥
1 14 Aux Gain SPY
1 13 Aux Bandwidth SPY¥
1 10 Spectrum SPY SPY¥Y
1 9 Sector Scan/Step SPY SFY
1 7 Index List SP¥ SP¥
1 [ Discrete IO 32 Bit SPY SPY SPY¥
1 5 Discrete IO 64 Bit SPY SGY
1 1 Buffer Status SP¥
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VRT CONTROL FIELD

APPLICABILITY CLARIFICATION

» Clarified section 6.3.1.6.9 and table 71 to further specify field
applicability to signal ports and switch groups ....

63.1.6.76.3.1.6.9 MOERA Control Fields Matrix

The MORA limitation of VITA 492 Command Fields shall be in accordance with Table 71 below. The matrix below
depicts all control fields that are used for cotmand packets and their associated MORA Slgnal Resource type. Fields
indicated with “SP” shall be val ith “SG” nalb='=111_
impleme { i i ¥ hal d for implementing control
and sh ) Enable fielde izaca simply used for parsing

nal ports

. . Control/
CIF | Bit Field Name ANT RFC RFD Jnﬁgir SDC Shared
0 ki) Context Field Change Indicator
1] 30 Reference Point Identifier SPY
1] 29 Bandwidth SP¥ SP¥
1] 28 IF Reference Frequency SPY¥
0 27 RF Reference Frequency SPY
0 28 RF Reference Frequency Offset SFY
1] 25 IF Band Offset SPY
0 24 Reference Level
[i] 23 Gain SP¥
[1] 22 QOver-Range Count
1] 21 Sample Rate SP¥
1] 20 Timestamp Adjusiment
1] 19 Timestamp Calibration Time
0 18 Temperature
0 16 State and Event Indicators
0 15 | Signal Data Packet Payload Format SPY
1] 8 Context Association Lists
1] 1 CIF 1 Enable
1 30 Polarization SPY
1 29 3-D Pointing Vector SPY
1 28 3-D Pointing Vector Structure SPY
1 28 Spatial Reference Type SPY
1 25 ] SPY
1 18 1dB Compression Point SPY
1 15 Aux Frequency SPY SP¥
1 14 Aux Gain SPY
1 13 Aux Bandwidth SP¥
1 10 Specirum SPY¥ SFY¥
1 9 Sector Scan/Step SPY SFY
1 7 Index List SP¥ SF¥Y
1 [i] Discrete I/O 32 Bit SP¥ SPY¥ SPY
1 5 Discrete /O 64 Bit SP¥ SG¥
1 1 Buffer Status
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— Updated “Gain Stage” complex type’s Manual Gain and Output Level
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* {N UPDATED GAIN STAGE [GEveom
COMPLEX TYPE

« Updated “Gain Stage” complex type’s Manual Gain and Output Level

applicability to become conditionally required based on Type
— Manual Gain required when Type = MANUAL and SELECTABLE
— Output Level required when Type = AUTOMATIC and SELECTABLE

« Restructured Output Level from arange to alist in support of HPA level
controls that are not using equal increments in settings e.g. 1W (+30 dBm), 2W
(+33 dBm), 5W (+37dBm), 10W (+40 dBm) ...

« “Gain Stage” complex type was:

List "Gain Stage" <1:2>

Stage Number [R] Value from Profile Integer (1to 2) | Gain|

Signal Direction [R] Value from Profile Restricted String (TX, RX)

Gain Type [R]

Value from Profile Restricted String [AUTOMATIC, MANUAL, SELECTABLE) | Discrete 10 32|

Manual Gain "Manual Gain"
Minimum Gain [R] value from Profile Float B
Maximum Gain [R] Value from Profile Float [ B}
Resolution [R] Value from Profile Float (>0 to 255.9921375) [dB] | Gain| {the fractional resolution is 1/128 dB}

Output Level

"Output Level"

Minimum 1 dB Compression Point [R] value from Profile Float

Maximum 1 dB Compression Point [R] Value from Profile Float
Resolution [R] Value from Profile Float

List "Gain Stage"

« “Gain Stage” complex type becomes :

Stage Number [R]

Signal Direction [R]

Value from Profile Integer (1 to 2} | Gain|
Value from Profile R

ricted String (

Gain Type [R]

Value from Profile Restricted Strin| » MANUAL, SELECTABLE)

Manual Gain [CR]

"Manual Gain" ECTABLE, shall not be provided as part of Gain Stage when Gain Type is AUTOMATIC}

7 dB (0.00
7 dB (0.0078125 dB), Max > Min}
dB (0.0078125 dB)}

Minimum Gain [R] Value from Profile
Maximum Gain [R]

Resolution [R]

Vvalue from Profile

Value from Profile

Output Level [CR]

List of Floats

Level Value from Profile

Float (-2°to 2°

/27)) [dBm] |1dB Compression Point| {fractional resolution is 1/2" dB {0.0078125 dB)}

APPROVED FOR PUBLIC RELEASE
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RESTRUCTURED OUTPUT LEVEL [oévcom

« Updates “Output Level” in “Gain Stage” complex type in MORA Common
Complex Types

e. Output Level
1 Automabic gain control desenpticaThe 1dB compression point output power level(s) control
description of thiz gain stage. This parameter represents an absolute value(s). such as a fizh
power amplifier’s bias control. and is dji"ferent than relatu. £ Fain cantml v alues
il DutputLexe] shall be an “Output Leve mplax type as des s Common
Cincreasing list nfreal numbers Ereater tha.ﬂ or equal to -2 and less than or
equal fo 28 1’1.2 ", in dBm and a rezolution of 1/27 dB (0.0072125 dB).
i, Output L evel shallsnuet contain at least one item in its list
1. Output Level shallssax be provided as part of Gain Stage when Gain Type 15 AUTOMATIC or
SELECTAELE.
#21v. Output Level shall not be provided as part of Gain Stage when Gain Type is MANUAT .

APPROVED FOR PUBLIC RELEASE




APPROVED FOR PUBLIC RELEASE

— Reduced content for External Device in External Connection Map
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REDUCED CONTENT FOR
EXTERNAL DEVICE

Z DEVCOM

 Reduced content for the “External Device” complex type in “External
Connection Map” to delete the external device’s Sub Type, Service
Name, and Version Information URL. This supports multiple device
iImplementations for a given Device Type and Device ID that could
have different Sub Types and Version Information URLS.

« WAS:

List "External Connection" [R]

Local Signal Port ID [R]

Value from Profile

External Signal Port ID [R]

Value from Profile

External Device [R]

"MORA Device"

ID [R] Value from Profile nteger (1to 63) |Stream ID|

(OTH, RHD, RCD, SDR) |Stream ID|

tring (RXO, TXO, TOR, TAR)

ring {Corresponds to VICTORY service name}

Type [R] Value from Profile
Sub Type [R]
Service Name [R] Value from Profile

Value from Profile

Gain Delta

Version Info URL [R] Va rom Profile
Value from Profile F

Delay Delta

Value from Profile

« BECOMES:

List "External Connection"

Local Signal Port ID [R]

External Signal Port 1D [R]

External Device [R]

Gain Delta

Delay Delta

Value from Profile

g (xxxyy) {concatenated xxx is “Type” and yy is “ID” with no zero padding that corresponds to the "MORA Device"}
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bl 1 REDUCED CONTENT FOR ~ [GEveom
EXTERNAL DEVICE (CON'T)

 External Device WAS:

External Device

I. The description of the external device.

i. External Device shall be a “MORA Device” complex type as described in “MORA
Common Complex Types.”

ii. External Device shall be provided as part of External Connection.

 External Device BECOMES:

External Device

I The device type and identifier of the external device for this connection.

. External Device shall be a restricted string composed of the concatenated “Type” and
“ID” that corresponds to the “MORA Device” complex type as described in “MORA
Common Complex Types.” There shall not be any zero padding on the “ID” field.

ii. External Device shall be provided as part of External Connection.
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— Updated MDM VLAN and Traffic Marking Specifications
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. 7; UPDATED MDM VLAN AND El'svccnw
TRAFFIC MARKING

— Updated MDM VLAN specification for applicability to network
Infrastructure versus end nodes

5.2.1.4 Virtual LANs Specification <480022046013120220414, Exp-~

The Virtual Local Area Networks (VLANs) and Priority Code Point (PCP) classes of service as specified in IEEE 802.1Q
[12] are supported by the network infrastructure and VAN tagging shall not be paeludedcontained suppestedin packets
seureedtransiting to and from ME2BEnd nodes.
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TRAFFIC MARKING

— Added required equivalency for Traffic Marking when both DSCP
and PCP are contained in a given packet

5.2.1.6 MDM Traffic Marking Specification <48008-2020070720220414, Exp>=

EF Signal data 1s timestamped to document the time of collection or transmission. Timestamps can also be used in a
transmit chain to schedule when a transmit event occurs to provide fully deterministic behavior. An acknowledgement-
based approach is employed to ensure reliable delivery of critical control messages. The combination of control/context
and signal data streams (information streams) on the same physical media can degrade performance of the RF capability
if QoS 15 not enforced. MDM traffic shall be marked according to Table 6 in order to maintain ultra-low latency for real-
time messages Switches shall be configured to store associated packets in a dedicated priority queune which 1s serviced
before all other quenes.

All MDM packets transitine between end nodes and network infrastructure (e.g. end node to and from switches) as well
as between network mfrastructure (e.g. switch trunk to another switch) shall be marked in accordance with fnternet
Engineering Task Force (IETF) Reguest for Comment (RFC) 2474: Definition of the Differentiated Services Field (DS
Field) in the IPvd and IPvi Headers [13] using the applicable DSCP DS field value from the table below. MDM packets
between network infrastructure with the 802.10Q) tag present shall have the 802.10Q Prionity Code Point (PCP) field value
marked to correspond with the DSCP DS field value within a given packet.

Table 6 MDM Traffic Marking

DSCP IEEE ~802.1°
MDM Packet Type . .
Value Service Class Value Service Class
MDM Type 1 VRET _ .
Command FPackets and all 32 gﬁf:ﬁgg:"g'me’ 3 Critical Applications
other MDM Types d
MDM Type 1 VRT Signal i
Preferred Elastic,
Data and VRT Context 9 High Throughput Data 2 Excellent Effort
Packets
All etherOther Traffic 0 Elastic, Best Effort 0 Best Effort

APPROVED FOR PUBLIC RELEASE
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7; UPDATED MDM VLAN AND
TRAFFIC MARKING

— Resulting impact to MDM Networking Specifications

6.2 MDM Networking Specifications <MT96002-V2.45>

The MDM message structure iz vsed in zix distinct interfaces across three different MOEA component types. MDA
mesgage interactions may occur within a single MOBRA Device (intra-device) or cccur between multiple MOEA Devices.
MDM message interactions between devices require the message to transit a network and therefore shall be in accordance
with the following networking specifications in Table 30 below.

Table 30 MDM Networking Specifications <MT26002-V2.45>

Spec Title Spec Tag Applicability

Low Latency Copper Data Physical and Data-Link Layer MT91013-V2.4
Specifications

(1) Required
Low Latency Fiber Data Physical and Data-Link Layer MTS1044-V2 .1
Specifications

43001-202212211460431,

Standard for Ethernet Specification ProExp =} Required
Virtual LANs Specification :E‘D{; UEED:] 1120220414, Exp i+} Required
Standard for Internet Protocol and User Datagram Protocol :E{; 055,;,_4 342022122144118 | £ Required
Specification ProEsn =

Jumbo Frame Packet Support Specification E&Euz@m= {=}Required
MDM Traffic Marking Specification ;Egggmlzzuzzu 414, Exp (+) Required

(+) Experimental specifications are not included in compliance tests.
(1) One or more of MT21013, MT21014 15 Eequired

APPROVED FOR PUBLIC RELEASE
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— Updated MDM Type 1 Packet Generation and Execution Regulations

APPROVED FOR PUBLIC RELEASE

DEVCOM

85



7

APPROVED FOR PUBLIC RELEASE

MDM TYPE 1 PACKET
GENERATION AND EXECUTION

Z DEVCOM

— Updated the Context Packet Generation Regulations within the

MDM VRT Context Packet Type Specification to further define
iImplications on packet generation based on Device State

6.3.1.5.4 Context Packet Generation Regulations

MMOEA shall use the VITA 49 2 Context Packet to describe the conditions under which signals were captured or generated.
This context-to-signal-pairing applies to both analog and digital signal streams (ports) in a MOBA system. With the
exception of the Over-Range Count Field (CIF 0/Bit 22), all MORA context fields shall be interpreted to be persistent.
That iz, the metadata contained in a Context field zhall be understood to be persisient between Context updates. Therefore,
a new context packet shall be sent when fields previously reported have experienced a value change beyond the device’s
measurement error or repeatability tolerances. Regulations to this effect that appeared in VITA 49.0 (Eule 7.1.3-1) have
been omitted in VITA 49 2 with only the spirit contained within normative text in section 7.1 4 ofthe VITA 49 2 document.
For MOFRA, the VITA 49.0 rule shall apply and iz shown below with strikethrough edits for VITA 492 consistency.

FITA 48.0 Rule 7.0.5-1: When the Confext Packet Stream includes a ‘Persistent” Context fleld the emitter shall emit ae
IE Context Packet when the underlying metadata changes. The emitter mey emif that Context field more offen if desired

Signal ports and subports with one or more Bequired Control Fields as well as all awitch sroups zhall generate context
packets in response to executed command packets while minimally in the dewvice states of OPERATIONAT.

TRANSMIT INHIBIT, a.m:l STANDEBY. -F-u;&h&mae;e—ﬂn suppnrt nnn—u:-:nnimllmg users, %h-;maa—s-ub-s@r—rb@-te—ﬂae—e&e—&ﬂ

ib{—u%m&—pﬂ*r@d—m&ﬂ#@&ﬂ—mﬂ—d&ta—mﬂmﬁwnal ports a.ﬂd sul:mm‘ts 1.1-1th ofle Of more Requu'ed Coﬂﬁul F1eln:l3 as

well as all switch groups shall periodically generate a comprehensive context message while minimally in the device states
of OPERATIONAT, TRANSMIT INHIBIT, and STANDEY,. The comprehensive context mezzage shall includewsth

allthe “Fequired Control Fields” for a siven signal port or subport and the ZSwitch State” for a given switch group. shall

e == e — =L s AT T T T = e = = = -_“ I‘lle Pml:ldil:it} Ofme
pu-bl—ish—iﬂg—ef—a—comprehﬂﬂsn relate context message shall be at least once a second a.mi may be more frequent within an

implementation asdvanrdepending upon the level of dynamic resource management utilized for the expected specific uze
cases.
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MDM TYPE 1 PACKET [pEveam

GENERATION AND EXECUTION

— Added Signal Data Packet Generation Regulations within the
MDM VRT Signal Data Packet Type Specification to define

Implications on packet generation based on Device State and the
Discrete 10 32-bit options field.

6.3.1.4.5 |Signal Data Packet Generation Regulations

Receive and Transmut types of digital signal ports (DRX., DTX_ and DTR) shall produce and/or consume signal data

packets in the device state of OPERATIONAL. Receive types of dipital signal ports (DRX and DTR) shall produce and/or

consume signal data packets in the device state of TRANSMIT INHIBIT. Receive and Transmit types of digital signal

ports (DRX, DTX._ and DTR) shall not produce and/or consume signal data packets in the device state of STANDEY. In
addition to the device state implications to the flow of sienal data. individual sienal port and subport flows may be

controlled, when in a permissible device state_ using the RF Control subfield in the optional Discrete I/O 32-Bit field as
described in “Discrete /O 32-Bit (CIF 1/Bit 6).”

APPROVED FOR PUBLIC RELEASE
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MDM TYPE 1 PACKET [pEveam

GENERATION AND EXECUTION

— Added Command Packet Execution Regulations within the MDM
VRT Command Packet Type Specification to define implications
on command packet execution based on Device State.

6.3.1.6.10 Command Packet Execution Regulations

Currently reserved signal ports. and any associated subports, with one or more Required Control Fields as well as all
switch groups shall execute valid (e.g.. authorized client well -formed message. and MSEP consistent) command packets
while minimally in the device states of OPERATIONATL TRANSMIT INHIEBIT. and STANDBY.

APPROVED FOR PUBLIC RELEASE
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— Revised applicability of Generic End Node Management Parameters
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GENERIC END NODE
MANAGEMENT PARAMETERS

— Revised applicability of Generic End Node Management

Z DEVCOM

Parameters in the MORA Device Management Interface from

required to optional.

« Rationale is that proxy implementations may not wish to use operations
in potential conflict with the surrogate end node interfaces (e.g. host

name, date time, etc.)

The MOFA Device Management Interface implementation shall be in accordance with Table 13 below.

Table 13 MORA Device Management Interface <MT92011-V2.45>

Spec Title Spec Tag Applicability
Common Management Interface Specifications VT59902-V1.9 Required
MORA Schemas and WSDLs 49103-20201002, Pro Required
Device Information Management Parameters 10008-20210409, Pro Required
MORA Device Management Parameters A49011-2021030420220307, Pro | Required
Generic End Node Management Parameters 13003-20210409, Pro OptionalRequired
Waveform Management Parameters 49012-2020400220220307, Pro | Optional
Data Confidentiality & Integrity for Management 10018-20180215, Pro Optionall
Interfaces

Data Authentication for Management Interfaces 10019-20150331, Pro Optional
Authentication and Authorization Security Specifications | VT50400-V1.9 Optional

APPROVED FOR PUBLIC RELEASE
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GENERIC END NODE [GEveom
MANAGEMENT PARAMETERS

— Impacted to WSDL applicability in Appendix B Table 92

Table 91 MORA WSDLs

Specification WSDL File Name Applicability
Efeﬂcﬁigi‘gﬁe - T e MoraDevice wsdl Required
';”Eeiﬁigﬂm' Resource Management Parameters | .. - <ionalResource wsdl Optional
g:f;?n;’s?s“gxiiﬁg{if:ﬁ"" L ETETETE RiDistibutisARF Distribution. wsdl Optional
Waveform Management Parameter Specification Waveform_ wsdl Optional

Table 92 Inherited VICTORY WSDLs

Specification WSDL File Name Applicability
Authentication Service Management Specification | Authentication.wsdl Optional
Authentication Entrypoints AuthenticationEntrypoints wsdl Optional
Authorization Architecture Entrypoints AuthorizationArchitectureEntrypoints.wsdl | Optional

Device Information Management Parameters Devicelnformation. wsdl Required
Generic End Node Management Parameters GenericEndNode wsdl OptionalRequirad
g;zgﬁ;’?;? Health Publishing Management HealthPublishing.wsdl Required

Policy Enforcement Management Specification PolicyEnforcement. wsdl Optional

Version Information Management Parameters VersionInformation.wsdl Required
VICTORY Data Management Parameters VICTORYData.wsdl Optional
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f 71N
é DEVCOM

— Updated “Signal Port Description” complex type Signal Port Domain Description applicability
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SIGNAL PORT DOMAIN [GEveom
DESCRIPTION APPLICABILITY

— Revised applicability of “Signal Port Domain Description” in
“Signal Domain Conversion” complex type from required to

optional.

* Rationale is that some implementations may have performance
constraints and not be able to fully produce or consume wideband
signal port signal data but will instead produce or consume narrowband

subport signal data.
« Added note box for implementer to strive to produce or consume both

4445 [Signal Domain Conversion |
a. Signal Port Bignal Domain Conversion Description
L The =ignal domain conversion functional deseription £o=of the signal port.
1. Signal Port Signal Domain Conversion Deseription shall be a “Signal Domain Conversion
Description™ complex type as described in "MOFPA Common Complex Types.”
i1, Signal Port Signal Domain Conversion Description mayehall be provided as part of Signal
Domain Conversion.
b.  Sub Port Signal Domain Conversion Descriptions
L The =ignal domain conversion functional deseription £aof sub ports for the signal port.
1. Sub Port Signal Domain Conversion Deseriptions shall be a list of “Signal Domain Conversion
Description™ complex types as described in “MORA Common Complex Types.™
iii.  Sub Port Signal Domain Conversion Deseriptions shall contain at least one item in its list.
iv. Sub Port Signal Domain Conversion Descriptions may be provided as part of Signal Domain
Conversion.
e NOTE: The implementer should sirive fo provide both signal pert and subport signal data production
and/or consumption capabilities including wideband and narrewband data series where possible.

APPROVED FOR PUBLIC RELEASE
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MORA V2.5 REVISION NOTICE

' a‘ E'E VCOM

REVISION TYPE DEFINITIONS

o ADDITION: The additicn of normative text and/or regulations (zhall, shall not, may, should, and should not), addressing new requirements or preexisting gaps.
¢ CLARIFICATION: The addition, modification, or deletion of non-normative text.

o CORRECTION: The medification of normative text and/or regulations (shall, shall not, may, should, and should not), addressing an error or defect.
« DELETION: The removal of normative text and/or regulations (shall, shall not, may, should, and should not).

« EBEELOCATION: A movement of existing content within the document. Denoted for both the “from™ and the “to™ location.

« UPDATE: The modification of normative text and/or regulations (shall, shall not, may, should, and should not), addreszing formatting or changes over time.

TABLE OF REVISIONS

Section in V2.5 Rev Type | Change in V2.5
throughout Clarification | Resolved typographical errors.
throughout Clarification | Revized grammar for consistency.
throughout Addition Added vnigueness statements to ensure defined scope and bounds.
throughout Update Updated ﬂ':.lE. formatting of management pmeter zections to separately bulletize'number complex argument, return value and
error condition paragraphs for eaze of reading.
. Corrected argument and error conditions in management parameters specifications that vsed the word “are™ to use the word
throughout Correction | -
shall” instead.
throughout Update Updated definition, data type/onits, and applicability statements of complex type fields to have consistent verbiage and structure.
throughout Update Updated complex type field applicability statements (shall'mavy) to appear last in the field section.
throughout Update Updated complex type fields with Boolean logic to have data type statements of consistent structure.
throughout Update Updated internal and external document references to have consistent structure and verbiage.
throughout Clarification | Revized instances of “IPV4™ and “IPVE™ to “IPv4™ and “TPvE™ respectively.

APPROVED FOR PUBLIC RELEASE
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throughout

Update

Updated any MOEA table/spec tags from V2.4 to V1.3 (or dates and/or maturity) if they were impacted in the 2.5 release:
EF Layer Command Interface <MT20012-V2.5>
EF Layer Context Interface <MT2Q0013-VI 5=
EF Layer Digital Data Interface <MT20014-V2 5>
EF Layer Operations Interface <MT20013-V2 5>
MOERA Device Operations Interface <MTR0016-V2.3%
MOEA Signal Resource Manager Operations Interface <MT20017-V2. 3>
Low Latency Switch <MT21010-V2.5>
Low Latency Switch Data Interface <MT91011-V2.5=
Low Latency Switch Data Interface Physical and Diata-Link Laver Specifications <MT91012-V2.3>
MOFA Device <MT92010-V1.5>
MOEFA Device Management Interface <MT22011-V1 3>
MORA Signal Eesource Manager <MT92013-V2.5>
MOEA Signal Resource Management Interface <MT92014-V2 5>
MORA Signal Port Manager <MT22016-V2.3>
MDM Protocel Specifications <MT26001-V2.5=
MDM Networking Specifications <MT26002-V2 5>
Standard for Ethernet Specification <42001-20221221, Pro>
Virtnal LANs Specification <42002-20220414, Exp>
Standard for Internet Protocol and User Datagram Protocel Specification <48005-20221221, Pro>
MMulticast Dissemination Over the Network Specification <48005-20221221, Pro>
Jumbo Frame Packet Support Specification <48007-20221221, Pro>
MDM Traffic Marking Specification <48008-20220414, Exp>
MDM Data Encoding Specification <48605-20221221, Pro>
MDM Encapsulation Specification <48606-20221221, Pro>
MDA VET Message Structure Specification <48607-20221221, Pro>
MDM VET Signal Data Packet Type Specification <42608-20221221, Pro>
MDM VET Context Packet Type Specification <43609-20221221, Pro>
MDM VET Command Packet Type Specification <48610-20221221, Pro>
MDA Aclknowledgement Meszage (Type 2) Specification <48611-20221221, Pro>
MDA Time of Day Meszsage (Type 3) Specification <48612-20221221, Pro>
MDM Signal Port User ID Message (Type 4) Specification <486813-20221221, Pro>
MDA Health Message (Type 5) Specification <48614-20221221, Pro>
MDM Command Message (Type 8) Specification <48613-20221221, Pro>
MDM VRT Context and Command Fields Specification <48616-20221221, Pro>
MDM Switch Group User ID Meszage (Type 7) Specification <48617-20221221, Pro>
MDM Multicast Dissemination Specification <42801-20221221_ Pro>
Eadio Frequency Distribution Management Parameters <49003-20220414, Pro>
MOFBA Device Management Parameters <49011-20220307, Pro>
Waveform Management Parameters <42012-20220307, Pro>
MOEA Bignal Resource Management Parameters <40014-20221221, Pro>
MOEA Common Complex Types <49016-20221221, Pro=
Fadio Freguency Distribution Complex Types <49018-20220307, Pro>
MOEA Signal Resource Profile <49019-20221221, Pro>
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Section in V2.5 Rev Type | Change in V1.5
Version Information Management Parameters for MOREA <40102-20220307, Pro>
throughout Update Eenamed Appendix B from “MOERA WEDLS" to "MOEA SCHEMAS AND WSEDLE.™
throughout Clarification Rﬂ:::;iﬁ order of validation examples for value scope in the introduction second paragraph of all management parameter
throughout Addition g.'-‘sddaed “unsigned i.uteger”. to the data type intmductﬂr?f paragraph within complex type sections representing a 32-bit unsigned
integer for future use (no impact to current complex types).
throughout Clarification | Resolved confusing verbiage for ID-Device Type.
Clarified the data type introductory paragraph within complex type sections to document the data type interdependency between
throughout Correction XML and binary based messagi.ﬂg. . L . . ) .
Updated XML schema field specification definitions, that need 2 binary MDMVET equivalent precise tranzlation, to use an
accurate mathematical/exponent notation instead of the VITA specification’s observations which were approximate values.
throughout Clarification | Fevised table headers for binary content for consistency.
. . Eeplaced Intelligence and Information Warfare Directorate (I2WD) references due to organizational change (integrated into the
1.1 Clarification -
C3IER Center).
1.7 Clarification | Clarified that compliance can be tested and documented for the MOFBA component types implemented.
2 Update Updated descriptions of references [6] and [7] to “Deleted”.
Added Beference [11] [ETF RFC 8200 IPv6 Specification.
2 Addition Added Feference [12] IEEE 802.10Q-2018 Specification.
Added Eeference [13] IETF RFC 2474 Specification.
- ) ) Fevized “ECD", “EHD", and “SDE" acronym entries to include “{MOFA Device Type)” to their definitions.
3-1-Table 2 Clarification Feevised definition of “VICTOERY™ aEI‘Dﬂ'g,-'ﬂ;l for conciseness. ® P
3.1 —Table 2 Clarification | Added “MD”_ “MSPM", “MSEM™, and “MSEP” acronym entries.
3.1 —Table 2 Clarification | Removed "I2WD™ and “MAC” — “Mezzage Authentication Code™ acronym entries.
Corrected Digital Signal Port Class definition by replacing the word “coaxial” with “copper.” Also corrected DTR from “Digital
32— Table 3 Clarification | Transmit or Receive (DTE)™ to “Digital Transmit and/or Receive (DTER).”
Corrected Eeference Signal Port Class definition by adding the word “copper.”
4632 Clarification | Corrected definition of DTR from “Digital Transmit or Eeceive (DTR)” to “Digital Tranzmit and/or Feeceive (DTE).”
4.6.5 - Figure 10 Clarification Egia,}ed image to add MDM Type 4 Signal Port User ID) as additional responses to “reserve Signal Port™ and “release Signal
5.1.1 — Table 4 Clarification | Corrected IEEE standard number.
Eeplaced IPv4 specification references to IETF EFC standards [6] [7] with references to the applicable sections of the VICTORY
5211 Update . i
Standard specifications.
5211 Addition Added opticnal IPvE specifications with references to the applicable sections of the VICTOEY Standard specifications.
5313 Update UpdTatEd the reference [10] description to remove the version year since it is already documented in the referenced documents
secton.
5214 Update Updated MDM VLAN specification for applicability to network infrastructure versus end nodes.
5215 Addition Added opticnal IPv6 specifications in addition to existing required IPvd specifications.
5218 Addition Added required equivalency for Traffic Marking when both DSCP and PCP are contained in a given packet
2.1.6—Table & Clarification | Corrected IEEE standard number.
53.1.1 —Table & Addition Added optional Switch IPv§ Data Interface Network Laver and Higher Specifications.
533 Addition Added statement: “The MOEA Device, MOFA Signal Resource Manager, and MOBA Signal Port Manager component types

zhall all be at the same component type version (e.g.. V2.3) for a given MOEA Signal Resource implementation.”™
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Section in V2.5 Rev Type | Change in V2.5
517 — Table 12 Addition Added required MOPA Signal Resource Profile specification to the MOEA Device component type.
- - Added optional Generic End Node IPv6 Data Interface to the MOEA Device component type.
iy Added statement about optional WEDL declarations in Version Information as well as Authentication and Auvthorization
53121 Addition ;
dependencies.
5371 - Table 13 Uodate Changed Generic End Node Management Parameters from required to optional in support of MORA proxy implementations
= P where the surrogate host 13n't managed by the proxied interfaces (eg. set Host Name).
33211 -3ba2 Correction | Corrected that list contents of the return value for the “zetFilelist” operation are unigue.
33211-4bil Correction | Corrected that list contents of the return value for the “getAvailableMOPRA Configurations™ operation are unigue.
533211 -3bad Correction | Corrected that list contents of the return value for the “zetBuiltlnTestEesults™ operation are unique.
53211-6bila Clarification Added deﬁnﬂmn to QP%RATE: All RF waveform operations as well as signal resource signal data production and consumption
on the device are active
53211—6bilb Clarification Eevized d»jzﬁmtmn of S'I.',"DIDB"I : -f'Lll EF waveform operations as well as signal rezource signal data production and
consumption on the device are halted
Fevized definition of TEANEMIT INHIBIT: “Feceive RF waveform cperations as well as receive signal rezource signal data
3211-6bile Clarification | production and consumption on the device are active. Transmit RF waveform operations as well as transmit signal resource signal
data production and consumption on the device are halted.”
Added statement at the beginning of the section “Waveform Management Parameters is an optional W3DL interface. It shall only
53212 Addition be included in the MOEBA Device component type, and declared in the associated Version Information, when Waveforms are
present in the implementation specific MOEA Signal Resource Profile.”
53713-1a Clarification Updated.the definition of Waveforms parameter to be analogous to a single RF application capability for a wireless protocol or
modulation.
33212 -1bs2 Correction | Corrected that list contents of the return value for the “getAvailable'Waveforms™ operation are unique.
. . ) Corrected statement from “If there are no available waveforms, then an empty list shall be returned.” to “The list of available
53212-1bila Correction - ) -
waveforms shall contain at least one item.
3.3212-2a Eelocation | Eelocated a definition of Waveform Operation from section 3.3.3.2 —2.aiv.
33212-2bal Correction | Corrected that list contents of the return value for the “getAvailableWaveformOperations™ operation are unique.
. : : Corrected statement from “If there are no available waveform operations, then an empty list shall be returned.” to “The list of
53212-2bila Correction . : ) : v -
available waveform operations shall contain at least one item.
5322 Addition Added that the MORA Device Operations Interface shall provide unicast transmissions.
5327 — Table 14 Correction Cﬂnect.ed the applicability of “MDM Health Message (Type 3) Specification™ from optional to required for the MOEA Device
Orperations Interface.
533 Addition Added statement: “The MOERA Device, MOERA Signal Resource Manager, and MOEA Signal Port Manager component types
T shall all be at the same component type version (e.z., V2.3) for a given MOEA Signal Eesource implementation.™
3.3 —Table 15 Addition Added required MORA Signal Resource Profile specification to the MOEA Signal Resource Manager component type.
iy Added statement about optional WSDL declarations in Version Information as well as Authentication and Auvthorization
5331 Addition ;
dependencies.
33311 -1bs2 Correction | Corrected that list contents of the return value for the “zetSipnalPorts™ operation are unigue.
Added note "NOTE: When a client receives a reservation confirmation. unambiguous operation for a signal port and its sub ports
33311-1ba Clarification | iz accomplished by ensuring that all “Required Control Fields™ are set appropriately via MDM Type 1 Command Pacleets, or are
validated via MDM Type 1 Context Packets.”
3331.1-1hiilhb Correction | Corrected that list contents of an arsument for the "‘resen‘eSiE;ﬂa]Pnrtf" operation are unique.
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53311-1biilb Update Changed the argument complex type from “MOFRA Transport Configuration” to “MOEA Client Transport Configuration”™
T T Deleted operation specific regulations for “MOFA Transport Confizuration”™ optional fields.
533311-1bii3e Update Changed the complex type name from "MOEA Transport Configuration” to “MOE.A Client Transport Configuration™.
53311 -1 b Addition Added note “"NOTE: The resource’s behavior after a successful release should maintain the “Required Control Fields™ settings and
T o the persistence of analog signals or digital signal data, but is ultimately implementation specific.”
33311-2hal Correction | Corrected that list contents of the return value for the “zetSignalPortReservations”™ operation are unique.
53311-5a2 Clarification Clarified the definition of the Static External Connection Map parameter by replacing “. . connections between signal ports to
T ) other MOEA Devices™ with ... connections from internal signal ports to other MOEA Devices™.
533311-3¢ci2 Correction | Corrected that list contents of the return value for the “zetStaticExternalConnectionMap” operation are unique.
- - ) i Clarified the definition of the Internal Reference Connections parameter by replacing “.__are available to non-reference signal
33311-Ta Clarification e i N
ports...” with © ... are connected to non-reference signal ports...”.
33311-7bil Correction | Corrected that list contents of the return value for the “zetInternalFeferenceConnections” operation are uniqoe.
53311-8bi2 Cotrection Corrected that list contents of the return value for the “getdntennaArrays™ operation are unigue.
T o Corrected that return values from MOERA Device Types of “SDE”, "ECD”, and “OTH" shall return an empty list.
33311-8bal Addition Added that return values from MOEBA Device Type of “EHD™ shall return at least one item in its list
- ] . . Corrected that list contents of the return value for the “zetManifoldBands™ operation are unique.
33311-9b42 Clarification . » - ., . . )
Corrected that return values from MOF.A Device Types of “S5DE”, "E.CD”, and “OTH™ shall return an empty list.
Added that return values from MOEBA Device Type of “RHD™ that have at least one manifold band shall return at least one item in
33311-9b42 Addition its list.
Added that return values from MOEA Device Type of "EHD™ that do not have a manifold band shall return an empty list.
Added statement at the beginning of the section “Radio Frequency Distribution Management Parameters is an optional WEDL
53312 Addition interface. It shall only be included in the MORA Signal Rescource Manager component type, and declared in the associated
Version Information, when Switch Groups are present in the implementation specific MOEA Siznal Eesource Profile.”
335312-1b42 Correction | Corrected that list contents of the return value for the “getSwitchGroups™ operation are unique.
o . . Corrected statement from “If there are no switch groups, then an empty list shall be returned.” to “The list of switch groups shall
53312-1bila Correction . o
contain at least one and no more than 127 items.
Added note “NOTE: When a client receives a reservation confirmation, unambignous operation for a switch group is
33312-1bii Clarification | accomplizshed by ensuring that the “Switch State™ is set appropriately via MDM Type 1 Command Packets, or are validated via
MDM Tvpe 1 Context Packets.™
33312-1biilb Correction | Corrected that list contents of an arsument for the “reserveSwitchGroup™ operation are unique.
53317 —1bhiilh Update Changed the argument complex type from “MOFRA Transport Configuration”™ to “MOEA Client Transport Configuration”™
T T Deleted operation specific regulations for “MOFA Transport Configuration”™ optional fields.
33312 -1bu3d Update Changed the complex type name from “MOFRA Transport Configuration” to “MOEA Client Transport Configuration”.
o " Added note “NOTE: The resource’s behavior after a successful release should maintain the switch state control field, and hence
33312-1biu Addition . . . i ) _ I
the persistence of analog signals, but is ultiimately implementation specific.
335312-2b4i2 Correction | Corrected that list contents of the return value for the “getSwitchGroupFeszervations™ operation are unigue.
5332 Addition Added that the MOEA Siznal Resource Manager Operations Interface shall provide unicast transmissions.
5137 Table 17 Correction Cﬂnected. the applicability of “MDA Swi.tch Group User ID Meszage (Type 7) Specification” from optional to reguired for the
MOEA Signal BEesource Manager Operations Interface.
334 Clarification | Added explanatory paragraphs to highlight the closely coupled relationships among component type operations and behaviors.
534 Addition Added statement: “The MORA Device, MOBA Signal Resource Manager, and MORA Signal Port Manager component types

zhall all be at the same component type version (e.z.. V2.3) for a given MOFA Sipnal Fezource implementation.”™
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3.34 —Table 138 Addition Added required MORA Signal Rescurce Profile specification to the MOEA Signal Resource Manager component type.
5342 Addition Added that the BF Layer Command Interface shall provide vnicast transmissions.
5343 Clarification | Clarified that the BF Layer Context Interface shall provide multicast transmissions, which was already a requirement in the table.
) . Clarified that the BEF Layer Digital Data Interface shall provide multicast transmissions, which was already a requirement in the
5344 Clarification table
5345 Addition Added that the EF Layer Operations Interface shall provide unicast transmissions.
3331-3ba Addition Added “SPIRAL” and “OTHEE" enumerated values.
53531-4ai1 Clarification | Clarified that the “Array ID” identifier is unique.
.. . Added that the “Array ID” enumeration iz described in the Eeference Point Identifier section of the “MDM VET Context and
5351-4au Addition ) - .,
Command Fields Specification.
5351—8ci Clarification E::::Eioefjtile definition of Compenszation Criteria by replacing “maximum temperature change™ with “temperature change
3331-84da Clarification | Clarified the definition of Compensation Criteria by replacing “maximum amount of elapsed time” with “elapsed time threshold.”
3351-8edi Clarification | Clarified the definition of Compensation Criteria by replacing “maximum frequency change™ with “frequency change threshold.”
3331-10 Clarification | Added missing definitions for both “Name™ and “Value™ fields of the Device Specific Status complex type.
5351—11aiila Clarification Added deﬁnitinn to {;}PERATE: “All BF waveform operations as well as signal resource signal data production and consumption
on the device are active
$351—11aiida Clarification Fevized dfeﬁﬂiticm of S'I'A."‘-IDBY: -'-"Lll EF waveform operations as well as signal resource zignal data production and
consumption on the device are halted
Eevized definition of TEANSMIT INHIBIT: “Receive BF waveform operations as well as receive signal resource signal data
5351-11aii3a Clarification | production and consumption on the device are active. Transmit RF waveform operations as well as transmit signal resource signal
data production and consumption on the device are halted.™
33351-14ca Clarification | Fevised the definition of “External Device™ to be the device type and identifier of the external device for thizs connection.
Changed data type of “External Device” from a “MORA Device™ complex type to be a restricted string composed of the
53331-14cn Correction | concatenated “Type”™ and “ID* that corresponds to the “MOEA Device™ complex type. There shall not be any zero padding on the
“ID* field.
3331-15¢ Clarification | Clarified that the filter frequency range is determined at the -3 dB amplitude response points.
3351-17 Addition Added new “Frequency Domain Packet Format” complex type.
3.3.3.1 - 18.b.iu Addition Added “End shall be greater than or equal to Start.”
53331-18cu Correction | Corrected the bounds to match the schema for the Resolution field of the Frequency Range complex type.
3.331-19%a4 Correction | Corrected the bounds to match the schema for the IF Center Frequencies field of the Frequency Translation complex type.
3335.1-190b.ii Correction | Corrected the bounds to match the schema for the IF Bandwidths field of the Frequency Translation complex type.
5351-19du Correction | Corrected the bounds to match the schema for the EF Bandwidths field of the Frequeney Translation complex type.
R ) . Clarified the definition by replacing “RF Converter” with “analog frequency translation™ for the Tuning Speed field of the
5331-1%9e4 Clarification :
Frequency Translation complex type.
5.351-20bi Clarification | Eevised the definition by removing “half duplex™ for the Signal Direction field of the Gain Stage complex type.
5.3.5.1 = 20.d.iii/iv Update Changed applicability of Manual Gain from optional (may) to conditionally required (shall be provided as part of Gain Stage
e o when Gain Type i3 MANUAL or SELECTAELE, shall not be provided as part of Gain Stage when Gain Type 1s AUTOMATIC).
5351-20.ei Clarification E:;ir:;iﬁzhe definition of Output Level to be the control description for the 1dB Compression Point output power level(s) of this
535120k Correction Changed the data type of Output Level from “Output Level complex type to be an increasing list of real numbers, greater than or

egual to -2° and less than or equal to 2° - (1/27), in dBm and a resolution of 1/27 dB (0.0078125 dB).”
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3351 —20eiii Addition Added that "Output Level” must have at least one item in its list.

5351 20eivv Update Changed applicability of Output Level from optional (may) to conditionally required (shall be provided as part of Gain Stage
T - when Gain Type i3 AUTOMATIC or SELECTAELE. shall not be provided as part of Gain Stage when Gain Type is MANTUAL).
3.3.3.1-21b.u Addition Added “If the test source power i3 fixed, the Max Injected Power shall equal the Min Injected Power.”

3351 -2bav Addition Added “If the test source power is not fixed, then Max Injected Power shall be greater than the Min Injected Power”
33351 -2ecan Update Updated to “If the test source power is fixed, the Resclution shall equal zero.”
3.3.3.1-23 b.a Addition Added “Mazximum Gain shall be greater than Minimum Gain”
- s .- ) . Clarified the definition by replacing “measure that™ with “gain change for” for the Resolution field of the Manuval Gain complex
3331-23ca Clarification type
33351-214 Addition Added “MOEA Client Transport Configuration” complex type.
5351—25div Correction Corrected the “Supported Signal Ports™ field within the “MORA Configuration™ complex type where it “shall be provided as part
T o of MOEA Confisuration when MOE.A Signal Fesource Manager and MOEA Signal Port Manager component types are present.”
Added the following statement to the “Supported Siznal Ports™ field within the “MOBA Configuration™ complex type:
3331-254dw Addition “Supported Signal Ports shall not be provided as part of MOEA Configuration when MOFA Signal Eezource Manager and
MOERA Signzl Port Manager component types are not present.”
5351-25e Addition Added the “Supported Switch Groups™ field to the “MOEA Configuration™ complex type.
Eenamed “MOEF.A Transport Configuration”™ complex type to “MOBA Resource Transport Configuration™ complex type.
53351-29 Update Deleted Component 1D, Signal Port ID and Priority Level from the complex type since they do not apply to MOERA Resource
Tranzport Configuration.
5351 Deletion Deleted the “Output Level” complex type
5351-39bi Clarification Clarified the definition IJ-}" rel::lacing “unique” with “priraf.e” since CDﬂfj:fmatiDﬂ numbers could repeat during long operating
cycles for the Confirmation Number field of the Reservation Confirmation complex type.
- . ) Corrected the bounds to match the schema for the Sample Bandwidth field of the Sample Bandwidth and Sample Eate complex
3331-42a1 Correction type
5351 -42baus Correction | Corrected the bounds to match the schema for the Sample Fate field of the Sample Bandwidth and Sample Rate complex type.
5351 Deletion Deleted the “Signal Data Attributes™ complex type.
333144 Addition Added new “Siznal Data Format™ complex type.
Changed applicability of Signal Port Signal Domain Conversion Description from required to optional for implementations that
3351 -454a1i Update do not support signal port wide band signal data production or consumption but do suppert subport narrow band signal data
production or consumption.
5.3.5.1—46 Deletion Deleted the “Sample Format™ field from the *Signal Domain Conversion Description™ complex type.
T Deleted the “Sample Sizes” field from the “Signal Domain Conversion Description” complex type.
53351 -4d6c Addition Added new field “Supported Signal Data Formats™ to the “Signal Domain Conversion Description” complex type.
5351-46d Clarification Added note box recommending documentation as to which Supported Signal Data Formats are available for each Sample
Bandwidth and Sample Eate.
3331 -4Tmaii Clarification | Clarified the subfields from the field and added a hyperlink to the Reference Point Identifier (CIF0/Bit30) section.
5351 -47n1i Update Changed the complex type from “MOFEA Transport Configuration”™ to "MOBA Resource Transport Configuration™
s = - : . Added a note for “If the comprehensive set includes any fields from CIF1 (integer 101-131), then the CIF1 enable bit (integer 1)
3331-47p Clarification ; ) ; -
present in CIF0 would be included.
5351-47pi Clarification Clan'f'u?d the d:eﬁnitipn to hegﬂm_e “The caf:lpreherlsive zet of MDM Type 1 control fields required to be provided by a client for
unambiguous operation of this signal port.
3331474 Addition Added the new “Client Inactivity Timeout Field” to the “Signal Port” complex type.
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3351 -47x Addition Added the new “Command Execution Time” to the “Signal Port” complex type.
53514844 Clarification Clarified the definition by replacing “reservation”™ with “description”™ for the Signal Port ID field of the Signal Port Description
complex type.
3.3.3.1 — 48 b Addition Added that when “EF Conditioning”™ is provided as part of “Signal Port Description” that “EF Conditioning” shall not be empty.
5.3.5.1 — 48.d.iii Addition Added that when “Signal Domain Conversion™ is provided as part of “Signal Port Description™ that “Signal Domain Conversion™
shall not be empty.
3351-5300bi Update The corresponding complex type changed from "MOBA Transport Configuration™ to “MOE.A Client Transport Configuration™.
oo - ) . Added a note for “If the comprehensive zet includes any fields from CIF1 (integer 101-131), then the CIF1 enable bit (integer 1)
3351-334d Clarification . . .
prezent i CIFD would be included.
5351-51di Clarification Clarified the definition to become “The comprehensive set of MDM Type 1 control fields required to be provided, in addition to
T " the siznal port control fields_ by a client for unambizuons operation of this sub port.”
3.3351-533d.ii Correction | Corrected the bounds to match the schema for the Eequired Control Fields field of the Sub Port complex type.
53351-39 Addition Added new “Time Domain Packet Format” complex type.
5352-2a Felocation | Relocated V2.4 section 5.3.5.2 — 2.a.iv 1o V2.5 section 5.3.2.1.2 - 2.a
Added that Unique Name in the “Data Transport Configuration™ shall minimally include the MAC address in the first 17
53553 -1cai Addition characters in the restricted string (e.g. 02:C0:ED:12:34:56) for the Control Transport Configuration field of the Switch Group
complex type.
Added that UEI field in the *“Data Transport Configuration”™ shall minimally include IPv4/6 address, UDP port and MUI
3333 -1leciv Correction | information in the path (e.z. wdp:/192.168.0.1:30001/30100) and that the UDP port and MUI may have the same assigned valoe
for the Control Transport Configuration field of the Switch Group complex type.
Added that the optional Network Layer field in the “Diata Transport Configuration™ shall not be included and that if the Network
33353 -1ecxw Addition Layer field iz included and well formed, it shall be 1znored for the Control Transport Configuration field of the Switch Group
complex type.
Added that Unique Name in the “Data Transport Configuration” shall minimally include the MAC address in the first 17
3353-1dai Addition characters in the restricted string (e.g. 02:C0:ED:12:34:56) for the Context Transport Configuration field of the Switch Group
complex type.
Added that UET field in the “Data Tranzport Confizuration”™ shall minimally include IPv4/6 address, UDP port and MUI
5353 -14dav Correction | information in the path (e.z. wdp:/192.168.0.1:30001/30100) and that the UDP port and MUI may have the same assigned valoe
for the Context Transport Configuration field of the Switch Group complex type.
Added that the opticnal Network Layer field in the “Data Transport Configuration™ shall not be included and that if the Networlk
5353-1dx Addition Layer field iz included and well formed. it shall be ignored for the Context Tranzport Configuration field of the Switch Group
complex type.
5333-1e Addition Added the new “Client Inactivity Timeout Field” to the *Switch Group™ complex type.
5353-1f1F Addition Added the new “Command Execution Time” to the “Switch Group™ complex type.
5353 -72bi Clasification Clan'fieﬁ ﬂli definition with “The Client Component IDz authorized to use the identified switch group for this switch group
reservation.
3333-2bu Update The corresponding complex type changed from “MOBA Transport Configuration™ to “MOERA Client Transport Configuration™.
547bida Clarification Added deﬁnitinn to {;}PERATE: “All EF waveform operations as well as signal resource signal data production and consumption
on the device are active
547bilh Clarification Fevized definition of STANDBY: “All RF waveform operations as well az signal resource signal data production and

consumption on the device are halted”™
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Section in V2.5 Eev Type | Change in V2.5
Eevized definition of TEANEMIT INHIBIT: “Receive RF waveform operations as well as receive signal rezource signal data
542bile Clarification | production and consumption on the device are active. Transmit BF waveform operations as well as transmit signal resource signal
data production and consumption on the device are halted.”
54_7bid Update Updated to better define the relationship between the reported SYSLOG values for a “deviceState™ with the “State”™ in the “Dlevice
j o Status” complex type.
- . Updated to better define the relationship between the reported SYSLOG values for a “waveform™ with the “Description” in the
34-2biil Update o )
Waveform™ complex type.
534 -2hai Clarification | Clarified that SPM errors are related to MDM Type 2 No Responses and FEesponzse Values of 2,4, 8, 16, 64, and 128.
5.4-2bav Clarification | Clarified that SPM _out of zeguence events are related to MDM Type 2 Besponse Value of 32.
54-2byv Clarification | Clarified that SPM_ACKs are related to MDM Type 2 Eesponse Valoes of 1 and 32,
3.5 —Table 24 Update Added a V2.3 column under the “Version Applicability™ heading in the MOPA Management Interface Types table.
5.5 Table 35 Cotrection Ezzected by renaming heading from “Verzion Applicability™ to “WEDL Port Version(z)” in the MOEA SOAP Component Types
Added a V2.5 column under the “W3DL Port Version(s)” heading in the MOEA S0OAP Component Types table.
5.5 —Table 25 Update Changed the W3DL port versions of MORA DEVICE, WAVEFORM, MOEA SIGNAL RESOUECE, and
FADIO FREQUENCY DISTRIEUTION from V2.4 to V2.5,
5.7 Addition Added new “MOFA Sipnal Fesource Profile” section.
571 Addition Added new “MOFA Sipnal Eesource Profile Implementation Rules™ section.
572 Addition Added new “MOERA Signal Eesource Profile Complex Types™ section.
61713 Update Updated the meaning of the MDM header version major / minor to be specific to the MDM Type in accordance with the “MDM
T Version by Type” table and that implementations may support interoperability of legacy versions by MDM Type.
.. Added that the ML2E Interface ID shall be used to validate all incoming messages by verifying the criginator and/or destination
61215 Addition . .
MUIz in MDM transmissions.
61715 Update Updated the uniqueness bounds for both the “Origination ID™ and “Destination ID™ are minimally unique to the component type
T instance within a MOFA device and 15 also uvnigue within a MOEBA system.
6.1.2.1.6 Eelocation | Eelocated "MDM Types” table to APPENDIX C and renamed it to “MDM Size by Types.”
61716 Deletion Femoved the vnnecessary sentence “All messages within a particular MDM packet shall be of the same type™ as regulation in the
T “MDM Size by Types”™ table naturally prevents this
6.3.1 Clarification | Clarified that the use of MDM VRET Type 1 messages iz for MOEA Signal Port Manager client interactions only.
6311 Clarification Added summary bullets for Warning and Error Response Field.
T Added summary bullets for Message ID Field.
Added synchronization of the TSI and TSF code values so that when TSI is prezent, TSF iz alzo present. When TSI iz not present,
63123 Update :
T&F 1z also not present.
6.2.1.2.3 — Table 36 Correction | Corrected erroneous callout of “T3/ T2 T1™ to “T2/T1/TO™.
63175 Update Updated the meaning of the VERSION MAT and VERSION MIN subfields within Information Class Code to be specific to MDM
o Type 1 in accordance with the “MDM Version by Type™ table.
6.3.133 Clarification | Deleted two note boxes regarding the C5ISE Center reference design implementation as they are irrelevant to the specification.
6.3.1.3.3 —Table 47 Clarification | Corrected the table name from “Signal Payload Packet Data Format Field” to “Signal Data Packet Payload Format Field”.
6.3.14.5 Addition Added section for signal packet generation regulations.
63.153 Addition Added differentiation of which MOBA context fields apply to siznal ports, switch groups or both
6.3.1.5.3 —Table 65 Update Updated table applicability indicator from “X” {o now include “3P”, “5G" and “SP/SG".

APPROVED FOR PUBLIC RELEASE 103




Section in V2.5 Rev Type | Changein V2.5

Added rule regarding context packet generation in response to executed command packets minimally for specific Device States
and stated applicability to signal ports and subports with one or more Required Control Fields as well as all switch groups.

63134 Update Updated existing rule regarding periodic comprehensive context packet generation minimally for specific Device States and
clarified applicability to signal ports and subports with one or more Bequired Control Fields as well as all switch groups.
Added “Er” to the list of bits that shall be set to “07.
63164 Addition Added that the W™ bit shall be set to “17.
Added that when “FeqV" is zet to *17, then “Feg'W™ and “FeqEr” shall also be set to "17.
6.3.1.6.4 — Table 67 Update Updated “W™ to “17, "Er” to “07, and all “Res” bits to “07.
63165 Addition Added new section “Message ID Field for Control and Acknowledge Packets™ to further clanfy VITA 492 rules and add

zequential numbering assignment to enable detection of out of sequence control packets.

Added “Er” to the list of bits that shall be set to “07.

Added that the “W™ and “AckV™ bits shall be set to “17.

6.3.1.66 Addition Add the following to clarify the VITA specification: The VITA 492 table 8.4.1-1 function description for bit 16 (AckEr) for
validation acknowledge packets (AckV = 1) shall be interpreted as follows: “Set To 1: Errors were generated; Set to 0: No errors
were generated.”

6.3.1.6.6 — Table 68 Update Updated “W™ and “AckV™ to “17, “Er” to 07, and all “Res™ bits to "0,

Added new section “MOFEA Warning and Error Response Fields for Acknowledge Packets™ to deseribe the MOEA

6.3.1.6.7 Addition implementation of the VITA 492 Wamning and Error Fesponse Fields for Acknowledze Packets.

6.3.1.6.5 Addition Added that when “FeqV™ is zet to “17, then “FegqW” and “ReqEr” shall also be set to “17.

6.3.1.6.8 — Table 70 Update Updated all “Fes™ bits to “07.

6.3.1.6.9 Addition Added differentiation of which MORA control fields apply to signal ports, switch groups or both.

6.3.1.6.10 Addition Added section for command packet execution regulations.

6.3.1.6.9-Table 71 Update Updated table applicability indicator from “X” to now include “8P” “3G" and "8P/3G".

Clarified that the MDM Type 2 message is used for both rezource inter-component type and MORA Signal Port Manager client

6.3.2 Clarification | . i
ifiteracticns.

Updated first paragraph to become: “This message is used for both rezource inter-component type and MOEBA Signal Port
Manager client interactions. The MDM Acknowledgement Message (Type 2) shall be used, when requested, to provide a positive
acknowledgement to the sender of valid MDMs, excluding MDM Acknowledgement Meszzage (Type 2), that a specific message
(as indicated by the MDM SEQUENCE NUMBEER) was received and the MDM Header was validated by the recipient. In
addition to this initial serutiny, the MDM Acknowledgement Message (Type 2) alzo shall provide a means by which the recipient
may further delineate payload validation as well as execution success or failure for all valid MDM Types, excluding MDM VITA
Fadio Transport (VET) (Type 1) and MDM Acknowledgement Meszage (Tyvpe 2).

Added paragraph: “MDM VITA Eadio Transport (VET) (Type 1) Command Packet Sub Type message payload validation
acknowledgement shall be accomplished, when requested. using the acknowledge validation (AckV) feature of VITA 4932,
However, an AckV responze shall not be issued if an MDM Acknowledzement Message (Type 2) error response occurs.
Execution acknowledgement for MDM VITA Radio Transport (VET) (Type 1) Command Packet Sub Type messages shall be
accomplizhed by monitoring the associated multicast MDA VITA Badio Transport (VET) (Type 1) Context Packet Sub Type
messages. Therefore, MDM Acknowledgement Message (Type 1) responses to MDM VITA Radic Transport (VET) (Type 1)
Command Packet Sub Types shall not include response values of (4, (8), and (16) as depicted in Table 73 below.”

632 Update

6.3.2 —Table 73 Update Feplaced the “1” bit label with a *VI” bit label for “Version Incompatibility™ errors.

Added the following sentences before Table 73: “The responsze to an MDM requesting acknowledzement shall be a single MDM
632 Addition Acknowledzement Meszage (Type 2). The single acknowledgement shall follow the order of response precedence specified. The
requester’s notional behavior based upon the response value iz also described below.
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Added a response value of 128 to the table for “Version Incompatibility (VI)” errors.
Added a column specifying an order of precedence in acknowledgement evaluation.
6.3.2 —Table 74 Addition Changed existing *=° callout instances to “*57.
Added a new “* to indicate MDM Acknowledgement responzes (4, 8, and 16) are not permitted for MDM VET Command Packet
Tvpes.
6.3.2 —Table 74 Clarification | Clarified some of the entries in the “Response Meaning”™ column.
6.3.3 —Table 75 Clarification | Eenamed “SEND-ACK" to “ACK" to be consistent with the field name defined in the MDA encapsulation section.
633 Clarification | Clarified that the MDM Type 3 message is used for resource inter-component type interactions only.
6.3.4 —Table 77 Clarification | Fenamed “3END-ACEK” to "ACK™ to be consistent with the field name defined in the MDM encapsulation section.
Added User MI2BE Command Field Indicator Bits, User Command ML2B Unique Identifier (MUT), User ML2B Signal Data
6.3.4 —Table 77 Addition Field Indicator Bits, User Signal Data ML2B Unique Identifier (MUT), User ML2E Context Field Indicator Bits, and User Context
ML2E Unique Identifier (MUI) fields to the MDM Signal Port User ID Message Format table.
Clarified that the MDM Type 4 message iz used for both resource inter-component type and MORA Signal Port Manager client
634 Clarification | interactions.
Clarified verbiage for verifying incoming release MDMs.
Updated the third use case description to become “To communicate to a MORA Signal Eesource Manager component type and
MOEA Signal Port Manager Client(z) that a signal port release has occurred at its MORA Signal Port Manager component type
634 Update due to a lack of communications from an authorized MOEA Signal Port Manager client within a signal port specific period of
time, if implemented ™
Updated the octet'byvte order and bit ordering verbiage for IPv4, IPv6, and MAC for Command, Signal Data, and Context.
Added definitions for the User MIL2ZB Command Field Indicator Bits, Uszser Command MI2B Unique Identifier (MUT), User
ML2B Signal Data Field Indicator Bits, User Signal Data ML2BE Unique Identifier (MUT), User ML2E Context Field Indicator
Bits, and User Context ML2E Unique Identifier (MUT) fields.
634 Addition Added zentence along with updates to an existing paragraph to clarify usage of the SIGNAL PORT ID field of the SIGINAL
PORT RESOUECE ID and USER ID subfields.
Added sentence to User ML2E Signal Data message fields to be set to zero when the client does not publish digital signal data.
Added sentence to User MLIB Context message fields to be set to zero when the client does not publish context.
6.3.5 — Table 20 Clarification | Fenamed “SEND-ACK" to “ACK™ to be consistent with the field name defined in the MDM encapsulation section.
6335 Clarification | Clarified that the MDM Type 3 message is vsed for resource inter-component type interactions only.
Updated to become “For device level operational parameters, meszages shall be sent to both MOERA Device and MOEA Signal
6335 Update Eezpurce Manager component types. For signal port level operational parameters. meszages shall be zent only to the MORA
Signal Resource Manager component type.”
635 Update Updated the MDM Type 5 second method use of Operational State field’s value to not have to represent all monitored parameters
T in a zingle value.
) Corrected that switch group resource health status 13 reported for each signal port(s) impacted unless all signal ports on the device
635 Correction ) ) : . _
are impacted_ in which case it’'s reported at the device level
6.3.5 — Figure 23 Clarification | Clarified that the Operaticnal State field is implementation specific.
6.3.6 — Table 81 Clarification | Fenamed “SEND-ACK" to *ACK™ to be consistent with the field name defined in the MDM encapsulation section.
6.3.6 Clarification | Clarified that the MDM Type 6 message is vsed for resource inter-component type interactions only.
6.3.6 — Figure 18 Correction | Corrected the upper bound of Configuration ID to be 2, 147 453 647 in alignment with the XML sizned integer greater than 0.
6.3.6 — Figure 27 Correction Eﬂnected the upper bound of Waveform Operation ID to be 2,147 483 647 in alighment with the XML signed integer greater than
6.3.7 —Table 82 Clarification | Fenamed “SEND-ACK™ to “ACK"™ to be conzistent with the field name defined in the MDM encapsulation zection.
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Section in V2.5

Rev Type

Change in V2.5

6.3.7 — Table 22

Addition

Added User MI2B Command Field Indicator Bits, Uzer Command MI2E Unique Identifier (MUT), User MLIB Context Field
Indicator Bits, and User Context ML2E Unique Identifier (MUI) fields to the MDA Switch Group User ID Messaze Format table.

637

Clarification

Clarified that the MDM Type 7 message is used for both resource inter-component type and MOEA Signal Port Manager client
interactions.
Clarified verbiage for venifying incoming release MDMs.

637

Update

Updated the third use case description to become “To communicate to a MOEA Signal Resource Manager component type and
MOEA Signal Port Manager Client(s) a switch group release has occurred at its MOEBA Signal Port Manager component type due
to a lack of communications from an authorized MORA Signal Port Manager client within a switch group specific period of time,
if implemented.”

Updated the octet'byte order and bit ordering verbiage for IPv4, IPvo, and MAC for Command and Context.

637

Addition

Added definitions for the User ML2B Command Field Indicator Bits, User Command ML2E Unique Identifier (MUT), User
ML2E Context Field Indicator Bits, and Uszer Context ML2B Unique Identifier (MUT) fields.

Added’updated sentence(s) to existing paragraphs to clarify usage of the SWITCH GEOUP ID / SIGNAL PORT ID fields of the
SWITCH GROUP EESOQUECE ID / USEE. ID subfields respectively.

Added sentence to User ML2E Context meszage fields to be zet to zero when the client does not publish context.

7.3.1.1

Clarification

Added Avahi to the listed library examples.

7.3.2 —Figure 30

Clarification

Corrected figure to include Generic End Node content to the MOEA Device response.

132

Clarification

Corrected to include Generic End Node content to the MOF.A Device response given by the version information web service and
included references to applicable specification sections for version information and health publishing content.

7.3.3 —Figuge 33

Clarification

Corrected the figure to show that the resource announces the reservation over MLIB to all clients of the reservation.
Corrected the figure for the change in complex type name from *MOFRA Transport Configuration™ to “MOBA Client Transport
Configuration™

135

Clarification

Corrected the explanations to show that the rezource announces the reservation over ML2E to all clients of the reservation.
Corrected for the change in complex type name from “MOEBRA Transport Configuration™ to “MOBA Client Transport
Confizuration™

4.1

Clarification

Corrected for the change in complex type name from “MOEBA Transport Configuration™ to “MOBA Resource Transport
Configuration”

152

Clarification

Clarified that the example demonstrates a multi-client rezervation.
Corrected for the change in complex type name from “MOPBA Transport Configuration™ to “MOBA Client Transport
Confizuration™

7.32 —Figure 30

Clarification

Corrected that the reserving client is required to be an authorized user and must be listed first in the reserve request argument’s list
of MOFRA Transport Configuration to leverage its priority.

Corrected that the MOFA Signal Port Manager resource announces reservations to all authorized clients and that the reserving
client does not announce reservations to non-reserving authorized clients.

Corrected that the context was erronecusly depicted as being sent by an BF Layer Command Interface for EHD1.

Corrected the figure for the change in complex type name from “MOEA Transport Configuration”™ to “MOFA Client Transport
Configuration™

1.5.2

Clarification

Corrected the explanation to align with the corrected fizure.

Appendix B

Update

Updated the title of the appendix from “MOEA WSDLS™ to "MOERA SCHEMAS AND WsDLS.™

Appendix B

Eelocation

Eelocated the two schema tables from the previous MOEA SCHEMAS Appendix C to the existing MOBA WEDLs tables in
Appendix B.

Appendix B — Table 29

Addition

Added the required MOFA Signal Besource Profile Complex Types schema to the "MOFEA Schemas™ table.

Appendix B — Table 91

Correction

Corrected capitalization of “FfDistribution. wsdl™ to “BEFDistribution.wsdl” to match the actual filename of the wadl.
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MORA V2.5 REVISION NOTICE  [oevcam

Section in V2.5 Rev Type | Changein V1.5
Appendix B — Table 92 Update Changed the applicability of the GenericEndNode.wsdl from required o optional.
Appendix C Update Updated the title of the appendix from “MOEA SCHEMAS™ to “MOERA DATA MESSAGE TYPE ATTRIBUTES.”
Appendix C Felocation | Relocated the two schema tables to the new MOBA SCHEMAS AND WSEDLS Appendix B.
Appendix C — Table 93 Addition Added “Current Version by MDM Type”™ table to Appendix C.
Appendix C Eelocation | Relocated “MDM Types™ table (V2.4 table 30) from section 6.1.2.1.6 and renamed it to “MDM Size by Types™ (V2.5 table 937
Appendix C — Table 94 Update Updated Data Meszage Size of MDM Type 4 from 19 to 22 words and of MDM Type 7 from 13 to 15 words.
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