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PART 1
1.0 GENERAL INFORMATION


1.1 This is a non-personal services contract to provide Contract Analyst Support for A.T. Augusta Military Medical Center (ATAMMC), Fort Belvoir, VA . This non-personal services contract under which the contractor rendering the services is not subject, either by the contract’s terms or by the manner of its administration, to the supervision and control usually prevailing in relationships between the government and its employees. The government will not conduct interviews.

1.2 Description of services/introduction:  The contractor shall provide all personnel , equipment, supplies, facilities, transportation, tools, materials, supervision, and other items and non-personal services necessary to perform concierge services as defined in this Performance Work Statement (PWS) except for those items specified as government furnished property and services. The contractor shall perform to the standards in this performance work statement. PWS.

ATAMMC:
•	Junior Contract Analyst (2 FTE)  

1.3 Background:  The contract for contract analyst support services was established in 2020 to ensure continued services to Department of War (DoW) beneficiaries at ATAMMC. The contract will work in conjunction with other healthcare professionals and non-contract personnel to develop/capture ATAMMC’s contract requirements.

1.4 Objectives:  The objective of this effort is to provide Directorate of Resource Mananagnent, Contract Support. The Contractor shall provide 2 FTEs Junior Contract Analysts to support Contract operations. The Contractor shall perform the required services in accordance with (IAW) the terms and conditions of this contract and the included Performance Work Statement (PWS). Overtime is not authorized.

1.5 Scope: Contract Management Support.  Services include but are not limited to, acquisition and contract management, program management support, and other related workload requirements associated with the acquisition and administration of awarded contracts.  The contractor shall accomplish a variety of acquisition and other related administrative services to complement the Government’s workplace capabilities. The Contractor shall provide qualified personnel to provide services to Alexander T Agusta Military Medical Center and all outlying clinics. Performance will be base year with four options years, starting 30 Dec 2026 – 29 Dec 2027.

1.5.1.	Contractor personnel shall be fluent in reading, writing, and speaking English. Contractor personnel shall use English as the primary language while on duty, except when assisting non-English speaking individuals

1.6 Period of Performance (PoP):  The period of performance shall be for one (1) Base Year and four (4) 12-month option years. The Period of Performance reads as follows:

	Base Year
	30 Dec 2026 - 29 Dec 2027

	Option Year 1
	30 Dec 2027 - 29 Dec 2028

	Option Year 2
	30 Dec 2028 - 29 Dec 2029

	Option Year 3
	30 Dec 2029 - 29 Dec 2030

	Option Year 4
	30 Dec 2030 - 29 Dec 2031



1.7 Administrative specifications:

1.7.1 Place of performance:  The work shall be performed at ATAMMC, Fort Belvoir, VA 22060.

1.7.2 Recognized Federal holidays: contractor is not required to perform services on the following holidays.   
New Year’s Day				Labor Day
Martin Luther King Jr.’s Birthday		Columbus Day
President’s Day				Veteran’s Day
Memorial Day					Thanksgiving Day
Juneteenth Day				Christmas Day
Independence Day

Note: Any of the above holidays falling on a Saturday will be observed on the preceding Friday; holidays falling on a Sunday will be observed on the following Monday. Any holiday that are declared by Presidential Executive Order shall be observed in the same manner as the holidays listed above. If the area in which contractor personnel are scheduled to work is closed due to the holiday and the personnel are NOT required to report in, payment will NOT be made for those hours. Closures of the installation due to inclement weather or other such acts of God shall be handled in the same manner.

1.7.3 Hours of operation: ATAMMC, the contractor shall provide personnel for contract support  services from Monday to Friday between the hours of 0730 to 1600.  Workdays will include a 30-minute unpaid lunch period. Every effort should be made to schedule a 30-minute lunch break between the hours of 1100 and 1300.

1.7.3 1.Contractor personnel working under this contract shall be paid only for services rendered. Contractor personnel shall coordinate lunch periods with the site supervisor. Payment to the contractor will not be made for temporary work stoppages due to circumstances beyond the control of ATAMMC such as acts of God, inclement weather, power outages, or temporary closing of facilities.

1.7.3.2	The contractor personnel will work no more than 80 hours in a two-week period under this contract. Contractor personnel will work no more than 12 hours in a 24-hour period.

1.7.3.3 The Contractor shall be responsible for a record of arrival and departure times, absenteeism, payroll records, coordinating time off with the Government, and appraisals of their personnel. The Contractor shall accomplish this requirement without requiring Government employees to engage in the contractor’s corporate operational or human resource management processes. The Government will not sign any contractor documents. The government reserve the right to verify hours worked by the contractor personnel by implementing a sign-in and sign-out procedure or by using a timeclock at a site other than the assigned ward/unit. Daily sign-in log, each day that services are performed, the contractor personnel shall be required to sign-in at the time of arrival and departure on a log sheet to be maintained within the department.

1.7.3.4 The contractor shall ensure notification of any unplanned personnel absences due to emergencies by notifying Government Site Supervisor, the Contracting Officer’s Representatives (COR), and the Vendor no later than two hours prior to the scheduled shift.  Notification can be via email, phone call or text, IAW the unit’s protocol for call-outs.

1.7.3.5 The contractor shall ensure coordination of any planned personnel absences. The contractor will notify the Government Site Supervisor, COR or designee no later than 14 calendar days prior to the planned absence. Scheduled absences shall be limited to two (2) weeks.  Planned absences will be IAW the unit’s protocol for requesting leave.

1.7.3.6	Overtime is NOT authorized

1.7.3.7 Emergency Services: On occasion, services may be required to support an activation or exercise of contingency plans during normal duty hours and may extend over if the need arises.  

EXCEPTIONS: The Contractor and the Contractor's employee shall agree to extend these hours as necessary to ensure completeness of emergency care in progress prior to the close of the contractor employee's duty hours. In the event the contract HCW is required to work beyond the normal duty day, the duty hours will be adjusted within the subsequent five days of performance by mutual agreement between the contractor and the COR.

1.7.3.8 Pre-screening requirements:

1.7.3.9 No later than seven (7) days after notification of award, the contractor shall submit a complete Qualification Packages for each potential contractor personnel to the COR for approval.

1.7.3.10 Qualification Package: The packet shall consist of a resume, physical examination certificate, proof of required vaccinations, tuberculosis screening, diploma/degree, and any specialty job-related documents or certification as required.  It is the contractor’s responsibility to ensure the candidates have all the requirements for this contract.  Packets may be conditionally approved, pending receipt of remaining medical documentation prior to the start of work; however they must contain the following required documentation prior to employment; TB and drug test results, Basic Life Support training card, and Certification. No contractor personnel will be scheduled to work with an expired Basic Life Support card/certification. The contractor is responsible to backfill all scheduled shifts for all contracted personnel providing services under this contract that are unable to work due to expired training or certification.

1.7.4. Orientation: Contractor personnel shall complete all required Government orientation programs, initial and annual training.

1.7.5 Training: The Contractor will ensure all required training requirements are completed. The government reserves the right to add to and take away training requirements as deemed necessary to ensure proper execution of the services to be provided by the contractor personnel within the scope of this contract. The contractor may request additional support from the Government for training when resources are available. However, it is ultimately the contractors responsibility to ensure all training is conducted to a high standard consistent with executing the duties and responsibilities within this contract.

1.7.6  Prior to being assigned duties within this contract, contract personnel must ensure all training is completed and reported to the Program Manager for quarterly reports. Additionally, the Program Manager will be responsible for onboarding training to ensure familiarization with the duties and responsibilities of the personnel and to ensure safety at all times. 

1.7.7 Government-Contractor Relationship: Contractor and Government personnel shall comply with all DHA policies referenced in the DHA guide for Government-Contractor relationships.

1.7.7.1 Contractor personnel shall complete all MTF and installation in-processing requirements. When a contractors personnel’s performance under this contract ceases, the contractor personnel shall return the Common Access Card (CAC), and all other government issued badges, per MTF policy and procedure.

1.7.8 Contractor personnel at ATAMMC and its outlying clinics shall meet the standards set forth in the ATAMMC Professional Standards Guide. Electronic copies of this guide is available on the Copies of this guide will be provided during in processing.




1.7.9 Conduct: Contractor personnel shall adhere to standards of conduct as established by the MTF.

1.7.9.1 Removal: At any time during the performance of this contract, the CO may direct the contractor to immediately remove any contractor personnel whose actions are not compliant with MTF standards and fail to comply with the MTF’s rules and regulations, whose abusive language, comments or impaired state raises reasonable suspicion that clear and present danger of physical harm exists to a patient, other contractor personnel, government personnel, or to the impaired individual. This provision will be used in emergency situations only and not for the purpose of bringing performance issues or other non-urgent concerns to the attention of the contractor. The contractor shall replace any contractor personnel serving on this contract that had to be removed from the workplace, within 15 working days or as agreed upon in writing with the CO.

1.7.9.2 If the need for a removal occurs, the CO will contact the contractor and direct the removal of that personnel from the facility and not use that individual to perform any services required under this contract until the issue has been resolved. The contractor shall formally meet with the COR to discuss further action. A review of the basis for removal will be made by the CO within three (3) working days after the CO directed the removal.

1.7.9.3 If, after any investigation deemed necessary by the CO and discussions with the contractor's representative, the CO concludes that the contractor personnel’s impairment requires permanent removal from performance under the contract, the CO will notify the contractor that permanent removal is required. In the event of disagreements between the government and the contractor's representative concerning matters of impaired contractor personnel, the decision of the CO will be final. During the period of time between the removal and the final decision of the CO, the contractor shall provide a backup or replacement contractor personnel in accordance with the terms and conditions of this contract.

1.8 Contractor travel: Reserved

1.9 Other Direct Costs (ODC): Reserved

1.10 Quality

1.10.1 Quality Control (QC):  The contractor shall develop and maintain an effective quality control program to ensure services are performed in accordance with this PWS.  The contractor shall develop and implement procedures to identify, prevent, and ensure non-recurrence of defective services. The contractor’s quality control program is the means by which the work complies with stated requirements. The Quality Control Plan (QCP) shall be incorporated in the contractor’s proposal.  A comprehensive written QCP shall be submitted to the KO and COR within 5 working days when changes are made thereafter. After acceptance of the Quality Control Plan (QCP), the contractor shall receive the contracting officer’s (KO) acceptance in writing of any proposed change to his QC system.  See Technical Exhibit 1 - Contract Data Requirements List (CDRL) A001.

1.10.2 Quality assurance (QA):  The government will evaluate the contractor’s performance under this contract in accordance with the Quality Assurance Surveillance Plan (QASP).  This plan provides a systematic method for the Government to evaluate performance and to ensure that the contractor has performed in accordance with the performance standards.  It defines how the performance standards will be applied, the frequency of surveillance, and the minimum acceptable defect rate(s).  

The designated Contracting Officer's Representative (COR) will record all surveillance observations and perform inspections as required on an unscheduled basis. When an observation indicates defective performance, the COR will require the Contract Manager or designated alternate to initial paperwork recording the observation. The initialing of the paperwork recording the observation by the Contract Manager or designated alternate does not necessarily constitute concurrence with the observation, only acknowledgment of the observation. The observation paperwork will be forwarded to the Contracting Officer for submission to the Contractor. The contractor will be required to correct the deficiencies or defective performance within 5 working days.

1.11 Contractor personnel

1.11.1 CAC requirements:  See Seciruty Investigations Requirements in Part 6.

1.11.1.1 The contractor shall return all CACs to the COR upon the departure of the contractor(s).

1.11.2 Contractor onboarding and training.  The contractor shall complete all requirements, training, and forms as prescribed in the following requirements:

1.11.2.1 ATAMMC on-boarding/off-boarding requirements are given to contractor during on-boarding/on-boarding scheduled date.  All on-boarding instructions are sent to contractor once on-boarding date has been scheduled.  

1.11.2.2 The DHA’s contractor training instructions embedded at Part 7 Section 7.1.2.  

1.11.2.3  The contractor shall comply with onboarding requirements of the DHA for contractors needing to be issued CAC identification, including DoD- and DHA-directed training and forms submission, prior to network access, as displayed in the In/Out-Processing Portal at:  https://info.health.mil/cos/admin/hr/IO/SitePages/home.aspx (note:  Public Key Infrastructure (PKI)-restricted, printed versions available).

1.11.2.4 The DHA’s new employee handbook at Part 7 Section 7.1.4. 

1.11.2.4.5 The Contractor shall prohibit the use of Government issued keys and key cards by any persons other than the Contractor personnel. The Contractor shall prohibit the opening of locked areas by Contractor personnel to permit entrance of persons other than Contractor personnel engaged in the performance of assigned work in those areas, or personnel authorized entrance by the CO.

1.11.2.4.6 Cybersecurity Requirements: All contractor personnel requiring access to a government information system shall successfully complete the Department of Defense (DoD) Cyber Awareness Challenge prior to access to the information technology, and annually thereafter.

1.11.3 PHYSICAL Security:  The contractor shall be responsible for safeguarding all government equipment, information and property provided for contractor use. At the close of each work period, government facilities, equipment, and materials shall be secured.
1.11.4 Key control: Reserved 
1.11.5 Lock combinations: Reserved
1.11.6 PII/PHI, and Federal Information Requirements, refer to Clause Section for DHA Procedures, Guidance and Information 224.90 if applicable.

1.12 Key personnel (Contractor):  Reserved

1.13 Data rights:  Reserved

1.14 Reporting

1.14.1 Contractor Manpower Reporting (CMR):  Reserved.  

1.14.2  Non-Disclosure Agreement (NDA):  All contractor personnel who will obtain access to proprietary, classified, or confidential information or any information release of which is protected or governed by law or regulation associated with DHA acquisitions shall be required to complete and sign a DHA contractor NDA (DHA Form 49) prior to beginning work on the subject contract.  The contractor shall execute an NDA on behalf of the company and shall ensure that all staff assigned to, including all subcontractors and consultants, or other personnel performing on contract/Task order execute an NDA protecting the procurement sensitive information of the Government and the proprietary information of other contractors.  The NDA shall be executed not later than first day of employment and to be renewed upon exercising a contract option period.  Assignment of staff who has not executed this statement or failure to adhere to this statement shall constitute default on the part of the contractor.  The contractor shall maintain originally signed NDAs of individual employees and provide copy to the COR.

1.14.3 Government’s COR:  The COR monitors all technical aspects of the contract and assists in contract administration.  The COR is authorized to perform the following functions:  assure that the contractor performs the technical requirements of the contract; perform inspections necessary in connection with contract performance; maintain written and oral communications with the contractor concerning technical aspects of the contract; issue written interpretations of technical requirements, including Government drawings, designs, specifications; monitor contractor's performance and notifies both the CO and contractor of any deficiencies; coordinate availability of government furnished property; and provide site entry of contractor personnel.  A letter of designation issued to the COR, a copy of which is sent to the contractor, states the responsibilities and limitations of the COR, especially with regard to changes in cost or price, estimates or changes in delivery dates.  The COR is not authorized to change any of the terms and conditions of the resulting contract. 

1.14.4 Post award conference/periodic progress meetings: The contractor agrees to attend any post award conference convened by the contracting activity or contract administration office in accordance with FAR Subpart 42.5.  The CO, COR, and other Government personnel, as appropriate, may meet periodically with the contractor to review the contractor's performance.  At these meetings, the CO will apprise the contractor of how the government views the contractor's performance and the contractor will apprise the Government of problems, if any, being experienced.  Appropriate action shall be taken to resolve outstanding issues.  These meetings shall be at no additional cost to the government.

1.15 Absences due to an emergency:  See 1.7.3.4
1.15.1 Contractor personnel performing services in a contractor capacity in a Government facility are required to possess and wear an identification badge that displays his or her name and the name of their company.  All contractor personnel shall identify themselves as contractor support personnel in all forms of communication with all entities with whom DHA/Deputy Assistant Director for Acquisition (DAD-A)/Head of the Contracting Activity (HCA) has business dealings.  The contractor shall:  Answer all telephone calls and have a personalized voice message with an introductory statement that includes the fact that the person is contractor support personnel.  Ensure all those with whom the person interacts in any face-to-face dealings while supporting the DAD-A understands that the person is contractor support personnel.  Include a title block in all emails that states the fact that the person is contractor support personnel.  Ensure all those with whom the person interacts in any face-to-face dealings while supporting DHA/DAD-A/HCA understands that the person is contractor support personnel.

1.15.2 Smoking policies: The contractor shall ensure that all contractor personnel comply with the facility smoking policies while performing services under this contract. Smoking restrictions may apply at any location or building where activities are performed under this contract.

1.15.3  Health and Immunization Requirements:  

The Contractor shall ensure all contractor employees comply with all health requirements. No earlier than 30 days prior to physical performance of services by the Contractor, the Contractor shall provide to the Government documentation certifying its employees meet all health requirements such as immunizations, annual vaccinations, and medical testing (i.e., tuberculosis, N95 particulate respirator and duckbill mask fitting, Hep A (Food Service). (Attachment, Immunization Form). 

Annual Immunizations: The Contractor shall ensure all contractor employees under this contract are immunized annually with the seasonal influenza vaccine and any other vaccine recommended by the Advisory Committee on Immunization Practices (ACIP) of the Centers for Disease Control (CDC) for contractors or service/ATAMMC specific guidance as outlined in DoDD 6205.02e, Policy and Program for Immunizations to Protect the Health of Service Members and Military Beneficiaries. If a contractor employee declines vaccination, the Contractor shall provide a signed declination form to the COR IAW CDC recommendations and ATAMMC policy.

           Immunization Tracking: The Contractor shall maintain its own process and system of tracking the currency of health immunizations and shall not rely on the Government for ensuring its contractor employees are in compliance. 
 
           Blood Borne Pathogen Exposure: All contract providers/technicians performing health care services shall participate in the ATAMMC’s Blood Borne Pathogen Program, which outlines the post blood borne exposure protocols for testing, treatment, and monitoring. 
 
           Occupational Health: If required by the government, the Contractor shall obtain, at contractor expense, documentation of required physical testing, and a statement from the Contractor’s licensed medical practitioner or a report of a physical examination. The physical examination shall indicate that the Contractor is free from mental or physical impairments that would restrict the Contractor from providing the services described in the contract. 
 
           Universal Precautions: The Contractor shall comply with the CDC’s “Universal Precautions” for the prevention of the transmission of the human immunodeficiency virus (HIV). HIV positive contractor employees will be managed IAW the current CDC guidelines and Section 503 of the Rehabilitation Act (29 U.S.C. Section 793) and any implementing regulations (41 CFR § 60-741). 

           Health Notifications: The Government will notify the Contractor of any known work hazards. If work hazards exist, it will be the Government’s decision whether the Contractor continues work in the environment. 

           Medical Tests: No medical tests or procedures required by the contract will be performed by the Government with the exception post blood borne exposure protocols after exposure; and occupational exposure programs such as the Thermoluminescent Dosimetry monitoring program. 
 
           Failure to meet the requirements stated herein, or when test results determine a contract provider has a contagious disease, the Contracting Officer may, upon the advice of the ATAMMC commander or his clinical staff, determine that such provider is not an acceptable individual to perform services under this contract.

The contractor is responsible for maintaining the health records of its employees performing on this contract and making them available for inspection by the Government upon request.

Contractors performing services shall comply with the health and immunization requirements of ATAMMC, at the time of initial request for clinical privileges or employment and annually thereafter. Backup/replacement contractor employees shall be required to provide equally current certification of health at the time of initial request for clinical privileges or employment, and annually thereafter. The expense for all physical examinations and immunizations to comply with the health requirements shall be borne by the contractor at no additional cost to the Government.

Tuberculosis Screening: Prior to reporting for service at ATAMMC, the contractor employees shall be screened at Contractor expense for risk of exposure to tuberculosis as part of the health examination and immunization/screening requirement outlined in the contract. If the contractor employee is determined to have a low risk of exposure, no further screening or testing is required under this contract. The initial screening may be waived, at the discretion of ATAMMC, if the contractor employee provides evidence of a prior low risk assessment by a licensed physician. If the initial screening results in a determination that the Contractor has an increased risk of exposure to tuberculosis, the Contractor shall ensure that the contractor employee receives targeted screening and testing IAW CDC Guidelines for Health-Care Settings at Contractor expense and submitting timely records of subsequent screening or testing to the COR. 


1.16 Contractor Access to ATAMMC Network(s)

1.16.1 FSO/Company's Security POC shall notify the DHA Personnel Security Office after being awarded a contract that requires access to a DoW system (If applicable, if not delete 1.16.1, 1.16.2, and replace to 1.16 Reserved).  Contractor personnel requiring access to the HA/DHA networks for performance of their tasks require a background investigation and the security awareness training.  The contractor shall be prepared for this process as it could take two (2) or more weeks.  
The following documents are required to initiate an investigation.
· PSO Prospective Employee Profile Sheet (incomplete and/or illegible documents will NOT be accepted)
· OF-306 Declaration for Federal Employment-typed (original signature on the 2nd page; no copies will be accepted
· Two original Fingerprint Cards taken on FD-258 fingerprint forms. ATAMMC: Electronic Fingerprints also accepted if captured at an approved location on Secure Web Fingerprint Transmissions (SWFT).
· Copy of Driver’s License (Real ID) or Government issued ID Card.
· If born outside the U.S., proof of citizenship (i.e., copy of U.S. Passport, Naturalization Certificate, or Citizen Certificate)
Dual Citizenship: When a candidate has conditions that could raise security concern and may be disqualifying; the COR responsible for the contract must schedule a meeting to have the candidate meet with the Security Manager to address the conditions prior to being deemed an acceptable risk for employment and/or in- processing. The candidate is not vetted and will require a representative to escort him/her while here at the ATAMMC. The candidate will be required to bring in original documents that show proof of U.S. Citizenship, any foreign passport in his/her possession (current or expired), and the U.S. passport when meeting with our office. The candidate will be given the following three options:
a) Voluntarily relinquish his/her foreign passport and express the willingness to renounce dual citizenship as a prerequisite in determining suitability and eligibility for a public trust or sensitive position.
b) Voluntarily relinquish his/her foreign passport and express the willingness to renounce dual citizenship directly to their Embassy or Consulate; and will provide ATAMMC: PSO proof of surrender of foreign passport on Embassy Letterhead. (Applicants understand that they may incur a financial cost to process at Embassy).
c) Refuse to relinquish his/her foreign passport and/or dual citizenship; understanding that NO access to the Network will be approved. By selecting this option, the member will not be approved to in-process.
Fingerprints: HCWs shall be subject to the following security processes for fingerprints: ATAMMC: Two original Fingerprint Cards taken on FD-258 fingerprint forms. Electronic Fingerprints also accepted if captured at an approved location on Secure Web Fingerprint Transmissions (SWFT).

SF-85/SF-86
· Once the candidate completes the questionnaire, he/she will be asked to certify the application and release the application to the security office (the security manager is not able to access the application for review until it is released). Before submitting the questionnaire, the candidate should make a copy for their records.
· The review of all documentation including the results of the fingerprints given by OPM will be conducted by the security office.
· Once the review is completed an email will be sent with the approval/disapproval of an interim while the investigation is ongoing to the COR.


1.16.2 Company’s FSO/Security POC must notify the COR when the contractor has submitted the SF-85/86.  Any discrepancies with the SF-85/86 will be communicated from ATAMMC’s security office directly to the candidate and the COR.  The candidate has the responsibility to comply with the instructions from ATAMMC’s Security Office.  

The intiaition of the background check is sent from ATAMMC’s Personnel Security Office/eApp directly to the candidate and contains the direct number and email to ATAMMC’s assigned Security Officer/Designee.  

The contractors FSO/Security POC must nofity the COR in writing of a contractor's termination from the contract, including the termination date.  The COR will initiate out-processing procedures for ATAMMC.

1.17 Personnel Security

1.17.1  The contractor shall comply with DoD 8570.01-M, “Information Assurance Workforce Improvement Program, CH4” November 10, 2015 as amended; 8500.01, “Cybersecurity”, dated March 14, 2014; DoD Manual (DoDM) 6025.18, “Implementation of the Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule Compliance in DoD Health Care Programs” dated March 3, 2019, Department of Defense Instruction (DoDI) 6025.18 “HIPAA Privacy Rule Compliance in DoD Health Care Programs”, dated March 13, 2019; and DoDM 5200.02 “Procedures for the DoD Personnel Security Program (PSP),” incorporation change 3, effective September 24, 2020.  Contractor responsibilities for ensuring personnel security include, but are not limited to, meeting the following requirements: 

1.17.1.1 Follow the DHA Personnel Security Office guidelines for submittal of security clearances.  Contact the DHA Personnel Security Office for guidance on the appropriate background investigation required for personnel on the contract.  The DHA Personnel Security Office can be reached at (703) 275-6038.

1.17.1.2 Initiate, maintain, and document personnel security investigations appropriate to the individual’s responsibilities and required access to Controlled Unclassified Information (CUI).

1.17.1.3 DHA Personnel Security Office does not deny any access to any automated information system (AIS), network, or Controlled Unclassified Information (CUI).  If a contractor receives an unfavorable background investigation, the request for access will be sent back to the FSO for further action.  Any unfavorable adjudication will result in ATAMMC Personnel Security Office revoking any interim clearances and accesses.

PART 2
2.0 DEFINITIONS, ACRONYMS, AND APPLICABLE PUBLICATIONS/INSTRUCTIONS

2.1 Definitions:  

2.1.1 Category D:  Information Technology (IT) and Telecommunications Services (called D-Services)

2.1.2 Category R:  Support (Professional/Administrative/Management) Services (called R-Services)

2.1.3 Contracting Officer (CO):  A person with the authority to enter into, administer, and/or terminate contracts and make related determinations and findings.

2.1.4 Contracting Officer’s Representative (COR):  An individual, including a contracting officer’s technical representative (COTR), designated and authorized in writing by the CO to perform specific technical or administrative functions.  This individual does NOT have authority to change the terms and conditions of the contract. 

2.1.5 Nonpersonal services contract:  a contract under which the personnel rendering the services are not subject, either by the contract’s terms or by the manner of its administration, to the supervision and control usually prevailing in relationships between the Government and its employees.

2.1.6 Quality Assurance Surveillance Plan (QASP):  An organized written document specifying the surveillance methodology to be used for surveillance of contractor performance.  The Government may either prepare the QASP or require the offerors to submit a proposed quality assurance surveillance plan for the Government’s consideration in development of the Government’s plan.

2.2 Acronyms:  

ACOR	                          Alternate Contracting Officer's Representative
ADP	                          Automated Data Processing
AHA	                          American Hospital Association
AHLTA	              Armed Forces Health Longitudinal Technology Application
AMA	                          American Medical Association
ANA	                          American Nurses Association
AOD	                          Administrative Officer of the Day
APHP	                          Adolescent Partial Hospitalization Program
AR	                          Army Regulation



BCLS	                          Basic Cardiac Life Support
BLS	                          Basic Life Support
CFR	                          Code of Federal Regulations
CHAMPUS	              Civilian Health and Medical Program of the Uniformed Services 
CHCS                	  Composite Health Care System
CLIN	                          Contract Line Item Number
CME	                          Continuing Medical Education
CONUS	              Continental United States (excludes Alaska and Hawaii)
COR	                          Contracting Officer Representative
COTR	                          Contracting Officer's Technical Representative
COTS	                          Commercial off the Shelf
CPGs	                          Clinical Practice Guidelines
CT	                          Computed Tomography Technologist
DA	                          Department of the Army
DCS	                          Deputy Director for Clinical Services
DEA	                          Drug Enforcement Administration
DMHRSi	              Defense Medical Human Resources System Internet
DMRC	                          Deployment Medical Readiness Clinic
DOD	                          Department of Defense
DODI	                          Department of Defense Instruction
ECFMG	              Educational Commission for Foreign medical Graduates
EFT	                          Electronic Funds Transfer
FAR	                          Federal Acquisition Regulation
ATAMMC	                          Fort Belvoir Community Hospital
FIPS PUB	              Federal Information Processing Standards Publication
FSO	                          Facility Security Officer
FTE	                          Full Time Equivalent
GS	                          General Schedule
HCAA	                          Health Care Acquisition Activity
HCCSO	              Health Care Contract Support Office
HCP	                          Health Care Provider
HIPAA	              Health Insurance Portability & Accountability Act of 1996
HSPD	                          Homeland Security Presidential Directive
IEP	                          Individualized Education Program
JC	                          Joint Commission
KO	                          Contracting Officer
MEDCEN	              Medical Center
MEDCOM	              Medical Command
MEDDAC	              Medical Department Activity
MHS	                          Military Health System
MRI	                          Magnetic Resonance Imaging Technician
MT	                          Mammography Technician
MTF	                          Military Treatment Facility
NACI	                          National Agency Check with Inquiries
NASW                        	  National Association of Social Workers
NCOIC	              Noncommissioned Officer in Charge
OCONUS	   Outside Continental United States (includes Alaska and Hawaii) 
OIC	   Officer-in-Charge
OMB	                           Office of Management and Budget
OSHA	                           Occupational Safety & Health Association
OTSG	                           Office of the Surgeon General, U.S. Army
PAD	                           Patient Administration Division
PCF	                           Practitioner's Credentials File
PDH-CPG                      Deployment Health Evaluation and Management - Clinical Practice        
			   Guidelines
PDHRA	               Post-Deployment Health Re-Assessment
PIPO	                           Phase In/Phase Out
PL	                           Public Law
POC	                           Point of Contact
PPE	                           Personal Protective Equipment
PWS	                           Performance Work Statement
PPIMS              	   Past Performance Information Management System
QA&I	                           Quality Assessment & Improvement
QA	                           Quality Assurance
QC	                           Quality Control
QAP	                           Quality Assurance Program
QASP	                           Quality Assurance Surveillance Plan
QCP	                           Quality Control Program
RFP	                           Request for Proposal
RMC	                           Regional Medical Command
RVU	                           Relative Value Unit
SF	                           Standard Form
SLIN	                           Sub-line item number
SRP	                           Soldier Readiness Processing
TA	                           Trusted Agent
TASS	                           Trusted Associate Sponsorship System
TAB	                           Therapeutic Agents Board


2.3 Applicable Publications: Reserved




PART 3
3.0 GOVERNMENT FURNISHED PROPERTY, EQUIPMENT, AND SERVICES


The Requiring Activity Authority has assessed the need for Government Furnished Property, Equipment, and Services and determined:

3.1 Services:  The Government:

☐ Will NOT provide Government Furnished Services in support of this contract/task order.  As a result, this paragraph is Not Applicable.

☒ WILL provide Government Furnished Services required in support of this contract/task orders.  These Services are described below:  

3.1.1 Government Training / Orientation - In addition to the specified courses listed below, Contractor employees are required to attend or complete on-line any Department of Defense, Defense Health Agency, Army, or Federal Government directed courses. Contractor employees are required to participate in all mandatory training.

3.1.2   Staff Orientation - New Employee. Contractor employees shall participate in all staff orientation and/or training. Contractor employees may need to attend a government-sponsored initial orientation to familiarize them with policies and procedures. Orientation attendance will be scheduled by the government supervisor. Such orientation may include instruction on automated processing, standard operating procedures, local in-services, quality improvement policies, communications, and occupational exposure to blood borne pathogens, safety programs, etc.

3.1.3 Annual Training Updates. Contractor employees may be required to complete annual training.

3.1.4 HIPAA Privacy and Security Training (HIPAA 101). Contractor may be required to complete the On-Line Web based Training Modules within the first 30 days of performance. 

3.1.5 In addition to the specified courses listed above, Contractor employees are required to attend or complete on-line any Department of Defense, Army, or Federal Government directed courses. Contractor employees are required to participate in all mandatory training.

3.1.6 Government unique training. The government may elect to provide unique government training to Contractors who are performing services under this contract. If the government elects to provide such training, the government will provide such training at no additional expense to the contract employee or to the Contractor. When directed by the contracting officer, Contractors shall attend all such training in a paid status as part of the normal services required and billed under the contract.

3.1.7 Hours for attending any of the above shall be compensated at the regular hourly rate established in the contract.

3.2 Facilities:  The Government:

☐ Will NOT provide Facilities in support of this contract/task order.  As a result, this paragraph is Not Applicable.

☒ WILL provide Facilities in support of this contract/task orders.  The Government provided Facilities are described below:  The Government will provide the use of available DHA facilities and support services, desks, materials, publications and forms, and equipment required for contract performance (except as designated). Contractor shall keep Government furnished supplies, equipment and work areas in a safe, orderly and clean condition. Contractor shall notify the Government whenever maintenance of equipment is required. Contractor shall abide by all requirements for physical security of property and equipment. Space used by Contractor employees in performance of services may be used for other purposes during their absence. Items of clothing, personal effects, or equipment cannot be secured during their absence. The Government will not incur any liability for theft, damage to, or loss of such personal items.
Parking is not guaranteed to be available.

3.3 Utilities:  The Government: 

☐ Will NOT provide Utilities in support of this contract/task order.  As a result, this paragraph is Not Applicable.

☒ WILL provide Utilities in support of this contract/task orders.  The Government provided Utilities are described below: The Government will provide all utilities available in the facility. The Contractor shall instruct employees in utilities conservation practices. The contractor shall be responsible for operating under conditions that preclude the waste of utilities, which include turning off the water faucets or valves after using the required amount to accomplish cleaning vehicles and equipment.

3.4 Equipment:  The Government: 

☐ Will NOT provide Equipment in support of this contract/task order.  As a result, this paragraph is Not Applicable.

☒ WILL provide Equipment in support of this contract/task orders.  The Government provided Equipment is described below:  The Government will provide telephones, facsimile machines, copiers and computer equipment to include laptops for use in performance under this contract/task order.  This equipment is authorized for transaction of official Government business only and shall not be used for personal business.  Personal long distance calls are not authorized and the cost of all personal long distance calls made by contractor or subcontractor employees may be deducted from the contractor/s invoice payments.  Telephones, facsimile machines and computer equipment to include laptops are subject to communications security monitoring at all times. Items issued will remain the property of the Government and the contractor will maintain proper accountability of issued equipment.  Equipment shall not be removed from the facilities shown in paragraph 3.2 above, unless otherwise specified in the PWS.  They are to be used, turned in and/or disposed of as directed by the COR or CO. 

Protective Clothing. The MTF will supply special protective clothing and shoe covers when required.

3.4.1 Procurement Integrated Enterprise (PIEE), GFP Module Application: N/A

3.5 Materials:  The Government:  

☐ Will NOT provide Materials in support of this contract/task order.  As a result, this paragraph is Not Applicable.

☒ IS providing Materials in support of this contract/task orders.  The Government-provided Materials are described below: Contractor employees may be issued keys. The Contractor shall safeguard the keys from loss, theft or destruction, and must display all keys signed for at scheduled or unscheduled key control inspections. The Contractor shall be required to reimburse the Government for lost keys, or lockset (if locksets are required to be replaced) as a result of lost keys. The cost of replacement of keys/locksets may be deducted from payments to the Contractor.

3.5.1 Materials (Administrative): The Government will provide Standard Operating Procedures and Policies.

3.5.2 Nametag. The Contractor health care provider shall wear a nametag furnished by the MTF. The nametag will be in compliance with and in accordance with MTF policy.






PART 4
4.0 CONTRACTOR FURNISHED ITEMS AND SERVICES


4.1 Services:  The Contractor:

☐ Will NOT provide Contractor Furnished Services in support of this contract/task order.  As a result, this paragraph is Not Applicable.

☒ WILL provide Contractor Furnished Services required in support of this contract/task orders.  These Services are described below: provide all personnel and services to comply with the requirements of this contract, except where specifically identified as government-furnished supplies and services.

4.2 General: Reserved

4.3 Secret Facility Clearance:  N/A

4.4 Materials: The Contractor will be responsible for all material unable to be provided by the government outlined in Part 3, to ensure proper execution of the duties and responsibilities within this contract. The contractor will furnish the uniforms outlined in 4.6 below.

4.4.1 The Contractor shall submit reports to the COR and/or the Contracting Officer as requested for use in monitoring Contractor performance. Such reports may include, but are not limited to, equipment inventory and maintenance reports, current license status, initial and/or monthly/annually immunizations, contract employee status.

4.6 Facilities:  Reserved

4.7 Uniforms: (not applicable)  

4.8 Contractor Identification: All contractor personnel shall be clearly identified as such at all times, including conversations, mail, e-mail, fax, and/or other electronic communication whether communicating with Government personnel, other contractor personnel, or with the public when supporting this contract. At a minimum, contractor management staff and contractor personnel shall clearly identify themselves as contractors by (1) wearing badges that clearly and legibly identify themselves as contractors, (2) using the label “Contractor” in e-mail addresses IAW Federal Acquisition Regulation (FAR) 37.114, Special Acquisition Requirements, (3) opening all phone conversations with a statement materially similar to, “[office name], I am [employee name], a [prime contractor’s company name] employee,” including the employing contractor’s name in the letterhead and/or signature block of any written correspondence, and (4) any other means necessary.



PART 5
5.0 SPECIFIC TASKS


5.1.1 Summary: Contractor shall provide Contract Support Services for Alexander T. Augusta Military Medical Center (ATAMMC), Fort Belvoir, VA.

All contract employees provided by the contractor shall meet the qualifications for that specialty and perform essentially the same functions, within the scope that is acceptable for their technical professional discipline and standard, as those required by DOD or government service technical professionals of similar experience and in similar duty assignments. Contract employee practices/productivity will be compared to that of other Contract employees assigned to the same medical center.

The Government has the right to test the contract employee the first day of the contract and any time during contract performance to determine whether the contract employee can perform all contract-required skills. If the contract employee cannot perform all those skills, the Government activity may request that the contract employee be replaced with a contract employee that can perform all the contract-required skills.

Physical Demands: N/A


5.1.     JUNIOR CONTRACT ANALYST
 
5.2	QUALIFICATIONS:

1. A 4-year course of study leading to a bachelor's degree with a major in any field, that includes or is supplemented by at least 24 semester hours in any combination of the following fields: accounting, business, finance, law, contracts, purchasing, economics, industrial management, marketing, quantitative methods or organization.
2. Minimum 2 years of experience serving as a Federal government and/or contractor employee in the GS-1102 series or equivalent capacity as a contract specialist/administrator or procurement analyst.
3. Must be DAWIA Contracting Level I certified (graduate level education may be substituted for years of experience or DAWIA Contracting Level I certification).
4. Knowledge of the federal acquisition process.
5. Knowledge of contracting principles, laws regulation and procedures.
6. Knowledge of methods and techniques of fact-finding, analysis, and resolution of complex problems, and the ability to develop concrete action plans to solve problems.
7. Familiarity with price and cost analysis principles.
8. Shall be able to read, write and speak English.
9. Shall be a U.S. Citizen



5.2.1.Specific Duties/Tasks the Contract Employee Shall Perform:

1. Accomplish and deliver compliant pre- and post-award documentation and/or contractual documents in accordance with the Federal Acquisition Regulation (FAR), the Department of Defense Federal Acquisition Regulation Supplement (DFARS), DHA and Department of Defense (DoD) supplements, policy guidance directives and instructions.
2. Shall complete operational or consulting support in one or more areas of the acquisition life cycle or program/project functional area, to include: purchasing/procurement, source selection, training, research, business process improvement, policy development, financial analysis, automated systems development/analysis/ implementation, federal government project or program management, federal statutes and regulations, acquisition or contracting management.
3. Perform most work independently in a non-managerial role, exercising much latitude over steps to carry out tasking, prioritize workload and make recommendations on overall strategies.
4. Provide a monthly report on all information pertaining to acquisition and contracting actions for review and status updates.
5. Provide adequate support through requests made through ATAMMC Contract Support. A monthly report will be provided to the Service Chief of ATAMMC Contract Support and the COR on active and outstanding requirements.  
6. Understand aspects of the DHA Procurement Customer.
7. Formulate Performance Work Statements and various documentation for Pre-Award Requirements Packages.
8. Shall meet with Division Directors and other personnel to ensure the suggested requirement is developed correctly for the approval of contracting.
9. Assist Department Directors and Contracting Office in guidelines and procedures towards completing a requirements package for healthcare and non-healthcare requirements at ATAMMC.
10. Generate and update all required documentation and templates utilized in the submission of a requirement to contracting.
11. Conduct training and educational briefings to ensure all personnel seeking contracting support understand procedures and policy.
12. Shall educate and train new/secondary duty Contracting Officer Representatives (COR) outside the Resources Management Department, ATAMMC in completing requirement package documentation and submission of documentation to contracting office.
13. Coordinate training, education and various correspondence with DHA Procurement Support.
14. Assist the PMs/CORs by providing programmatic guidance to internal/external customers and attend various meetings as subject matter experts to support the goals and objectives of the PMs/CORs.
15. Review of Applicable Clauses and Provisions
16. Assist with tracking of credentials and security requirements of each contract employee.



PART 6
6.0 INFORMATION TECHNOLOGY & SECURITY

6.1 All work under this contract is unclassified. 

6.2 The TIER 1 or TIER 2 levels and position sensitivity designation for positions under this contract is:  

6.2.1 TIER I:  Non-critical/Non-Essential sensitive position 

6.3  Personally Identifiable Information (PII)/Protected Health Information (PHI), Procurement, and Federal information requirements:  (Refer to Clause Section, Attachments 1 and 2 of DHA Procedures, Guidance and Information 224.90, Personally Identifiable Information (PII), PHI), and Federal Information Requirement)  

6.3.1. Data Sharing Agreements (DSAs):  Contractors requiring access to PII, which includes PHI, or access to de-identified data, are subject to the DHA Privacy and Civil Liberties Office (DPCLO) (Privacy Office) Data Sharing Program.  This program requires DHA to enter into DSAs with parties outside the MHS who use or create MHS data.  A DHA contract may use the term Data Use Agreement (DUA) rather than DSA.  DSAs assure that outside parties protect MHS data in accordance with the Privacy Act and the HIPAA Rules.  To apply for a DSA, the contractor submits a Data Sharing Agreement Application (DSAA) to the DHA DPCLO.  The contractor submits the DSAA even if a subcontractor will be the party accessing MHS data.  After review and approval of the DSAA, the Privacy Office provides a DSA to the contractor for execution.

6.3.2. Processing Procurement Sensitive Information:  All individuals shall seek guidance from the CO regarding the coordination of documents, dissemination, and transmission of procurement sensitive information.  Procurement sensitive information shall not be transmitted electronically unless encryption is utilized.  Depending on a particular procurement, other restrictions may apply.  

6.4 Training: All contractor employees requiring access to government information technology shall successfully complete the current DoD approved Cyber Awareness Challenge training prior to being granted access, and annually thereafter. This training takes approximately 30 – 60 minutes to complete and requires the student to pass a test at the conclusion. The official DoD certificate of completion must be presented to the COR. DoD Cyber Awareness Challenge must be taken utilizing the Defense Health Agency (DHA) Learning Management System, Joint Knowledge Online (JKO): http://jko.jten.mil/mhs.

Clinical Competency: Each HCW requesting clinical privileges shall be required to demonstrate clinical competency within the past two years in the required clinical discipline as specified in part 5 of the PWS if applicable to the labor category. 

Security Investigative Requirements: The estimated average time, in days, it takes to complete a security investigation on this TO is 30-90 days. The Contractor shall ensure HCWs comply with the following security requirements not already identified in the contract PWS:
HCWs shall be subject to the following additional security investigative processes, to include appointments with Security Managers:
The following documents are required to initiate an investigation.
· PSO Prospective Employee Profile Sheet (incomplete and/or illegible documents will NOT be accepted)
· OF-306 Declaration for Federal Employment-typed (original signature on the 2nd page; no copies will be accepted
· Two original Fingerprint Cards taken on FD-258 fingerprint forms. ATAMMC: Electronic Fingerprints also accepted if captured at an approved location on Secure Web Fingerprint Transmissions (SWFT).
· Copy of Driver’s License (Real ID) or Government issued ID Card.
· If born outside the U.S., proof of citizenship (i.e., copy of U.S. Passport, Naturalization Certificate, or Citizen Certificate)
Dual Citizenship: When a candidate has conditions that could raise security concern and may be disqualifying; the COR responsible for the contract must schedule a meeting to have the candidate meet with the Security Manager to address the conditions prior to being deemed an acceptable risk for employment and/or in- processing. The candidate is not vetted and will require a representative to escort him/her while here at the ATAMMC. The candidate will be required to bring in original documents that show proof of U.S. Citizenship, any foreign passport in his/her possession (current or expired), and the U.S. passport when meeting with our office. The candidate will be given the following three options:
d) Voluntarily relinquish his/her foreign passport and express the willingness to renounce dual citizenship as a prerequisite in determining suitability and eligibility for a public trust or sensitive position.
e) Voluntarily relinquish his/her foreign passport and express the willingness to renounce dual citizenship directly to their Embassy or Consulate; and will provide ATAMMC: PSO proof of surrender of foreign passport on Embassy Letterhead. (Applicants understand that they may incur a financial cost to process at Embassy).
f) Refuse to relinquish his/her foreign passport and/or dual citizenship; understanding that NO access to the Network will be approved. By selecting this option, the member will not be approved to in-process.
[bookmark: _Hlk199842878]Fingerprints: HCWs shall be subject to the following security processes for fingerprints: ATAMMC: Two original Fingerprint Cards taken on FD-258 fingerprint forms. Electronic Fingerprints also accepted if captured at an approved location on Secure Web Fingerprint Transmissions (SWFT).

SF-85/SF-86
· Once the candidate completes the questionnaire, he/she will be asked to certify the application and release the application to the security office (the security manager is not able to access the application for review until it is released). Before submitting the questionnaire, the candidate should make a copy for their records.
· The review of all documentation including the results of the fingerprints given by OPM will be conducted by the security office.
· Once the review is completed an email will be sent with the approval/disapproval of an interim while the investigation is ongoing to the COR.



 


































PART 7
7.0 ATTACHMENTS/TECHNICAL EXHIBIT LISTING


7.1 The following forms are to be completed by the FSO/Security POC, or COR once the contractor is granted the proper background investigation.

7.1.1 Contractor CAC Request Process – ATAMMC:
Attachment 1: ATAMMC CAC Profile

7.1.2 DHA’s contractor training instructions.  


 

7.1.3 DHA’s new employee handbook.  




7.1.4 ATAMMC Inprocessing Instructions

7.1.5 Security Documents – ATAMMC: 
Attachment 2: Request for Information (RFI) 
Attachment 3: OF306
Attachment 4: DD2981(If required)
Attachment 5: DA5018R (If required)
Attachment 6: LOSS SOU – No Supervisor Endorsement (If required)
Attachment 7: ATAMMC Notification Memo (If required)
Attachment 8: NCR PSO Demographics Form (If required)




PART 7, ATTACHMENT 
PERFORMANCE REQUIREMENTS SUMMARY

The contractor service requirements are summarized into performance objectives that relate directly to mission essential items.  The performance threshold briefly describes the minimum acceptable levels of service required for each requirement.  These thresholds are critical to mission success.

	Performance Objective

	PWS Reference
	Acceptable Quality Level (AQL) 
	Method of Surveillance


	Overall Fill Rate %
	Percentage of days FTEs are assigned to a position in a reporting period (Type I Configuration only)
	
> 82%
	Government management oversight; discrepancy reports

	Turn-Over Rate %
	The number of FTEs that turned over during a reporting period
	
< 25%
	Government management oversight; discrepancy reports

	On-Time Fill Percentage
	Percentage of FTEs filled by the required start date in the TO during the reporting period
	
< 85%
	Government management oversight; discrepancy reports

	Replenish Rate
	The measure of how well assigned positions remain filled in a reporting period
	
>80%
	Government management oversight; discrepancy reports

	Customer Satisfaction
	The aggregate rating for compliance on a 5-point scale as reported by CORs in a reporting period
	
>3.0
	Government management oversight; discrepancy reports

	Complaint Resolution Percentage
	The percentage of discrepancy notices resolved on time in a reporting period
	
90%
	Government management oversight; discrepancy reports

	Package Acceptance Percentage
	The percentage of qualifying and credentials packages that were not returned because of errors or omissions in a reporting period
	

>92%
	Government management oversight; discrepancy reports




The minimum level of metrics will be calculated as follows:
Overall Fill Rate: The overall fill rate is the percentage of the total amount of required FTE-weighted days (i.e., purchased) filled in a reporting period. The overall fill rate is calculated by dividing the sum of FTE-weighted days HCWs fill a position in a reporting period by the total number of required FTE-weighted days in the same reporting period.

On-Time Fill Percentage: Percentage of FTEs filled by the required start date during the reporting period. The on-time fill percentage is calculated by dividing the number of initial and replacement FTEs assigned with a required start date in a reporting period filled on time by the total number of initial and replacement FTEs assigned with a required start date in the same reporting period.

Turnover Rate: The number of FTEs that turned over during a reporting period. The turnover rate is calculated by dividing the number of assigned FTEs turned over in a reporting period (for any reason unless the TOKO informs the PMO not to count the turnover) by the total number of assigned FTEs in the same reporting period. Turnovers occurring less than 30 calendar days before the end of the TO will not be counted as a turnover for this metric.

Replenish Rate: The replenish rate is a measure of how well assigned positions remain filled in a reporting period. The replenish rate is calculated by dividing the sum of FTE-weighted assigned HCW days in a reporting period by the sum of FTE-weighted days available subsequent to initial HCW assignment start dates in the same reporting period.

[bookmark: _Toc41385511]
7.2 Other Attachments


Attachment 2, Deliverable Schedule Table (Paragraph 6.5.2.1.1)





Attachment 3, Cybersecurity Regulations and Guidance (Paragraph 6.7.2.3)



	


Attachment 4, FRCS Responsibility Matrix (Paragraph 6.7.5.3)



	


Attachment 5, Risk Assessment Timeframes (Paragraph 6.7.7)


	





PART 7, ATTACHMENT 6
ESTIMATED WORKLOAD DATA

	CLIN
	         Labor Category 
	ESTIMATED QUANTITY

	0001
	Junior Contract Analyst (ATAMMC)  
	3,824 HOURS (2 FTEs)







PART 7, TECHNICAL EXHIBIT 1
DELIVERABLES SCHEDULE


	Deliverable
	Frequency
	Medium /Format
	Submit To

	Key Personnel List
	NLT 10 business days to TO award
	PDF, Word via email
	COR

	Contractor Quality Control Plan
	NLT 30 days after award
	PDF, Word via email
	KO

	Initial Placement of Personnel: Qualifying Documentation Package
	NLT 30 days before the required start date
	PDF, Word via email
	COR

	Replacement of Personnel:
Qualifying Documentation Package
	NLT 30 days after vacancy occurs
	PDF, Word via email
	COR

	Security Investigative Package
	Accurate and complete within 10 days of initial submission of candidate
	PDF via email
	COR

	Occupational Health Package
	Accurate and completed within 30 days of initial submission of candidate
	PDF via email
	

	Credentialling/Certifications Package
	Accurate and completed within 30 days of initial submission of candidate
	PDF via email
	

	Monthly Fill Rate Report
	NLT the 5th calendar day of each month
	PDF, Word via email
	COR
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Section 1. Welcome

1.0 Purpose of this Handbook

This handbook was prepared to assist new employees understand DHA, its mission, vision, and values and
how the Component Acquisition Executive (CAE) (J-4) fits into this ever evolving Agency. This handbook also
explains how a new CAE (J-4) employee onboards into our organization from a variety of geographic
locations. Additionally, this handbook provides simple explanations of those items needed to quickly
complete the onboarding requirements, as we know the importance of a rapid, seamless onboarding
process. This handbook includes:

e Important contacts,

e Required forms,

e Policies and guidance, and

e Links to onboarding checklists

Our goal is to update the information contained within this handbook when changes occur, however there
may be times where updates and policy changes may not always align. If you have any questions regarding
this handbook or the information contained within, please refer to the contacts list located in Appendix G
or talk with your supervisor.

1.1 About the Defense Health Agency

The DHA is a is a joint, integrated Combat Support Agency (CSA) that enables the Army, Navy, and Air Force
medical services to provide a medically ready force and ready medical force to Combatant Commands in
both peacetime and wartime. The DHA supports the delivery of integrated, affordable, and high quality
health services to Military Health System (MHS) beneficiaries and is responsible for driving greater
integration of clinical and business processes across the MHS by:

o Implementing shared services with common measurement of outcomes;

e Enabling rapid adoption of proven practices, helping reduce unwanted variation, and improving
the coordination of care across time and treatment venues;

e Exercising management responsibility for joint shared services and the TRICARE Health Plan; and

e Acting as the market manager for the National Capital Region (NCR) enhanced Multi-Service
Market, which includes Walter Reed National Military Medical Center (WRNMMC) and Fort Belvoir
Community Hospital (FBCH).

DHA also manages ten Enterprise Support Activities (ESA) that serve the entire MHS, including
administering the TRICARE health benefit. The ten ESAs are a set of support functions that serves the entire
MHS. These services highlight the diverse and complex responsibilities of military medicine:

e Pharmacy Programs

e TRICARE Health Plan
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e Health Information Technology (HIT)

e Budget and Resource Management

e Maedical Logistics

e Facilities

e Contracting/Procurement

e Research, Development and Acquisition
e Public Health

e Education and Training Directorate

The DHS supports the quadruple aim of the MHS: to increase readiness, provide better care, promote
better health, and lower costs. The MHS presently cares for almost 10 million Americans of all ages,
delivering care in military hospitals or clinics, or providing coordinated care through our civilian TRICARE
networks.

Part of the DHA mission is the administration of an exceptional TRICARE benefit, and the added security
that is offered through a worldwide civilian healthcare network of providers. Whether care is delivered in
military medical treatment facilities (MTF) or the civilian network, DHA is responsible for ensuring care is
easily accessible, high quality, and safe for the military community and their families.

The DHA, as an integral part of the MHS, is an institution of national importance. DHA serves 9.4 million
beneficiaries, but our work influences global health and the American health system. DHA is a public
institution and accountable to a very broad set of stakeholders — our leaders, our combatant commanders,
our beneficiaries, Congress, and the American people. Public institutions require public trust, demand

integrity, and must be transparent to all who -
we serve.

Director, Defense
DHA exists to support the warfighter, and Health Agency
they accomplish that through a system that l

ensures our men and women in uniform are
medically ready. DHA sustains their health
. . Resources and
through a ready medical team of physicians, Management (J1/8) Education and
. Training (J7
nurses, other health professionals and an relaing 147)
enlisted medical force that is better trained

Operations (J3)

and prepared than any in the world. DHA Research and

. " Development (J9)
strives to enable and better support the T —
Services in this shared mission. Acquisition

Executive (J4)

DHA is made up of 9 Shared Services as S TR KR
.. . . P Strategy, Plans Health Plan (J10)
indicated in Figure 1. DHA CAE (J-4), as one and Functional

Integration (J5)

of DHA’s shared services, acts as the
ach|S|t|<?n business advisors to DHA aale Wifchration
leadership. Technology (J6)

National Capital
Region (J11)

Figure 1: Defense Health Agency Organization Chart
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The CAE (J-4) is responsible for oversight and approval of all acquisition matters for the DHA, including both
those acquisition matters performed under purview of the Agency's Program Executive Officers as well as
those acquisition matters undertaken within the Agency's directorates and offices, except for acquisition
matters explicitly reserved for oversight and approval by the Under Secretary of Defense (Acquisition,
Technology, and Logistics).

Acquisition functions that fall under the CAE (J-4) purview include product conceptualization, program
initiation, design, development, test, production, deployment, logistical support, modification, and product
disposal. The CAE (J-4) oversees these functions as they are applied to the acquisition of supplies,
equipment, services, information technology (IT) systems, and infrastructure to satisfy the DHA’s mission
to provide a medically ready force and a ready medical force.

In addition, the CAE (J-4) is responsible for creating a professional, agile and motivated DHA defense
acquisition workforce that consistently makes smart business decisions, acts in an ethical manner, and
delivers timely and affordable capabilities

1.2 DHA CAE (J-4)’s Vision, Mission, and Values

Our Vision, is for “The DHA culture embraces and applies the full range of Acquisition disciplines, resulting
in efficient delivery of effective medical products and services.”

Through our Mission of “Partnering with our MHS customers in executing the MHS Medical mission, the
DHA J-4 provides comprehensive and effective acquisition and procurement services through innovative
management, policy guidance, processes, and life cycle oversight, that positively influence the patient
experience, health, cost of care, and readiness of those entrusted to our care. CAE (J-4) is firmly
committed to ensuring the needs of its customers, both current and future, are met to the fullest extent
possible.

Developing a guiding Vision and Mission also required the CAE (J-4) to take stock of our core values. The list
of values below articulates our priorities and commitments.

e Trust—The execution of our responsibilities invokes a firm belief within our organization and
among customers and other stakeholders that we deliver reliable and correct procurement
solutions that satisfy customerneeds.

e Respect — Our organization values diverse professional and personal experiences.

e Empowerment —The individuals comprising the Procurement Division are enabled and
supported by our organizational culture to do their best work.

e Commitment — We are dedicated to the pursuit of excellence to meet the needs ofour
7customers and serve our ultimate client, MHSbeneficiaries.

e Stewardship — Our management of human and financial resources entrusted to us reflects
our recognition of their importance to thetaxpayer.

e Integrity — Our business model is grounded in fairness, equity, andhonesty.

e Partnership — We value collaboration as a means to strengthen our ability to deliver
appropriate sourcing solutions to meet the MHS’ variedneeds.
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e Accountability — \We accept responsibility for our actions and appreciate lines of
accountability as integral parts of the continuous improvementprocess.
CAE (J-4)’s strategy statement is “To be a world-class procurement organization — from requirements
definition to contract closeout — through cost-effective, customer-centric, and responsive operations.”

Our focus is to provide customer value while enabling DHA to achieve its objectives of Strengthening Our
Role as a CSA, Fortifying Our Relationship with the Services, and Optimizing DHA Operations. Customer
insights, experiences, and requirements drive our initiatives, projects, and activities. Figure 3 below
depicts the critical activities we must do well to achieve our Mission, as well as how well we are doing
them based on the voice of the customer.

CAE (J-4) strategic objectives (Figure 2) encompass three components; procurement excellence, people-
centered, and continuous improvement.

e Procurement excellence — Provide high quality and cost effective procurement services.

o People-centered — Create a people-centered organization which focuses on professional
development and job satisfaction.

e Continuous improvement — Foster a learning environment in which organizational
processes and outputs are constantly evaluated and improved in light of their efficiency
and effectiveness.

Strategic Objectives

Transformation
to a World Class
Procurement Organization

Procurement Excellence

Beneficiaries

Procurement
People Centered Continuous Improvement
Createa people-centered organization Foster a learning environment in which
which focuses on professional organizational processes and outputsare
develop and job satisfacti 4 | d and imp! din the

light of their efficiency and effectiveness

Strategic Drivers

Strategy foll O /
Management Management People

Figure 2: DHA CAE (J-4) Strategic Objectives
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1.3 Internal organization

In October 2016, the DHA reconfigured its original Directorate structure to a Joint or

IIJ 4

-Staff architecture.

This reconfiguration reflected DHA’s updated strategic goals and plan and furthered their achievement.
The new configuration also restructured DHA staff to achieve better alignment with its customers — the
Services and the Combatant Commands. The Acquisition Directorate (AcqD) became the CAE (J-4),
reflecting the organization of similar CSAs, such as the Defense Logistics Agency (DLA).

The CAE (J-4) is organized into seven divisions as shown in Figure 3. Each division is responsible for a
portfolio of acquisition projects and/or specific procurement capabilities.

Joint Project
Management Office —
Medical Modeling &
Simulation

wewm i Through FEQ STRI  we e

14
Component Acquisition
Executive (CAE)

Dr. Barclay Butler
Robert Bolluyt, Deputy

Program Executive
Office
Solutions Delivery

Strategic Acquisition
Program Management
Division

Acquisition &
Procurement Policy
Division

Special Projects &
Acquisition Oversight
Division

Acquisition Support &
Analysis Division

Contracting Division/
Head of Contracting
Activity

Acquisition Process
Support Division

Senior Procurement Analyst

Contracting Office- Aurora

Contracting Office— Falls Church

Contracting Office — NCR

Contracting Office— DHMS

Contracting Office — HIT

Contracting Office— MQ5

Figure 3: DHA CAE (J-4) Internal Organizational Structure

Joint Program Management Office — Medical Modeling and Simulation (JPMO-MMS): responsible for the
development, production, test and evaluation, fielding and life cycle sustainment of integrated materiel
solutions in support of medical training requirements across the full continuum of care.

Program Executive Office — Solutions Delivery (PEO-SD): supports MHS HIT applications through project
and program management with enterprise-wide master scheduling, standardized workflow and role based
training development/implementation. Provides organizational change management services and
operational systems integration down to military hospitals and clinics worldwide

Strategic Acquisition Program Management Division (SAPM): supports the delivery of integrated,
affordable, and high quality health services to beneficiaries of MHS through disciplined acquisition program
management. SAPM develops MHS-wide strategies using the DoD Strategic sourcing model; teams with
Contracting, Small Business and Stakeholders to optimize solutions; manages strategic acquisition
information and the waiver program, and supports the needs of DHA program managers throughout the
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acquisition process using approved strategies.

Acquisition and Procurement Policy Division (APPD): enables the acquisition of quality goods and services
through development of acquisition policy and procedural guidance ensuring DHA procures supplies and services in
accordance with all applicable statutes, regulations, and policy as custodians of taxpayer money and to preserve the
public trust. APPD oversees and maintains the acquisition and procurement policies, templates, and guidance for DHA.
In addition, APPD improves procurement service quality by controlling and standardizing processes and outcomes;
identifying leading practices and areas for improvement; and providing a mechanism for continuous process
improvement (CPI) across the procurement end-to-end life cycle; monitors customer perceptions of quality and
develops quality improvement initiatives to improve customer perceptions.

Special Projects and Acquisition Oversight Division: oversees various functions within the acquisition
workspace including Contracting Officer’s Representative (COR) management; Defense Acquisition
Workforce (DAWF) management and certification; support agreement management; Pharmacy and
Medical Device Program Management; systems engineering; and test and evaluation services.

Acquisition Support and Analysis Division (ASAD): provides value-added procurement business solutions
to the DHA through strategic planning and transformation implementation; performance monitoring,
management, and improvement programs; knowledge management and knowledge solutions
implementation; and business process management. ASAD develops comprehensive reporting capabilities
to address cost analysis, work measurement, trend analysis, efficiency, effectiveness, productivity, cost
differences, and customer satisfaction. In addition, ASAD provides oversight, management, and
administration of acquisition/procurement systems while supporting Federal and Defense Regulations and
Congressional Laws for data transparency, financial auditability, data quality, and acquisition/procurement
reporting.

Acquisition Process Support Division (APSD): serves as the entry point of all incoming procurement
requirements, allocates requirements to the appropriate internal or external contracting activities, and
supports the development of requirements packages documentation, in order to improve the quality of
contracting outcomes. APSD promotes an organized, systematic, and collaborative approach to sourcing
supplies, equipment, and services while reducing unwanted variance and improving transparency of
requirements across the enterprise.

Contracting Division/Head of Contracting Activity (HCA): performs key contracting activities; strategic and
operational contract execution, management and administration. The Contracting Division is comprised of
the Head of the Contracting Activity (HCA) and six subordinate offices with unique portfolio or customer
support roles. Its diversity is reflected in the professional experiences, skillsets, tenure, responsibilities, and
physical location of its personnel. The Contracting Division is further organized into six Contracting
Operations (CO) Branches, each conducting contract planning, execution, and management functions
aligned to a particular customer base or essential commodity area,

Contracting Operations — Aurora (CO-A): Plans, executes, and administers contracts that directly support
the J10 TRICARE Health Plan, managed care contracts, and associated data and claims processing contracts.

Contracting Operations — Falls Church (CO-FC): Plans, executes, and administers contracts delivering
professional services across the DHA; services, awards, and administers contracts for DHA internal program
offices that are not governed by a portfolio alignment to another CO.
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Contracting Operations — National Capital Region (CO-NCR): Plans, executes, and administers contracts
that directly support the J-11 National Capital Region staff and its assigned MTFs.

Contracting Operations — Defense Healthcare Management System (CO-DHMS): Executes, and
administers contracts that maintain the Joint Operational Medicine Information Systems (JOMIS) legacy
health information system currently in use across the MHS; plans, executes, and administrates contracts
associated with the DHMS modernization initiative, modernizing MHS medical information architecture
and delivery.

Contracting Operations — Health Information Technology (CO-HIT): Plans, executes, and administers
contracts delivering HIT supplies, software, and services across the DHA. Administers the strategic
partnership with the Government Services Administration (GSA) for strategic buys of equipment and
services.

Contracting Operations — Medical Support Services (CO-MQS): Plans, executes, and administers contracts
delivering medical support services in support of healthcare delivery — will administrate strategic contracts
for medical support services once awarded.
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Section 2. Getting Started with Onboarding

2.0 Onboarding into DHA CAE (J-4)
The following are required to on-board into DHA CAE (J-4) regardless of where you are located.

e Entry on Duty (EOD)

e Security Clearance,

e Common Access Card (CAC),

e Network access,

e Computer and computer equipment,

e Systems access,

e Facilities access,

e Parking Requirements, and

e Training
Links and resources to the various sites and organizations discussed within this handbook can be
found within Appendix E.

2.0.1 Entry on Duty (EOD):

EOD is for government civilian personnel only. It is held on the first workday of each pay period and is
mandatory for government civilian employee to attend. During EOD you will receive your CAC, swear in and
sign the SF 61 “Appointment Affidavit” among other tasks. Attendance is either in person or via video
teleconferencing (VTC) for those locations outside the NCR area. The DHA Human Resources Division (HRD)
will coordinate with the supervisor or section lead prior to you coming onboard. If you have any questions
HRD can be contacted at 703-681-6909. The HRD business partner for CAE (J-4) is Ben Hayes at 703-681-8703.
Onboarding information specific to HRD is located on the DHA SharePoint.

2.0.2 Security Clearance:

Government civilian personnel and contractor personnel should have their security clearance prior to working
onsite. Both civilian and contractor personnel complete the same security questionnaire when obtaining a
security clearance. However, the process is different for both type of employees.

Contractor personnel work through their company’s Facility Security Officer (FSO) and their COR for
acquisition of a security clearance. The process starts with the FSO verifying the new contractor employees’
clearance status. If the new contractor has a clearance, they will begin the CAC process. However, if they do
not have a clearance they must begin the process of obtaining a clearance or being cleared in order to begin
working within DHA CAE (J-4). It begins with the FSO sending an Electronic Questionnaire for Investigation
Process (eQlP) security investigation profile for the contractor employee to complete. Any further questions
regarding the process should be directed to your company’s FSO.

Civilian personnel must work with DHA’s Personnel Security Branch (PSB) for their security clearance. The
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process begins when HRD fills out the Notification of Incoming Personnel (NIP) and forwards it to DHA PSB.
The NIP triggers DHA PSB to begin the security questionnaire process. DHA PSB will work with the civilian
government personnel to complete any requirements in order to acquire a security clearance. DHA PSB can be
reached through the eQIP helpdesk at (703)-275-6038.

2.0.3 Common Access Card (CAC):

The next step, after either obtaining a security clearance or validating your clearance, is requesting a CAC. The
CAC is the standard identification for active duty uniformed service personnel, Selected Reserve, DoD civilian
employees, and eligible contractor personnel. It is also the principal card used to enable physical access to
buildings and controlled spaces, and it provides access to DoD computer networks and systems.

Civilian personnel should receive an SF 50 “Notification of Personnel Action” during EOD. Upon receipt of the
SF 50, civilian employees may report to a Real-time Automated Personnel Identification Systems (RAPIDS)
facility to obtain their CAC. Refer to Appendix D for the RAPIDS locator website to make an appointment for
CAC issue. Any further questions regarding the process should be directed to your HRD representative.

Contractor personnel use the DHA Form 33 “Request for DoD Common Access Card (CAC) TASS Registration”
to obtain a CAC. The form starts with the contractor’s parent company FSO. The steps for filling out the DHA
Form 33 are discussed in Appendix C. Upon approval of the DD Form 33, contractor personnel will receive a
Trusted Associate Sponsorship System (TASS) username and password from the Office of the Secretary of
Defense (OSD) TASS email account along with instructions how to complete and submit the TASS. Once the
TASS application is submitted the DHA PSB office will process the request. The next step is receiving the
“Request for Common Access Card - Application Approved” email instructing the contractor personnel to
make an appointment at a RAPIDS facility. Refer to Appendix C for additional information regarding this
process and Appendix E for the RAPIDS locator website.

2.0.4 Network Access:

Upon receipt of the CAC, you will need to request network access. Network access includes enterprise email
(EE), Local Area Network (LAN), shared drives, and other required network accounts as deemed necessary per
your duties. Additional system requests (e.g. iRAPT, PD2, EDA...) are addressed in section 2.1.8 and within
Appendix B as that process is different from requesting DHA Network access.

Civilian personnel must fill out the DHA Form 9 “Government Add User to DHA Network” form whereas
contractor personnel use the DHA Form 8 “Contractor Add User to DHA Network” form along with the DHA
Form 8 “DHA Network Security Agreement” to request DoD computer network access. Appendix C provides
instructions for filling out the DHA Form 9, DHA Form 8, and the Network Agreement.

Please note, San Antonio personnel do not use either the DHA Form 9 or 8 to process network access
requests. San Antonio locations uses the DD Form 2875 “Systems Authorization Access Request” (SAAR) and
the SF 312 "Classified Information Nondisclosure Agreement" and submit the request through the DHA
SharePoint DD2875 Form Submission Page and the Enterprise Support Desk (ESD) system. Instructions for
completing these forms and system submission are located in Appendix C.

The Cyber Awareness Challenge certificate and the HIPAA certificate must accompany the network access
request. Reference Section 2.1.9 for information regarding training completion.
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Upon gaining network access, contractor employees may need to re-credential their CAC to reflect the new EE
account. Re-credentialing associates the new EE account with the CAC as opposed to another email account
(i.e. company email). The Information Technology (IT) call center personnel generally associate the EE account
with the CAC when they build the account. However, if they do not re-credential the CAC, use the steps below
to accomplish the task.

Step 1: Access the RAPIDS Self-service (RSS) milConnect site and select Sign In and then Login
using your CAC.

Step 2: At the “RAPIDS Self-Service ID Card Office Online” screen, under “CAC Maintenance”
select “Change CAC Email” then click “Proceed”. Double check the email address displayed
is the correct email, if not, enter in the correct EE account then select OK.

Step 3: If you have problems with the milConnect site, call the milConnect helpdesk (1-800-477-
8227) or select “Contact Us” on the right menu bar. If you are unable to accomplish this
process via the milConnect site, you will need to visit a RAPIDS location in order to re-
credential the CAC.

2.0.5 Computer and computer equipment issue:

Computer and computer equipment is issued using the DHA Form 8 or 9, with a few exceptions. CO-Aurora
uses the REMEDY system for most of their onboarding requirements. The onboarding point of contact (POC)
will assist with submitting the REMEDY ticket for network access. San Antonio locations hand receipt
equipment that is pre-positioned. Reference Appendix C under DD Form 2875 regarding receipting for
computer equipment at San Antonio locations.

2.0.6 System Access:

New employees should identify required key systems using the spreadsheet located in Appendix B. System’s
access is requested through the DHA SharePoint ASAD Help Desk Ticket System. Reference Appendix B for
system requirements.

For DHA Procurement government systems the new employee must fill out the Rules of Behavior (ROB), DHA
Form 49 “Non-disclosure Agreement (NDA)” (contractor employees only), and a DD Form 2875 “System
Authorization Access Request (SAAR)” for each system requested. The completed DD Form 2875 must be
submitted through the DHA SharePoint site for Health Information Technology Directorate and submitted
through the ESD. Reference Appendix C for assistance completing the DD Form 2875 and submitted it through
the correct systems.

Another system Government Civilian personnel must register for (if assigned as a COR) is the DoD Contracting
Officer Representative Tracking Tool (CORT Tool). The CORT Tool is a web-accessible management application
designed to provide management insight into the COR nomination and designation process. It is used to
nominate, designate, track and revoke an individual as a COR against any DoD contract awarded by a DoD
Agency. It provides visibility and accountability necessary for leaders to manage the thousands of CORs
assigned throughout the Department. Efforts are currently underway to develop DoD Instruction (DoDl),
which establishes uniform guidance for identification, development and management of CORs within DoD. To
register for the CORT Tool refer to the CORT Tool Users Guide located here.
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2.0.7 Facilities Access:

Building access along with any other access that requires a key (e.g. office door, desk drawers) or an access
badge begins by filling out the “DHA Security Access Control Form” (with a few exceptions listed below) and
sending it to DHA Physical Security Branch. The DHA location determines if you use a CAC to access the
building, or an access badge, and/or if keys are needed. Supervisors should assist with specific location access
requirements. Additionally, Physical Security questions can be directed at the DHA Mission Assurance Division
(MAD) at (703) 681-6777. Below are the few exceptions to the above process:

CO-A uses the REMEDY system to request building access and should be a seamless process for new
employees, contractor and civilian alike.

Another exception to this requirement is San Antonio locations. They must follow the Building 1000 (Old
BAMC) Security Standing Operating Procedures (SOP) when requesting building access. The POC for Building
100 access and for requesting a copy of the aforementioned SOP is Army South, Operational Protection
Directorate, Physical Security Branch, (210) 295-6149/6119/6221.

The last exception this policy is when requesting unescorted building access and/or controlled room access to
the DHHQ facility located at Falls Church. The DHA Privilege Management Program (PMP) Request Form is the
only form required when the new employee only requires unescorted access to DHHQ. Additional details for
completing the form are located in Appendix C. Once the form is approved, the new employee will report to
the CAC office within the DHHQ building to complete the PMP process. The CAC office will direct the new
employee to test their CAC at the kiosk outside their office and then take some biometric information from
the new employee and program the card for the building.

2.0.8 Parking Requirements:

If the new employee’s duty location is located at the DHHQ Falls Church or CO-NCR locations a DHHQ parking
pass may be required. Parking within DHHQ is only authorized with a pass since parking is limited. Contact the
DHHQ Parking office at (703) 681-9532 (Appendix E). Note: San Antonio locations and CO-A do not have

parking pass requirements. CO-NCR has limited visitor parking with time restrictions, please plan accordingly.

2.0.9 Training:

Training is the last step in the process, each employee is required to complete the below training (at a
minimum). To complete the DHA required training, log into the DHA Learning Management System (LMS)
(hosted by Joint Knowledge Online (JKO)). The site is also accessible from the DHA SharePoint by selecting the
“J-7 Training” tab, Education & Training” then “Online Education and Training”. The Military Health System
Online Education & Training site is DHA’s official site. If the new employee is just accessing the site, they will
select the appropriate option under “New Student — Account Instructions”. The site provides directions for
setting up new accounts. The new employee can set up an account without a CAC. When setting up an
account the new employee will need to 1. Know their government sponsor’s information (name, email, phone
number) and 2. Request the government sponsor approve their account once it is set up. If you set up an
account without a CAC the JKO account team will need to merge the non-CAC account with the CAC account.
Note: a new JKO account is created once a CAC and email account is set up, you will not need to create a new
account. Contact the DHA LMS/JKO Help Desk at (800) 600-9332 (Appendix E) with any questions.
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Courses are assigned based on DoD and DHA policies and regulations. Complete any assigned training within
the “My Courses” tab. At a minimum you should complete the below training:

e Antiterrorism Training (Level 1);

e DoD Cyber Awareness Challenge (If not already accomplished);
e DHA: HIPAA and Privacy Act Training; and

e Combating Trafficking in Persons Course (CTIP)

There are various courses your supervisor may assign. However, it is the employee’s responsibility to check
the DHA Training site to stay compliant with training requirements. Additionally, if any of the above courses
are not listed, they can be found in the “Course Catalog” tab in the top menu bar.

Civilian government employees whose positions require an acquisition certification must send an email
(copying your Supervisor) once they obtain network access to the DHA Director, Acquisition Career Manager
(DACM). Within the email, provide your name, contact information, division and section assigned to,
supervisor’s name, current certifications held (if any), and a copy of your DAU transcript.

Civilian government employees also need to register for both Total Workforce Management System (TWMS)
and Defense Acquisition Talent Management System (DATMS). You can register for TWMS from their login
page by selecting “Click here for Account Application” and following the directions to set-up an account. If you
need assistance with TWMS or have questions, you may email the help desk at TWMSAdministrator@navy.mil
or you can contact DHA LDD’s Learning and Development Customer Satisfaction Center at (703) 681-5360.
Both TWMS and DTAMS are CAC enabled. Follow the directions provided within the website or contact the
DATMS Help Desk at (703) 645-0106 or DATMShelp@asmr.com if you have questions. If you already have a
DATMS account, update your profile to reflect your new information. All links and contact information for
DATMS, LDD, and TWMS are also found in Appendix E.
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Section 3. Resources, Useful Information, and Policies

3.0 Employee Resources and Useful Information

There are many resources available to assist new employees. Below is a list of available resources within DHA,
DHA CAE (J-4), and DoD. DHA CAE (J-4) also has a CAC enabled Personnel Page for your use within the DHA
SharePoint site (Appendix E). The DHA CAE (J-4) Procurement Personnel Page is a great location to find
information and resources needed for common personnel tasks.

3.0.1 Performance Plans

Government civilian employees should have a performance plan in place within the first 30 days of
employment and at the beginning of each new rating cycle. For additional information regarding performance
plans and performance management contact DHA HRD at (703) 681-2308. DHA uses the DHA Form 11
“Employee Plan and Results Report” to document employee performance and communicate the performance
plan to the employee. The DHA Form 11 is not included in Appendix C as this form is a method for supervisors
to communicate mid-term goals and objectives to the government civilian employee.

3.0.2 Individual Development Plans

Our organization strives to develop and grow their government civilian employees. While performance plans
are made to communicate mid-term goals, Individual Development Plans (IDP) are created to build long-term
goals. Discuss the IDP with your supervisor and work with them to build your specific IDP goals within TWMS
(the official system for IDP completion). Also discuss individual and organizational development requirements
with your supervisor, as they are both important considerations when building your IDP.

3.0.3 Certifications and training

When assessing training and certification requirements, government civilian employees should first review
their assigned Position Description (PD). Your assigned position dictates the certification type and level
requirements. The DHA SharePoint CAE (J-4) DACM page has links to resources when engaging in career
planning with regards to certification and training (Appendix E). For current certification requirements, go to
the Defense Acquisition University (DAU) iCatalog and select your career field. Always discuss your
certification requirements and professional development needs with your supervisor.

When planning for the completion of your certification you have a 24-month grace period as part of the
acquisition workforce from the time you are assignment to when you become certified. Once you meet the
mandatory education, experience, and training requirements log onto Acquisition Training Application System
(ACQTAS) to request your certification. The ACQTAS website is for DoD employees outside the military
departments to submit and process training applications for DAU courses and Continuous Learning Modules,
including the Internet courses offered by Defense Acquisition University (DAU).

As previously mentioned the DAU iCatalog provides up to date information regarding DAU's classroom and
online learning assets. The information contained within the iCatalog takes precedence over DAU’s printed
catalog which is published annually on October 1st. In addition to Defense Acquisition workforce Initiative Act
(DAWIA) Certification requirements, the iCatalog provides all you need to know regarding DAU, including:

e regular (certification and assignment specific) training courses;

e continuous learning courses;
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e various acquisition career field certification and Core Plus Development Guides; and
e alternate means to meet training requirements

3.0.4 Payroll/Finance

Contractor employees should contact their parent company payroll office with any finance or pay questions.
Government civilian employees should request access to the Defense Agencies Initiative (DAI) for payroll and
time card purposes. DAl is a self-register system. If you have questions or need assistance with your DAI
account contact the DAl help desk. Additionally, a time card code table is located in Appendix D for your
reference.

3.0.5 Travel

Travel is processed through the Defense Travel System (DTS). DTS access is requested through the onboarding
POC or the respective Contracting Operations executive assistant (EA) (listed within Appendix G). DTS access is
not always required, however, if the position requires a lot of travel DTS access is needed. The new employee
must complete the DD Form 577 “Appointment/Termination Record — Authorized Signature” along with the
DTS account request. System training is also available via the DTS website.

3.1 DHA CAE (J-4) Policies

DHA CAE (J-4) policies are housed within the DHA SharePoint within the Acquisition and Procurement Policy
Division (APPD) page. You must have a CAC in order to access the DHA SharePoint. Additional policies and
guidance can also be found within the DHA CAE (J-4) SharePoint. Links for both pages are found in Appendix E
of this handbook.

Helpful Links and Resources: The following links provide access to important documents and announcements
relevant to DHA.

e DHA Director Priorities: www.health.mil/DirectorsPriorities

e DHA Main Page: https://info.health.mil/SitePages/Home.aspx

e DHA Publications and Policies: https://info.health.mil/cos/admin/pubs/SitePages/Home.aspx

e MHS Main Page: http://www.health.mil/About-MHS
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Appendix A. Onboarding Checklists

A.0 Government Civilian Onboarding Checklist;

a. A New Government Civilian Onboarding Checklist is provided by either your supervisor, sponsor, or
onboarding POC.

b. The Government Civilian Onboarding checklist is available on the DHA SharePoint at
https://info.health.mil/sites/DOP/SitePages/OnBoarding/Civilian.aspx

A.1 Contractor Personnel Onboarding checklist;

a. A New Contractor Onboarding Checklist is provided by the COR or onboarding POC.

b. The Contractor Onboarding checklist is available on the DHA SharePoint at
https://info.health.mil/sites/DOP/SitePages/OnBoarding/Contractor.aspx
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Appendix B. System Requirements
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Reference the below table when requesting access to systems used within DHA CAE (J-4). Use the ASAD Help
Desk Ticket System when requesting access to Government Managed systems and follow the directions noted

within section 2.1.7 in order to request systems access. There is a helpfu

Ill

Read me First Instructions

Document” available with additional information on what is need to request access to any systems within the
ASAD Helpdesk Ticket System.

System Name

Method of
requesting access

CAC?

System
Owner

Requirements

Government Managed

CAC required; must provide contract specific

System Name

Method of
requesting access

CAC?

iRAPT (eWAWF) ASAD Help Desk CAC DoD information and assigned role for each cqntract.
Ticket System | Contractors only granted access if reviewing a
specific assessment for a contract
CAC required; must provide contract specific
EDA (eWAWF) ASAD Help Desk CAC DoD information and assigned role for each cqntract.
Ticket System | Contractors only granted access if reviewing a
specific assessment for a contract
CAC required; must provide contract specific
information and assigned role for each contract.
| i€ reviewi
ASAD Help Desk DHA Cont.réctors only granted access if reviewing a
PD2 . CAC specific assessment for a contract, or are
Ticket System . Lo
assigned to a CO Branch and require it to
accomplish their duties, access is limited based
on their roles
CAC required; must provide contract specific
ASAD Help Desk Govt.- | information and assigned role for each contract.
CPARS . CAC . . L
Ticket wide Contractors only granted access if reviewing a

System

Owner

specific assessment for a contract

Requirements

Self- Registration Systems

FPDS-NG https://www.fpds. No GO.Vt'_ Provide justification for systems access
gov wide
FedBizOpp.gov WWW.Fbo.goV No qut.— !\/Ius_t. be .assigned to a CO Branch, and provide
WWW.Tho.£0V wide justification for employee role
Must be a Contracting Officer and/or assigned to

Govt.- | the Small Business Office and others required to
eSRS WWW.Eesrs.gov No . ol .

wide run reports within the system. Provide

justification statement for access
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Contracting Officer, and some Contract Specialist
- n ntr rsar r n
FSRS Www_fSrs.eov No Goyt a d_ Contracto s.a e'app. 9ve_d on a case by case
WWW.ISIS.EOV wide basis; must provide justification statement for
access
. . Contractors are not authorized within this
https://ppirs.ppirs . .
FAPIIS- . Govt.- | system. Contracting Officer and Contract
.gov/ppirs/home.a | CAC i L e epe
Government ction wide Specialist must provide justification statement
Ea— for access
. . Contractors are not authorized within this
https://ppirs.ppirs . . )
. Govt.- | system. Contracting Officer, Contract Specialist,
PPIRS .gov/ppirs/home.a | CAC . .
: wide and source selection board personnel must
ction e
E— provide justification statement for access
Govt.- e epe
SAM WWW.Sam.gov No wide Provide justification for systems access

Method of System

System Name requesting access CAC? Owner Requirements
Non-registration, direct access systems

Wage

o http://www.wdol. Govt.-
Determination No .
. gov/sca.aspx wide
Online
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Appendix C. Forms

A majority of the DHA forms are located on the DHA CAE (J-4)’s SharePoint Onboarding link within the
Onboarding Resources folder which is CAC enabled.

Required Users
Civilian Contractor

Form Number Form Name

Request for DoD Common Access Card (CAC)
DHA Form 33 TASS Registration v
DHA Form 8 Contractor Add User Form to DHA Network v
DHA Form 8 Addendum | DHA Network Security Agreement v
DHA Form 9 Government Add User Form to DHA Network v
DD Form 2875 System Authorization Access Request (SAAR) v v
DHA Security Access Control Form Vv Vv
No Form Number DHA Privilege Management Program (PMP) v y
Request Form

DHA Form 33, “Request for DoD Common Access Card (CAC) TASS Registration”
Government Civilian Personnel \[o]

Contractor Personnel Yes
Exceptions None

The DHA Form 33 is for contractor personnel only. Click here to download the form. (please note the
link is CAC enabled) If you are unable to access the form via the link provided contact your COR or
supervisor. If there is more than one individual requiring a CAC the FSO may complete and forward the
form to your COR. Talk with them regarding their process.

Section I: 1. Insert your FSO’s name and email

2. Provide your company’s name
3. Insert your current contract order number (it is a 13 digit number)
4. Insert your contract’s expiration date
Section Il: DHA 5. Insert your COR’s name and email address
Approving Official 6. Send the form to your COR AFTER you complete Section IlI
Section Ill: 7. Insert the information requested for each individual requesting a CAC
8

General Instructions: . Upon completion of the DHA Form 33 the COR will review and digitally
sign the form. The COR or FSO will send the form as an encrypted email to
DHA PSB at dha.ncr.security.mbx.personnel-security-tass@mail.mil.

Note: If you are unable to send the form via an encrypted email, you can

password protect the document and send the password in a 2" email or

use the AMRDEC Safe site to securely send it to the DHA PSB TASS office.

9. Once DHA PSB approves the DD Form 33 (approx. 5 days), you will receive
a TASS username and password from the OSD TASS office.

10. Initiate your TASS account within seven (7) business days or the account

will be disabled and the process will start over.

_ DHA CAE (J-4) | New Employee Onboarding Handbook



https://info.health.mil/sites/DOP/SitePages/OnBoarding/Resources.aspx?RootFolder=%2Fsites%2FDOP%2FOnboardingResource%2FOn-boarding%20Resources&amp;FolderCTID=0x0120003438C9BEE77ED44A94F15A8113964FBB&amp;View=%7B0932BD69-DE42-4BEA-AE29-B69D92E59EC9%7D

https://facilities.health.mil/Repository/Download/2632

mailto:dha.ncr.security.mbx.personnel-security-tass@mail.mil

https://safe.amrdec.army.mil/safe/Welcome.aspx



11. Upon submitting the completed TASS, within seven (7) days you will
receive a “Request for Common Access Card - Application Approved”
email instructing you to proceed to the nearest RAPIDS facility.

12. Locate the nearest facility at the RAPIDS Locator Web Site and make an
appointment.

13. Inform your COR and Supervisor once you receive your CAC.

DHA Form 8, “Contractor Add User to DHA Network”
Government Civilian Personnel No

Contractor Personnel Yes
Exceptions San Antonio
Contractor personnel or their FSO will complete the DHA Form 8; Click here to download the form
(please note the link is CAC enabled) If you are unable to access the form via the link provided contact
the DHA IT Call Center (Appendix E) to request the form. This form is not used at San Antonio locations.
Section I: General User | 1. Enter your DOD ID/EDIPI # (this is the 10 digit number on the back of your
Information CAC).

2. Enter in your mail.mil email address (if you have one from a previous

contract) if applicable. Leave it blank if you do not have one.

. Enter in your name and todays date as the Date Requested

. Enter in the appropriate salutation (i.e. Mr., Mrs., or Ms.)

. Provide your state of birth, this is a required item that must be completed.

. Provide your contact number, it should be your office number if you have

been given one. If you do not have one, provide your cell.

7. Select the DHA Sub-Component from the dropdown menu; this is the
location you are assigned to. There is a complete list of DHA Sub-
component locations in Appendix A of the DHA Form 8.

8. Enter in your current contract number (it is a 13 digit number)

9. Enter your company’s name.

10. Input your company email address or your personal email address if you

do not have a company email address.

11. Enter the organization your contract supports (i.e. Contracting
Operations).

12. Select your primary DHA Location from the dropdown and enter in the
Suite number if applicable. This location also establishes where remote

users will receive equipment from.

13. Enter in your COR’s information as the Contractor POC

() IO I~ OV}

Section Il: Add User 14. Insert your name and the date you will sign the form

Account 15. Do not sign the form until all other blocks are complete

Section Ill: New User 16. Discuss with your COR or supervisor where you will obtain your
Equipment Information equipment from as that will assist you complete this section. If you are

not being issued a laptop or have not been issued one yet, leave this
section blank.
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17. If you are provided a laptop, answer the two questions and enter the
barcode if you have the laptop in your possession.

Section IV: Approving 18. Enter in the names of all the appropriate personnel. Your COR can assist

Authority with providing the DHA MAD PSB representatives name. If they are
unsure of the DHA MAD rep, leave the block blank and they will fill it in
when they process the form.

19. Do not check any of the blocks for any of the individuals listed or the
date, as they will complete those sections when they sign and process the
DHA Form 8 when they complete their tasks.

Section V: Comments 20. Enter in any special equipment requirement outside the standard
equipment requirement. Contact your supervisor or COR to ascertain if
you have any non-standard equipment or software needs.

21. Insert Shared Drive needs, your section, location, and duty requirements
will dictate these needs, discuss this with your supervisor or COR.

General Instructions: 22. Sign pages 1, 4, and 5 of the form and scan it back to your FSO for
completion along with a copy of your DoD Cyber Awareness Challenge
certificate and the DHA Form 8 Addendum.

23. Your FSO will submit the completed DHA Form 8 to your COR for
approval, afterwards they will fax the DHA Form 8 to DHA PSB at (703)
681-5207 or email the forms (encrypted) to the DHA Mission Assurance
Division (MAD) office for approval. The email address might not allow for
encryption in which case you can password protect the document and
send the document in one email and the password for the document in
another. FSO’s can use NP2 to send the form as well. You can also use the
AMRDEC Safe site similar to the DHA Form 33 process.

24. After DHA MAD completes Section IV, the form will be sent to the DHA IT
Call Center.

25. Once you have a CAC and the Add User form has been received, an
account will be established. The IT Call Center will notify your COR/POC of
your next steps.

DHA Form 8 Addendum, “DHA Network Security Agreement”
Government Civilian Personnel No
Contractor Personnel Yes
Exceptions San Antonio
Contractor employees must complete both the DHA Form 8 “Contractor Add User to DHA Network”
and the DHA Form 8 Addendum “DHA Network Security Agreement” to obtain network access. Click
here to download the form (please note the link is CAC enabled) If you are unable to access the form
via the link provided contact the DHA IT Call Center (Appendix E) to request the form. This form is not
used at San Antonio locations.

General Information: 1. Read the Security Agreement and the User Agreement.
2. Insert your name and date on the bottom of page 2 and 3.
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3. Sign the form, scan it in, and email it to your FSO along with the DHA Form
8 “Contractor Add User to DHA Network” and the Cyber Awareness
Challenge certificate.

DHA Form 9, “Government Add User to DHA Network”
Government Civilian Personnel Yes

Contractor Personnel \[o]
Exceptions San Antonio
Government civilian employees complete the DHA Form 9. Click here to download form (please note
the link is CAC enabled) If you are unable to access the form via the link provided contact the DHA IT
Call Center (Appendix E) to request the form. This form is not used at San Antonio locations.

Section I: General User | 1. Enter your DOD ID/EDIPI # (this is the 10 digit number on the back of your

Information CACQ).

2. Enter in your mail.mil email address (if you had one previously). Leave it

blank if you do not have one.

Enter in your name and todays date as the Date Requested

Enter in the appropriate salutation (i.e. Mr., Mrs., or Ms.)

5. Provide your state of birth, this is a required item that must be
completed.

6. Provide your contact number, it should be your office number if you have
been given one. If you do not have one, provide your cell.

7. Select either Government Civilian or Military as applicable and Military
Branch if Military is selected.

8. Select the appropriate DHA Sub-Component from the dropdown menu;
this is the location you are assigned to. There is a complete list of DHA
Sub-component locations in Appendix A of the DHA Form 9.

9. Enter the organization your contract supports (i.e. Contracting
Operations).

10. Select your primary DHA Location from the dropdown and enter in the
Suite number if applicable. This location also establishes where remote
users will receive equipment from.

B w

Section Il: Add User 11. Insert your name and the date you will sign the form

Account 12. Do not sign the form until all other blocks are complete

Section lll: New User 13. Discuss with your supervisor where you will obtain your equipment as
Equipment Information that will assist you complete this section.

14. If you are provided a laptop or it is pre-positioned, answer the two
guestions and enter the barcode if you have a government laptop in your

possession.
Section IV: Approving 15. Enter the name of your government program/project manager only. This
Authority may be your supervisor, discuss it with them to ensure you have the

correct approving authority.
16. Do not check the approved block or enter the date, as they will complete
those items when they sign the form.
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Section V: Comments 17. Enter in any special equipment requirement outside the standard
equipment requirement. Contact your supervisor to ascertain if you have
any non-standard equipment or software needs.

18. Insert Shared Drive needs, your section, location, and duty requirements
will dictate these needs, discuss this with your supervisor.

General Instructions: 19. Sign pages 1, 4, and 5 of the form and either scan it back to your
supervisor or provide the hard copies along with a copy of your DoD
Cyber Awareness Challenge certificate.

20.Your supervisor will submit the completed DHA Form 9 to the DHA IT Call
Center.

21. Once you have a CAC and the Add User form has been received, an
account will be established. The IT Call Center will provide the next steps.

DD Form 2875, “System Authorization Access Request (SAAR)”
Government Civilian Personnel Yes

Contractor Personnel Yes

Exceptions only San Antonio for network access
All locations for systems requests
Completed by San Antonio personnel (both government civilian and contractor employees) for network
access and equipment issue. The DD Form 2875 is also used to request systems access (i.e. EDA, iRAPT,
PD2). Click here to download the form (please note the link is CAC enabled) If you are unable to access
the form via the link provided the form is also available via the DoD forms link here (this link does not
allow for digital signatures).
Initial Data: 1. Select the type of request you are submitting.
2. Enter your 10 digit DOD ID # if you are requesting an initial account or
when establishing a NIPRNET, LAN and EE Mail Account. Enter your User
ID if you are modifying an established account.
2. Enter today’s date.
3. Enter in the name of the system you are requesting access, modification,
or a deactivation to.
4. Enter in your physical location (where your desk is located, or where you
are assigned if you are or will remote locate into DHA’s network).
Part I: 5. Enter in the information requested. Most of it is self-explanatory, contact
your supervisor for any information you are unsure about.
6. Leave Block 5 blank until you are issued an Enterprise Email account.
7. Block 10 is important as you will not be issued an account without a
current Cyber Awareness Challenge certificate.
8. Do not sign the form until you have completed Part Il items listed below.

Part ll: Endorsement of | 9. Provide justification for requesting system or network access. The
Access by Information justification does not have to be detailed, just make sure you provide
Owner, User enough information to support the requests (i.e. | require access to_
Supervisor, or (insert system name) for the performance of my assigned duties as
Government Sponsor ). Make sure you reference Appendix B for specific system needs.
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10.
11.

12.

13.

14.

Blocks 14 and 15 should be “Authorized” and “Unclassified” respectively.
Block 16 is required along with block 16a for contractor personnel. Insert
you company name, contract number, and contract expiration date. If
there is not enough room, use block 27.

Enter in your supervisors information within blocks 17, 20, 20a, and 20b.
They will enter the date when they sign the document.

Blocks 21 and 22 are not required when requesting Network (i.e. LAN and
Enterprise Email accounts) as they are completed by the IT Call Center
when they process the request. Systems processing though the Help Desk
Ticket System also do not require these blocks be completed.

Once all the required information is filled in, sign the form and send itto
your supervisor so they may sign it.

Part llI: Security
Manager Validates the
Background
Investigation or
Clearance Information

15.

16.

There is no information you need to fill out within this section as the DHA
PSB security manager will complete this step.

Either you or your supervisor will forward the signed form to the DHAPSB
DD 2875 mailbox (Appendix E) so they can complete Part lll. Once it is
returned to you completed move to the next step.

General Information:
For San Antonio users
requesting Network
access

17.

18.

18.

19.

Your COR or supervisor will submit the completed form returned from
DHA PSB through the DHA SharePoint DD2875 Form Submission Page
along with the Cyber Awareness Challenge Certificate and HIPAA training
certificate, the SharePoint site provides details for submission.

After submitting through the SharePoint, the COR or Supervisor will build

an Enterprise Support Desk (ESD) account.

Under Support Requests select “Open a ticket via email”. Provide the

following information in the email:

a. Customer Name, phone number, requesters (COR or Supervisor) email
address, site, department, building number, room number, full
computer name (you will get this from the Principle Hand Receipt
Holder (PHRH), and a detailed description of the type of request.

b. Do not attached any forms with personally identifiable information
(P1), as the email should not be either encrypted or digitally signed.

Setting up the ESD creates a REMEDY ticket number, retain the number

for your records. Upon receipt of the ESD ticket completion notification,

send an email to the USAMITC POC and PHRH.

a. Provide the name of the new employee, their expected report date (if
they have not arrived yet), and work station location (if one is
assigned) to the PHRH and to the USMITC POC.

b. The PHRH will coordinate with the USAMITC Data Center to schedule
an appointment for equipment issue, device imaging or re-imaging,
and system testing.

i. This normally takes 3-5 business days from the PHRH’s initial email
request to meeting with the USAMITC Data Center.
ii. The new employee MUST have a CAC, completed DD Form 2875,
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and the DoD Cyber Awareness Challenge certificate.
iii. USAMITC (or the new employee) will send the PHRH an email from
the new device validating it was issued.

20. Once the new employee receives the computer/equipment from
USAMITC, they must return to the PHRH to validate the equipment serial
number, visually inspect the equipment, and label the device with an
inventory management sticker.

General Information: | 21. Appendix B within this handbook references systems applicable to

For All users requesting procurement functions that require the use of the DD Form 2875.
systems access listed in |22. Those systems listed as Government Managed require the DD Form 2875
Appendix B and are requested through the ASAD SharePoint Help Desk Ticket System.

23. The ASAD Help Desk Ticket System is found at
https://info.health.mil/sites/DOP/BOD/SitePages/ticket/home.aspx.
Instructions are provided on the website.

“DHA Security Access Control Form”
Government Civilian Personnel Yes
Contractor Personnel Yes

Exceptions do not use this form
If you only require
unescorted access to

DHHQ
Use this form when requesting access to DHA facilities. This includes building access and any access
that requires a key. Click here to download the form (please note the link is CAC enabled) If you are
unable to access the form via the link provided contact your supervisor or email DHA Physical Security
(Appendix E) for or a copy.
Section 1: Access 1. Provide all requested information.
Request Information 2. If you are unsure of your facility address or cubical or office number

obtain it from your supervisor.

3. Provide an explanation for the request. It does not have to be detailed, a
simple statement as to your primary duty location and access
requirements to access your desk will suffice.

Section 2: Complete for |4. Complete this section if you need electronic access in the form of aFOB,

Electronic Access PMP, or other such device.

Requests Only 5. This section is more for those individuals that require access to various

DHA locations outside of their primary duty location.

Section 3: Government |6. Enter in your Supervisor’s (civilian personnel) or COR’s (contractor

Supervisor or COR personnel) information.

Approval 7. They will sign once they receive the completed form.

Section 4: Mission 8. Do not enter any information in this section as the DHA Mission
Assurance Division Assurance Division personnel will complete this section.
Approval
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Section 5: 9. Sign this section once you receive the access media requested.
Acknowledgement of

Issuance

Section 6: Access Media |10. When you out-process, use this form as a receipt that all access media
Returned has been returned.

General Information: 11. Send the form to DHA Physical Security once sections 1 — 3 are complete.

12. Follow-up with DHA Physical Security if an approval has not been
received within seven (7) days.

DHA Privilege Management Program (PMP) Request Form
Government Civilian Personnel \ Yes

Contractor Personnel \ Yes

Exceptions Only for unescorted

access to DHHQ
Use this form when requesting unescorted building access and/or controlled room access to the DHHQ
facility located at Falls Church. Click here to download the form (please note the link is CAC enabled) If
you are unable to access the form via the link provided contact your supervisor or email DHA PSB MAD
(Appendix E) to request a copy of the form.

Section I: Requestor 1. Input your information as requested.

2. Provide a justification for the request within the Reason for Requesting
PMP Access block. It does not have to be detailed, but must provide
enough of an explanation for MAD’s purposes.

3. Provide the room or zone information you require access to. If you are
unsure of the specifics discuss the locations needed with your supervisor.

Section Il: Government |4. Insert either your COR or supervisor’s information as appropriate and

COR/Supervisor forward to them for approval.

General Information: |5. Once the form is completed send it to dha.rapids@mail.mil so DHA MAD
can approve the request.

6. Access to the DHHQ facility is via CAC, no additional badge is needed.

7. You must go to the CAC office within DHHQ to complete the PMP process.
They will direct you to the kiosk outside their office to activate your card.

8. Once you activate your CAC, they will collect biometric information and
complete the PMP process.
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Appendix D. Time Card Codes

Back to Table of Contents

Below are time card type hour codes for government civilian employees to use when inputting time into the

DAl system.

LEAVE HOURS - PAID

LA Annual LB Advance Annual

LC Court LF Forced Annual

LG | Advanced Sick LH Holiday

LI Military, DC Guard U Shore

LK Home LL Law Enforcement

LM | Military LN Administration

LP Annual, Restored #3 LQ Annual, Restored #2

LR Annual, Restored #1 LS Sick

LV Excused Absence LX Non-work, Paid (Day of Death or Sabbatical)

LY Time off Award (Leave) RG Regular Graded and Military

TM | Telework Medical TS Telework Situational

TW | Telework Regular

KA | LWOP KB Suspension

KC | AWOL KD Office of worker Compensation Program (OWCP)
KE Furlough KF Non-duty, w/in regular schedule (changing to KA)
KG | Military Furlough (called to activity duty)

COMPENSATORY HOURS

CA | Religious Compensatory Time Taken CB | Comp Time for Travel Earned

CC | Compensatory Time Callback CD | Credit Hours Earned

CE | Compensatory Time Earned CF | Comp Time Used (for travel)

CN | Credit Hours Taken CR | Religious Compensatory Time Earned
CT Compensatory Time Taken
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Appendix E. Resources and Frequently Called Numbers

Website Resources

ACQTAS https://www.atrrs.army.mil/channels/acqtas/

AMRDEC Safe https://safe.amrdec.army.mil/safe/Welcome.aspx

ASAD Help Desk Ticket System https://info.health.mil/sites/DOP/BOD/SitePages/ticket/home.aspx
CAC Home http://www.cac.mil/

DAH CAE (J-4) Personnel Page https://info.health.mil/sites/DOP/Personnel/SitePages/Home.aspx
DAl Self-registration https://ebs.dai.csd.disa.mil/OA HTML/US/selfregister.htm
DATMS https://www.atrrs.army.mil/atrrs2.aspx

Defense Agencies Initiative (DAI) https://ebs.dai.csd.disa.mil/

Defense Travel System (DTS) http://www.defensetravel.osd.mil/dts/site/index.jsp

DHA CAE (J-4) Acquisition and Procurement Policy | https://info.health.mil/sites/DOP/PAC/SitePages/Home.aspx

DHA CAE (J-4) SharePoint https://info.health.mil/staff/cae/SitePages/home.aspx

DHA DACM Career Planning https://info.health.mil/staff/cae/dacm/daw/Pages/Career-Planning.aspx
DHA LMS (hosted by JKO) https://jkodirect.jten.mil/Atlas2/page/login/Login.jsf

DoD Forms Management Website http://www.dtic.mil/whs/directives/forms/

EDS Help Desk Ticket System https://esdsupport.amedd.army.mil

FAR and DFARS http://farsite.hill.af.mil/

FedBizOpps.gov https://www.fbo.gov/

MHS Knowledge Center (Forms) https://facilities.health.mil/repository

milConnect RAPIDS Self Service (RSS) https://www.dmdc.osd.mil/self service/rapids/

Office of Personnel Management (OPM) https://www.opm.gov/

OPM Telework https://www.telework.gov/

RAPIDS site locator https://www.dmdc.osd.mil/rsl/appij/site

System for Award Management (SAM) https://www.sam.gov

Total Workforce Management System (TWMS) https://twms.navy.mil/login.asp

Frequently Called Numbers

Organization ‘ Phone Number Email or websites
Civilian Benefits Centers (CBC) (888) 320-2917 | https://www.portal.navy.mil/donhr/benefits
DAH PSB (DD2875) N/A dha.ncr.ma.mbx.dd2875@mail.mil

DAl help desk N/A DAl Financial Helpdesk@dha.mil
DATMS Help Desk (703) 645-0106 | datmshelp@aasmr.com

DHA DACM N/A dha.ncr.dha-cae.mbx.acm@mail.mil
DHA Education & Training Help Desk (JKO) (800) 600-9332 | dhagsc@mail.mil

DHA eQlIP Team N/A dha.egip@mail.mil

DHA Facilities (703) 681-4324 | DHAFacilities@mail.mil

DHA Finance/Payroll (DAI help desk) N/A DAl Financial Helpdesk@dha.mil

DHA HR Performance Management (703) 681-2308 | N/A

DHA HRD Business Partner (Ben Hayes) (703) 681-8703 | N/A

DHA HRD customer line (703) 681-6909 | N/A

DHA HRD Timekeeping (Hermes Hurtado) (703) 681-4658 | N/A

DHA CAE (J-4) | New Employee Onboarding Handbook
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Frequently Called Numbers

Organization ‘ Phone Number Email or websites

DHA IT Call Center (703)-681-9411 | dha.ncr.health-it.mbx.it-call-center@mail.mil

DHA Mission Assurance Division (MAD) (703) 681-6777 | dha.ncr.ma.mbx.mission-assurance@mail.mil

DHA Personnel Security Branch - TASS (703) 681-7055 | dha.ncr.security.mbx.personnel-security-tass@mail.mil
DHA Physical Security N/A Dha.physec@mail.mil

DHA Send Word Now dha.ncr.dha-cs-mgt.mbx.send-word-now @ mail.mil
DHHQ Parking Office (703) 681-9532 | DHADHHQParkingVisitorRequest@mail.mil

eQIP Helpdesk (703) 275-6038 | N/A

Federal Employee Benefits Line (888) 320-2917 | N/A

LDD Customer Satisfaction Center (703) 681-5360 | N/A

milConnect Helpdesk (800) 477-8227 | N/A

TWMS Help Desk N/A TWMSAdministrator@navy.mil or eas@ctrims.com

_ DHA CAE (J-4) | New Employee Onboarding Handbook




mailto:dha.ncr.health-it.mbx.it-call-center@mail.mil

mailto:dha.ncr.ma.mbx.mission-assurance@mail.mil

mailto:dha.ncr.security.mbx.personnel-security-tass@mail.mil

mailto:Dha.physec@mail.mil

mailto:dha.ncr.dha-cs-mgt.mbx.send-word-now@mail.mil

mailto:DHADHHQParkingVisitorRequest@mail.mil

mailto:TWMSAdministrator@navy.mil

mailto:eas@ctrims.com



Back to Table of Contents

Appendix F. Acronyms

AcqD
ACQTAS
APPD
APSD
ASAD
CAC
CAE
Cco
COR
CORT Tool
CSA
CTIP
DACM
DAI
DATMS
DAU
DAWIA
DCPDS
DHA
DHHQ
DHP
DLA
DoD
DoDl
DTS

EA

EE

EOD
ESA
ESD
eQlP
FBCH
FSO
GSA
HCA
HIT
HRD
IDP

JKO

_ DHA CAE (J-4) | New Employee Onboarding Handbook

Acquisition Directorate

Acquisition Training Application System
Acquisition and Procurement Policy Division
Acquisition Process Support Division
Acquisition Support and Analysis Division
Common Access Card

Component Acquisition Executive

Contract Operations

Contracting Officers Representative
Contracting Officer Representative Tracking Tool
Combat Support Agency

Combating Trafficking in Persons Course
Defense Acquisition Career Manager
Defense Agencies Initiative

Defense Acquisition Training Management System
Defense Acquisition University

Defense Acquisition workforce Initiative Act
Defense Civilian Personnel Data System
Defense Health Agency

Defense Health Headquarters

Defense Health Program

Defense Logistics Agency

Department of Defense

Department of Defense Instruction

Defense Travel System

Executive Assistant

Enterprise Email

Entry on Duty

Enterprise Support Activities

Enterprise Support Desk

Electronic Questionnaire for Investigation Process
Fort Belvoir Community Hospital

Facility Security Manager

Government Services Administration

Head of the Contracting Activity

Health Information Technology

Human Resource Division

Individual Development Plans

Information Technology

Joint Knowledge Online





JPMO-MMS

LAN
LMS
MAD
MHS
MQS
MTF
NCR
NDA
NIP
0osD

PD
PEO-SD
PIl
PHRH
PMP
POC
PSB
RAPIDS
ROB
RSS
SAAR
SAPM
SOP
TASS
TWMS
VTC
WRNMMC

DHA CAE (J-4) | New Employee Onboarding Handbook

Joint Program Management Office - Medical Modeling and
Simulation

Local Area Network

Learning Management System

Mission Assurance Division

Military Health System

Medical Support Services

Medical Treatment Facility

National Capital Region

Non-disclosure Agreement

Notification of Incoming Personnel

Office of the Secretary of Defense

Position Description

Program Executive Office — Solutions Delivery
Personally identifiable information

Principle Hand Receipt Holder

Privilege Management Program

Point of Contact

Personnel Security Branch

Real-time Automated Personnel Identification Systems
Rules of Behavior

RAPIDS Self-service

System Authorization Access Request

Strategic Acquisition Program Management Division
Standard Operating Procedures

Trusted Associate Sponsorship System

Total Workforce Management System

Video teleconferencing

Walter Reed National Military Medical Center
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Appendix G. DHA CAE (J-4) Leadership and Points of Contact

DHA CAE (J-4) Leadership and Points of Contact

Director, CAE (J-4)/Senior Procurement Executive

Name
Dr. Barclay Butler

Phone Number

(703) 681-5895

barclay.p.butler.civ@mail.mil

Deputy Director, CAE (J-4)

Mr. Robert Bolluyt

(703) 681-1116

robert.j.bolluyt.civ@mail.mil

kenneth.s.helgren.civ@mail.mil

(210) 295-2777
(703) 882-3887
(703) 681-4614

Chief, Acquisition Support and Analysis Division Dr. Kenneth S. Helgren

Mr. Chris Harrington Christopher.j.harrington2.civ@mail.mil

Ms. Birgit Tilley

Program Executive Office — Solutions Delivery

Chief, Acquisition Process Support Division birgit.f.tilley.civ@mail.mil

Chief, Strategic Acquisition Program Management

Division

Mr. Joseph Mirrow

(937) 904-5039

joseph.b.mirrow.civ@mail.mil

Chief, Acquisition and Procurement Policy Division

Ms. Winona Sewell
Hall

(703) 681-5366

winona.l.sewellhall.civ@mail.mil

Chief, Contracting Division/Head Contracting Activity

Mr. John Tenaglia

703) 681-8660

john.m.tenaglia2.civ@mail.mil

Senior Procurement Analyst (SPA), HCA

Mr. Jake L. Lewis

703) 681-8719

jake.l.lewis.civ@mail.mil

Chief, Contracting Operations - A

Mr. James D. Berns

303) 676-3991

james.d.berns.civ@mail.mil

Chief, Contracting Operations - FC

Mr.

Timothy Klopfer

703) 681-5654

Timothy.S.Klopfer.civ@mail.mil

PP I [N G G [ S

Chief, Contracting Operations - NCR Mr. David Johnson 703) 275-6375 | david.e.johnson3.civ@mail.mil
Chief, Contracting Operations - DHMS Ms. Lisa Eckard 703) 588-5635 | lisa.a.eckard.civ@mail.mil
Chief, Contracting Operations - MQS Ms. Melissa Oliva 210) 221-6122 | Melissa.F.Oliva.civ@mail.mil
Chief, Contracting Operations - HIT Ms. Jackie Pinkston 210) 295-7188 | jackie.l.pinkston.civ@ mail.mil

Director, Acquisition Career Manager

. Robert Bolluyt

(703) 681-1116

robert.j.bolluyt.civ@mail.mil

Deputy Acquisition Career Manager

. Tammy Markham

(703) 681-7192

tammy.l.markham2.civ@ mail.mil

DHA COR Program Coordinator (DCPC)

. Constance Gough

(703) 681-1146

constance.m.gough.civ@mail.mil

CAE (J-4) Executive Assistance

. Alison Thompson

(703) 681-6069

Allison.r.thompson16.ctr@mail.mil

Deputy CAE (J-4) Executive Assistant Ms. Minnie Burton (703) 681-6069 | minnie.b.burton.ctr@mail.mil
APPD Executive Assistant Ms. Dawn Braun (303) 676-3595 | Dawn.c.braun.ctr@mail.mil
ASAD Executive Assistant Ms. Wanda Tarasiuk (210) 295-2787 | wanda.m.tarasiuk.ctr@mail.mil
APSD Executive Assistant Ms. Orangig White (703) 681-8855 | orangig.m.white.ctr@mail.mil
HCA Executive Assistant Ms. Judy Waters (703) 681-8911 | Helen.j.waters.ctr@mail.mil

CO-A Executive Assistant

. Murjani Harris

(303) 676-3942

Murijani.j.harris.ctr@mail. mil

CO-FC Executive Assistant

. Janice Johnson

(703) 681-5654

janice.c.johnson34.ctr@mail.mil

CO-NCR Executive Assistant

. Andrea Hill

(703) 275-6373

andrea.j.hill.civ@mail.mil

CO-HIT and MQS Executive Assistant

. Wanda Tarasiuk

(210) 295-2787

wanda.m.tarasiuk.ctr@mail.mil

CO-DHMS Executive Assistant

Vacant

DHA CAE (J-4) | New Employee Onboarding Handbook
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Attachment 2



DELIVERABLE SCHEDULE TABLE



		Deliverable

		Frequency

		Medium/Format

		Submit To

		Appliable To



		Basic Assessment

		30 days prior to contract award, and annually thereafter 30 days before anniversary date during each option year

		Electronic

		COR via SPRS

		6.5.2.1.1



		CMMC

		At time of award, and every 3 years thereafter 30 days before anniversary date during option period

		Electronic

		COR via SPRS

		6.5.4
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Attachment 3

Cybersecurity Regulations and Guidance

The Vendor shall use and comply with the most recent published versions of the following
references, as well as all regulations or guidance referenced within those publications:

(@) United States Law
(1) The Health Insurance Portability and Accountability Act of 1996 (HIPAA)
(i) The Federal Information Security Management Act (FISMA)
(iii) The E-Government Act of 2002

(b) Office of Management and Budget (OMB)
The following publications are located at
https://www.whitehouse.gov/omb/agency/default
(i) Circular A-130
(i) Guidance M-05-24, Implementation of Homeland Security Presidential Directive
(HSPD) 12-Policy for a Common Identification Standard for Federal Employees
and Vendors

(c) National Institute of Standards and Technology (NIST)

The following publications are located at http://www.nist.gov/publication-portal.cfm

(i) NIST Special Publication (SP) 800-37 — Guide for Applying the Risk Management
Framework (RMF) to Federal Information Systems

(i) NIST SP 800-39—Managing Information Security Risk: Organization, Mission and
Information System View

(iti) NIST SP 800-53 — Security and Privacy Controls for Federal Information Systems
and Organizations

(iv) NIST SP 800-60—Volume 1 Revision 1: Guide for Mapping Types of Information
and Information Systems to Security Categories

(d) Federal Information Processing Standards (FIPS)

The following publications are located at http://www.nist.gov/itl/fipscurrent.cfm

(i) FIPS Publication (FIPS PUB) 140-2, Security Requirements for Cryptographic
Modules

(i) FIPS PUB 199 - Standards for Security Categorization of Federal Information and
Information Systems

(iii) FIPS PUB 200: Minimum Security Requirements for Federal Information and
Information Systems

(iv) FIPS PUB 201-2, Personal Identity Verification of Federal Employees and Vendors

(e) Department of Defense (DoD)
The following publications are located at http://www.dtic.mil/whs/directives/
(i) DoD Instruction 5200.2, DoD Personnel Security Program (PSP)
(i) DoD Instruction 8500.1, Cybersecurity




https://www.whitehouse.gov/omb/agency/default

http://www.nist.gov/publication-portal.cfm

http://www.nist.gov/itl/fipscurrent.cfm
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(iii) DoD Instruction 8520.02, Public Key Infrastructure (PKI) and Public Key (PK)
Enabling

(iv) DoD Instruction 8510.01, Risk Management Framework Process (RMF)

(v) DoD Instruction 8551.1, Ports, Protocols, and Services Management (PPSM)

(vi) DoD Instruction 8580.02, Security of Individually Identifiable Health Information
in DoD Health Care Programs

(vii) DoD Instruction 6025.18, Privacy of Individually Identifiable Health Information in
DoD Health Care Programs

(viii)DoD Directive 5400.11, DoD Privacy Program

(f) The following publications are located at
https://home.facilities.health.mil/low-voltage-system.
(i) DHA PM Standard Isolation Architecture for Cybersecurity of FRCS
(if) Security Categorization for Facility-Related Control Systems (FRCS)
(iii) Facility-Related Control Systems (FRCS) Overlay
(iv) Standard Operating Procedure (SOP) for Facility-Related Control Systems (FRCS)
Assessments
(v) Guidance for Facility-Related Control Systems (FRCS) Continuous Monitoring
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Attachment 4

FRCS Responsibility Matrix

Roles-Responsibilities Matrix

g
AR
, , g |5|2|8|z2
- Responsible (R) [Party responsible for task] s Z| 5 g 81| o
a Approval (A) [Final Approval Authority] 2 -g E S 9 g -
9 |Consulted (C) [In coordination with or makes recommendations] % £ | ¥ E Z| s g
Informed (1) [Be informed of decision or status] a 3 8|8 8 2 § Notes
1391 Concept, Planning & Develop
Identify the facility control systems required under the project C | | X | | X
Review Parametric Design via PDRS | | | X | | X
Preliminary categorize the systems/identify the CIA impact level R A | X C C X
Identify the System Owner and Authorizing Official R A | X C © X
Include budgetary line item for Cybersecurity $250 k/per system C | | X | | X
MILCON Initiation & Develop Phase
Establish RMF Team, including USACE responsibility and assignments R, A | | X C © X
Include cybersecurity requirements in A/E SOW & include cybersecurity in
contract evaluation CA | | X C C X
Request Funds for Final Design CA | | X | | X
Design
Determine if system is stand-alone or networked C A | R X C C X
Prepare design in compliance with UFC 4-010-06 | | R | X | | X
Develop list of relevant security controls | | R | X C © X
Develop initial Sysytem Security Plan C A | R|[X ]| C C X
Provide final basis of design for inclusion into System Security Plan | | R X | | X
Construction RFP
Identify e MASS responsibilities of construction contractor C | X | C C X
Identify tasks/responsibilities/submittals of contractor C | X | C C X
Construction
Implement controls IAW Final Design C | X R C C X
Develop required submittals for approval C | X R C © X
Review contractor submittals and approve/disapprove/provide comments C | X | C C X
Conduct Nessus/SCAP scans, patch vulnerabilities, document remaining STIG
deviations C A | X R C C X
Submit request to NETCOM BidTracker website & select SCA-V (Army Only) R, A | X | C C C |
Schedule SCA-V (*Needs to occur 12 Months out from OP need date) R A | X | C C C |
Develop continious monitoring strategy RCA[ C | X C C © |
Complete controls self assessment © ILA[ X R C © |
Resolve issues identified in the self-assessment C I,A| X R C C |
Complete eMASS requirements R, A | X R C € |
Assess security controls © | X[ C C C |RA
Track status of reviews, returns for rework and approval/disapprovals in
eMASS RCA| I | X |RCc| c | c| 1
Provide Security Assessment Report in e MASS | | X | | I |RA
Perform functional testing of the systems (*Full end-to-end testing will
require limited duration ATO) C | X R | | X
Post Construction and Warranty
Re-Confirm RMF Team, including USACE responsibility and assignments R A | X | C C X
Deliver all cybersecurity documentation and verify SO can log into their
applications © | X R C © X
Verify the SA can login C | X R C C X
SA change all passwords on devices and in applications R, A | X C C C X
Request authority to connect R C| X C A C X
Resolve issues identify by Network Provider R | X | C|CA[ C X
Authorize System
Attend collaboration meeting with AODR R C| X[ X C © ©
Receive Decision from AO I RA| X X | | C
Perform full system acceptance testing C | X R | | X
Monitor Security Controls
Apply Continious Monitoring Strategy to system R I,A| X C C © X
Updates and Patching RA |ILLA| X | X*| C C X
Decommission R Al X |Xx*| C o X






SRM (O&M) RACI:

Roles-Responsibilities Matrix

=
- Responsible (R) [Party responsible for task] 5 . . g
é:,ﬂ Approval (A) [Final Approval Authority] ‘g g g E
9 |Consulted (C) [In coordination with or makes recommendations] 3—:" % g £ =
Informed (1) [Be informed of decision or status] 8 3 38 § Notes
Manage Task Order
Ensure Contractor provides required deliverables C C C X
Modify Task Order when required C C C X
Task Manager C C C X
Provide funding required to execute tasks X R X X
System Design
Determine if stand-alone or networked | R C A X
Determine if child under parent ATO or stand-alone ATO | C R, A X
Define network configurations / architecture options available R C C A X
Determine if hard server or virtualized | C R, A X
Define network configurations / architecture "allowable" | C R, A X
Develop Network Diagram R | C A X
Develop Data Flow Diagram R | C A X
Cybersecurity Requirements
Register System APMS | R C A X
Register System eMASS | R C, A X
Categorize System (Requires Signed AO Approval Memo) | R C A X
Select Security Controls
Apply CNNSI 1253 to determine System Classification | R C A X
Apply DoD 800-53 Control Set | R C A X
Apply DoD 800-53A Control Set | R C A X
Determine Supplemental Controls | R C A X
Import results from CSET into e MASS C R C A X
Reach Agreed Baseline with customer / system owner C R C A X
Determine all Data Types to be used in system, per RMF Guidance C R C, A X
Overlay Application and Selection C R C A X
Import System Diagrams C R C A X
Develop Monitoring Strategy C R C A X
Finalize Control Set C R C, A X
Request Reciprocity Agreements from G6 C R C A X
Implement Security Controls
Apply appropriate STIGs to system R | C A X
Obtain Licensing for ACAS Server C © R, A X
Install Converged Security Scanning Server into lab environment R C C X
Gather existing system documentation from G6 C R C X
Develop Contingency Plan C R C A X
Develop COOP Plan C R C A X
Develop System Security Plan C R C A X
Scan/Fix Process R | | X
Develop Security Assessment Report R | | X
Upload system documentation to eMASS C R C X
Assess Security Controls
Develop Security Assessment Plan C C C X
Submit Security Assessment Plan for approval R C C A X
Prepare site for Validation team C R C C
Host Validation Team C R C C
Collaborate with Validation team to receive results from validation scan R | C C
Apply any necessary Scan/Fixes resulting from Validation Team R | C C
Prepare system POA&M R | C X
upload POA&M into e MASS C R C X
Prepare any final system documentation R C C X
Submit RMF Package to AODR C R C X
Authorize System
Collaboration meeting with AODR | R C X
Receive Decision from AO | R C A X
Monitor Security Controls
| |App|y Monitoring Strategy to system | R C X
| |Updates and Patching © R € X
Third Party Validation
Documents and Reports Review C | C R
Scans & Test C | C R
Apply any necessary Scan/Fixes resulting from Validation Team R | C C
3rd Party Recommendation to AO | C C, A R
Authority to Connect (ATC) Process
[Request ATC I R caAa [ x
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Design-Bid-Build (DBB) Timeframes:

Attachment 5

RMF ASSESSMENT TIMEFRAMES

Lead | Requirements DBB: Document Requirements Timeline
Vend | Contact Gov POC and
requests templates and any
additional cybersecurity
technical documentation
through the standard RFI Within 30 days
process of construction
N/A contract award
Gov | Provides templates and FRCS-RA, DoD Nessus policy Within 15
additional technical templates, other cybersecurity business days
document RFI response templates/documents as requested | post request
Vend | Provides FRCS-RA and
Nessus vulnerability
assessment/report Submittal | Completed FRCS-RA and fully-
of test/laboratory credentialled DoD templated Within 30 days
System/device Nessus scan report. of RFI response
Gov 10 business days
Cybersecurity System/device | Network configuration, post receipt of
Kickoff Meeting architecture options, ATO status completed
(Government, Contractor, Contractor Memorandum for test/laboratory
and Vendors) Record FRCS-RA and
Nessus scans
Gov eMASS registration, Control K ibiliti q 5 business days
Selection, Implementation Tas S Respon3|_ llities, an post i
Plan Submittals required of VVendor Cybersecurlty_
Kickoff Meeting
Gov Security Assessment Plan, RMF
. Templates, Categorization Memo, .
;ecgrlty Assegsment Plan Applicable STIGs, Tasks, 10 business days
eview Meeting o : post
Responsibilities, and Submittals .
(Government, Contractor, . Cybersecurity
and Vendors) required of Vendor Kickoff Meeting
Contractor Memorandum for
Record
Vend | Provides Submittal of Assessment boundary diagram; Within 30

test/laboratory self-
assessment matching the
proposed System/device

data flow diagram; hardware
inventory; software/firmware
inventory; ports, protocols, and

business days
after
Government






Lead

Requirements DBB:

Document Requirements

Timeline

FRCS-RA for Government
approval

services (PPS); privacy
assessment; completed STIG
checklists; detailed fully-
credentialled DoD templated
Nessus scan report; SCAP scan
report, POAMSs, other as identified

Cybersecurity
Kickoff meeting

Gov | Provides test/laboratory self-
assessment Submittal .

. 15 business day
responses (may resultinre- | N/A i
. . post receipt
iterations of self-assessment
Submittal until accepted)

Gov Upon approved
Contracting Officer provides self-assessment
approval to proceed with N/A Submittal of
installation test/laboratory

System/device

Vend | Implements Controls;

Installs, integrates, secures,

and documents the

System/device that matches Upon
test/laboratory approved self- Contracting
assessment configuration. N/A Officer Approval

Vend Assessment boundary diagram;

detailed diagram with data flow;

hardware inventory; software and

firmware inventory; ports,

protocols, and services (PPS);

privacy assessment; completed

STIG checklists; detailed fully-
Provides self-assessment credentialled DoD templated
Submittal of the installed Nessus scan report; SCAP scan Prior to any
System/device matching the | report; POAMSs, Continuous Commissioning
test/laboratory for Monitoring plan, other as or Acceptance
Government Approval identified Testing

Gov | Provides installation self-

assessment response (may 15 business day
. . : N/A .

result in re-iterations of self- post receipt

assessment until accepted)

Gov ATO-CondltlpnaI _ eMASS Security Plan and Up_on acceptance
recommendation submitted ; . of installation

o : associated artifacts
to 3" party validator self-assessment

Vend | Resolves Issues; (may result

in re-iterations of self- ATO-C Upon AQ
Approval

assessment until accepted)






Lead | Requirements DBB: Document Requirements Timeline
Gov | Independent Verification and Upon ATO-
Validation (IV&V) request N/A Conditional of
to 3" party validator System/device
Vend Upon approval
Proceeds with scheduling of installation
Commissioning and System/device
Functional Acceptance self-assessment
Testing N/A Submittal
Vend | Transitions to IV&V; Vendor remediation, Nessus and
maintains cybersecurity SCAP scan reports, resulting Monthly reports
posture mitigations, and POAMSs until BOD
Vend Within 18
months of
Completes successful IV&V contract award
and achieves ATO ATO or prior to BOD
Vend | Performs full System
Acceptance Testing N/A Upon ATO
Vend Continuous monitoring:
IAVA vulnerability management,
Transitions to warranty patching, updates, upgrades,
support, maintenance, and Nessus/ACAS and SCAP reports,
continuous monitoring resulting mitigations, and POAMs | Begins at BOD
Vend Continuous monitoring:

IAVA vulnerability management,
patching, updates, upgrades,

Transitions to post-warranty | Nessus/ACAS and SCAP reports, | Post Warranty;
support, maintenance, and resulting mitigations, and POAMs; | System/device
continuous monitoring Reauthorizations when required life cycle
Design-Build (DB) Required Timeframes:
Lead | Requirements DBB: Document Requirements Timeline
Vend | Contact Government POC
requests updated templates
and any additional
cybersecurity technical
documentation through RFI 65% Design
RFI Review
Gov | Provides templates and FRCS-RA, DoD Nessus policy Within 15

additional technical
document RFI response

templates, other cybersecurity
templates/documents as requested

business days
post request






Lead | Requirements DBB: Document Requirements Timeline
Vend | Provides FRCS-RA and 60 days post
Nessus vulnerability receipt of
assessment/report Submittal | Completed FRCS-RA and fully- Corrected Final
of test/laboratory credentialled DoD templated Design
System/device Nessus scan report as Submittal Submittal
Gov 30 business days
Cybersecurity System/device | Network configuration, post receipt of
Kickoff Meeting architecture options, ATO status completed
(Government, Contractor, Contractor Memorandum for test/laboratory
and Vendors) Record FRCS-RA and
Nessus scans
Gov eMASS registration, Control T 5 business days
Selection. Imolementation Tasks: ResponS|_b|I|t|es, and post _
, 1mp
Plan Submittals required of Vendor Cybersecurlty_
Kickoff Meeting
Gov Security Assessment Plan, RMF
. Templates, Categorization Memo, .
Secgrlty Asse_ssment Plan Applicable STIGs, Tasks, 10 business days
Review Meeting L . post
Responsibilities, and Submittals .
(Government, Contractor, . Cybersecurity
and Vendors) required of Vendor Kickoff Meeting
Contractor Memorandum for
Record
Vend Assessment boundary diagram;
data flow diagram; hardware
inventory; software/firmware
inventory; ports, protocols, and
Provides Submittal of services (PPS); privacy Within 30
test/laboratory self- assessment; completed STIG business days
assessment matching the checklists; detailed fully- after
proposed System/device credentialled DoD templated Government
FRCS-RA for Government Nessus scan report; SCAP scan Cybersecurity
approval report, POAMSs, other as identified | Kickoff meeting
Gov | Provides test/laboratory self-
assessment Submittal :
. 15 business day
responses (may resultinre- | N/A .
. . post receipt
iterations of self-assessment
Submittal until accepted)
Gov Upon final
Government
Contracting Officer provides Approved of
approval to proceed with N/A self-assessment
installation Submittal of

test/laboratory
System/device






Lead | Requirements DBB: Document Requirements Timeline

Vend | Implements Controls;
Installs, integrates, secures,
and documents the
System/device that matches Upon
test/laboratory approved self- Contracting
assessment configuration N/A Officer Approval

Vend Assessment boundary diagram;

detailed diagram with data flow;

hardware inventory; software and

firmware inventory; ports,

protocols, and services (PPS);

privacy assessment; completed

STIG checklists; detailed fully-
Provides self-assessment credentialled DoD templated
Submittal of the installed Nessus scan report; SCAP scan Prior to any
System/device matching the | report; POAMSs, Continuous Commissioning
test/laboratory for Monitoring plan, other as or Acceptance
Government Approval identified Testing

Gov | Provides installation self-

assessment response (may 15 business day
. . : N/A .

result in re-iterations of self- post receipt

assessment until accepted)

Gov ATO-CondltlcnaI _ eMASS Security Plan and Up_on acceptance
recommendation submitted ; . of installation

d X associated artifacts
to 3" party validator self-assessment

Vend | Resolves Issues; (may result

in re-iterations of(seH}i ATO-Conditional Upon SCA/AQ
. Approval
assessment until accepted)

Gov | Independent Verification and Upon ATO-
Validation (IV&V) request N/A Conditional of
to 3" party validator System/device

Vend Upon approval
Proceeds with scheduling of installation
Commissioning and System/device
Functional Acceptance self-assessment
Testing N/A Submittal

Vend | Transitions to IV&V; Vendor remediation Nessus and
maintains cybersecurity SCAP scan reports, resulting Monthly reports
posture mitigations, and POAMSs until BOD

Vend Within 18

months of
Completes successful IV&V contract award
and achieves ATO ATO or prior to BOD

Vend | Performs full System
Acceptance Testing N/A Upon ATO






Lead

Requirements DBB:

Document Requirements

Timeline

Vend Continuous monitoring:
IAVA vulnerability management,
Transitions to warranty patching, updates, upgrades,
support, maintenance, and Nessus/ACAS and SCAP reports,
continuous monitoring resulting mitigations, and POAMs | Begins at BOD
Vend Continuous monitoring:

Transitions to post-warranty
support, maintenance, and
continuous monitoring

IAVA vulnerability management,
patching, updates, upgrades,
Nessus/ACAS and SCAP reports,
resulting mitigations, and POAMs;
Reauthorizations when required

Post Warranty;
System/device
life cycle

Facilities Sustainment, Restoration and Modernization (SRM) Required Timeframes:

Lead | Requirements SRM: Document Requirements Timeline
Vend | Contact Gov POC and
requests templates and any
additional cybersecurity
technical documentation 10 business days
N/A post award
Gov | Provides requested templates | FRCS-RA, DoD Nessus templates, 15 busi q
and cybersecurity technical other cybersecurity documents as usiness days
. post request
documentation requested
Vend | Provides FRCS-RA and
Nessus vulnerability report Completed FRCS-RA and fully-
of test/laboratory credentialled, DoD templated 25 business days
System/device Nessus scan report. post award
Gov 5 business days
Network configuration, post receipt of
Cybersecurity System/device | architecture options, ATO status completed
Kickoff Meeting Contractor Memorandum for test/laboratory
Record FRCS-RA and
Nessus scans
Gov eMASS registration, Control A 5 business days
Selection, Implementation Tasks: Respon5|_b|I|t|es, and post .
Plan Submittals required of Vendor Cybersecurlty_
Kickoff Meeting
Gov Security Assessment Plan, System | 10 business days
Security Assessment Plan Categorization, RMF Templates, post
Review Meeting Applicable STIGs. Contractor Cybersecurity
Memorandum for Record Kickoff Meeting
Vend | Provides test/laboratory self- | Assessment boundary diagram; 60 business days

assessment matching the

data flow diagram; hardware

post award






Lead

Requirements SRM:

Document Requirements

Timeline

submitted System/device
FRCS-RA for Gov approval

inventory; software/firmware
inventory; ports, protocols, and
services (PPS); privacy
assessment; completed STIG
checklists; detailed fully-
credentialled DoD templated
Nessus scan report; SCAP scan
report, POAMSs, other as identified

Gov | Provides test/laboratory self-
assessment response (may 15 business day
. . : N/A :
result in re-iterations of self- post receipt
assessment until accepted)
Gov Contracting Officer provides Upon approved
. self-assessment
approval to proceed with N/A
) . of test/laboratory
installation .
System/device
Vend | Implements Controls;
Installs, integrates, secures,
and documents the Upon
System/device that matches Contracting
test/laboratory approved self- Officer notice to
assessment configuration N/A proceed
Vend Boundary diagram; data flow
diagram; hardware inventory;
software/firmware inventory;
ports, protocols, and services
(PPS); privacy assessment;
completed STIG checklists; fully-
credentialled DoD templated
Provides self-assessment Nessus/ACAS report; SCAP
submittal of the installed report; POAMs, Continuous Prior to
System/device for Gov Monitoring plan, other as acceptance
approval identified testing
Gov | Provides installation self-
assessment response (may 15 business day
. . : N/A :
result in re-iterations of self- post receipt
assessment until accepted)
Gov ATO-Condltlt_)naI _ eMASS Security Plan and 5 business days
recommendation submitted . . post approved
o : associated artifacts
to 3" party validator self-assessment
Vend | Resolves Issues; (may result
in re-iterations of self- ATO-Conditional Upon SCA/AC
Approval

assessment until accepted)






Lead | Requirements SRM: Document Requirements Timeline
Vend | Proceeds with scheduling

Functional Acceptance Upon SCA/AO

Testing N/A Approval
Gov | Independent Verification and

Validation (IV&V) request N/A 5 business days

to 3" party validator post ATO-C
Vend | Transitions to IV&V; Vendor remediation Nessus and

maintains cybersecurity SCAP scan reports, resulting Monthly reports

posture mitigations, and POAMs until BOD
Vend Within 12

Completes successful IV&V months of

and achieves ATO ATO contract award
Vend | Performs full System

Acceptance Testing N/A Upon ATO
Vend Continuous monitoring:

IAVA vulnerability management,

Transitions to warranty patching, updates, upgrades, Upon

support, maintenance, and Nessus/ACAS and SCAP reports, | Government

continuous monitoring resulting mitigations, and POAMs | Acceptance
Vend Continuous monitoring:

Upon warranty expiration,
Vendor transitions to post-
warranty support,
maintenance, and ATO
continuous monitoring

IAVA vulnerability management,
patching, updates, upgrades,
Nessus/ACAS and SCAP reports,
resulting mitigations, and POAMS;
Reauthorization when required

System/device
life cycle

NOTE: If the Vendor has completed all required actions in a timely and acceptable manner while
the Government experiences delays, the Vendor would be given additional time for future
actions corresponding to the amount of Government delay.






Informational Overview of the RMF Process: The following diagram provides a summary
overview of the entire process to obtain approval under DHA Cybersecurity requirements. These
diagrams are for informational purposes only, are not contractually binding, and subject to
change without notice. Above tables contain the contractual requirements that must be met.

DHA Facilities Enterprise Project RMF Assess and Authorize (A&A) Process Overview for Facilities Related Control Systems
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DHA FY22 Annual Training List_Oct 2021_v3 (Mandated for Contractor Employee).pdf
ANNUAL TRAINING LIST

Fiscal Year 2022

Last Updated October 19, 2021





Annual Training List

Classroom:
https://Idd.adobeconne
ct.com/a dmin/show-

event-catalog

Action Officer Training

Annual OSD Records
and Information
Management

JKO: J30P-US1369

Level | Antiterrorism
Awareness Training

JKO: JS-US007

Briefing for OSD Senior

. . JKO: DHA-US1371
Leadership RM Training

DOD Mandatory
Controlled Unclassified
Information (CUI)

JKO: JS-US082

Counterintelligence JKO: DHA-US434

Cyber Awareness
JKO: DOD-US1364-21

Challenge 2022

DHA Employee

Safety Course JKO: DHA-US323

HIPAA and Privacy

Act Training JKO: DHA-USO001

Joint Staff Insider

JKO: JS-US072
Threat Awareness

19 Oct 21

Annually

Annually

Annually

Annually

Annually

Annually

Annually

Annually

Annually

Annually

All Business Support Personnel usin lC OIS
T™T PP & Control Division
' (ccb)

DHA Records
Management
Office

All DHA Civilians, Military personnel,
and contractor support staff within 30
days of entry on duty.

All DHA Civilian and Military personnel.

.. Security Branch
Initial face-to-face. y

DHA Records
Management
Office

Senior leadership.

All DHA Components including
Military Personnel, civilians, and
contractors.

Security Branch

All DHA Civilian and Military personnel. Security Branch

All DHA Civilians, Military personnel, DHA Network
and contractor support staff. Ops

All DHA Civilians, Military

personnel, and contractor support Bl S.afety
Office
staff.
All DHA Civili ili
ivilians, Military perst.)nr?el, DHA Privacy
and contractor support staff within 30 Office

days of entry on duty.

All DHA Civilians, Military personnel,
and contractors within 30 days of
entry on duty.

Security Branch





Annual Training List (cont.)

Anti-Harassment
Workplace Training

Joint Staff Operations
Security (OPSEC)

Joint Staff Sexual Assault
Prevention and Response
Training

DHA Reasonable
Accommodations for the
Federal Workplace

Uniformed Services
Employment and
Reemployment Rights Act

DoD Annual
Security Awareness

Constitution Day
Awareness

Ethics Training

Joint Staff No Fear Act
Training Course

19 Oct 21

JKO: DHA-US481 Annually
JKO: JS-US009 Annually
JKO: JS-US021 Annually
JKO: DHA-US482 Annually
JKO: DHA-US483 Annually
JKO: DHA-US438 Annually

Annually by

JKO: DHA-US1159 September

17th

Varied methods,

contact OGC
Counsel

JKO: JS-US012

Every 2 years

All DHA Civilian personnel.

All DHA Civilians and Military

personnel within 90 days entry on

duty.

Civilian Managers and
Supervisors, all Military
personnel.

Managers & Supervisors only.

Supervisors of members of the
Armed Forces Reserve or
National Guard.

All DHA Civilian and Military
personnel.

All DHA Civilian and Military
personnel.

Determined by All DHA Civilian personnel within
DOD General

90 days of entry on duty. Military
will follow Services guidance.

All DHA Civilian and Military
personnel.

DHA Anti-
Harassment
Program
Office

Security Branch

DHA Equal
Employment Office
(EEO)

DHA Equal
Employment Office
(EEQ)

Human Resources
Division (HRD)

Security Branch

DHA Civil
Liberties
Office

Office of General
Counsel (OGC)

DHA Equal
Employment Office
(EEO)





Annual Training List (cont.)

DHA Diversity Training

Combating Trafficking in
Persons (CTIP) Training

Supervisory Training

Newcomer’s Brief

Defense

Performance Management

and Appraisal Program
(DPMAP)

Drug-Free Workplace
Training for Supervisors

MHS Customer Service

JKO:JMESI-US053

JKO: J3TA-US1328
A,B,orC

Register:
https://
www.atrrs.army.
mil/chrtas

Classroom:
https://Idd.adobec
onnect.com/a
dmin/show-event-
catalog

Initial Training in-
person;

then https://ldd.a

dobeconnect.com/

d pmaponlt/event

/registration.html

JKO: DHA-US1153

JKO: DHA-US429

Annually

Every 3 years

Every 3 years

Once

Once

Once

Annually

All DHA Civilian and Military
personnel.

All DHA Civilian and Military

personnel, within 90 days of entry

on duty.

Rating Officials and Reviewing
Officials.

All DHA Civilian and Military
personnel.

All DHA Civilian Personnel and
New Supervisors.

Managers & Supervisors only.

All DHA Civilian and Military
personnel.

DHA Anti-
Harassment
Program
Office

DHA E&T

Workforce
Development
Branch

Workforce
Development
Branch

Human
Resources
Division (HRD)

Labor
Management anc
Employee
Relations

Clinical
Business
Operations

NOTE: DHA assigned JKO training is accepted as meeting US Army training requirements for the same
title/topic. DHA assigned JKO training is accepted by Navy (OPNAV) and training completions feed to FLTMPS

for recording of training completion.

19 Oct 21
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